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Chapter 1 Module 1 - Windows, vmware
Windows, AD, DNS, vmware Basics




Introduction to vmware Virtualization

o VMware, Inc. is an American virtualization and cloud computing technology company
headquartered in California. VMware was the first commercially successful company to virtualize
the x86 architecture

e Vmware technology allows to run multiple Operating Systems on single hardware machine thus
enabling better resource management

e vmware developed ESXi (Elastic Sky X Integrated) Hypervisor operating system that create
virtualization layer on top of a physical machine.

e The hardware components (CPU, RAM, HDD, Network, etc.) of the physical machine are shared to
the multiple operating systems running on ESXi

¢ Virtualization provides high availability, Cloning, Templating, Storage Optimization, Network

Optimization, etc.




Components of vmware Virtualization

,l P =

b

o Virtual Machine (VM): Software representation of

cmputer as a set of files. It is portable

e Hypervisor: Operating System or Software that enables us to run multiple VMs on it

e Type 1 Hypervisor: Operating system and runs directly on the hardware. Examples vmware ESXi,
Microsoft Hyper-V, Oracle VM

e Type 2 Hypervisor: Runs as a software layer on an operating system. Example vmware
Workstation, Microsoft Virtual PC, Oracle VirtualBox

e ESXi: Popular, widely adopted Type 1 Hypervisor developed by vmware

e vCenter: Atool (Operating System) that used to manage and orchestrate multiple ESXi Hosts

o vSphere: Suit of protocols and tools from vmware that makes virtualization and management of
virtual environment. Example combination of ESXi and vCenter

e Open Virtualization Format (OVF): Open standard for packaging and distributing a virtual Machines
as files

e Open Virtualization Appliance (OVA): OVF Package in single file archive file format. It may contain
complete operating system (e.g. Expressway OVA) or just the virtual hardware (e.g. CUCM OVA)

o Datastore: Storage space visible to ESXi OS. This can be DAS (Direct Attached Storage) or NAS
(Network Attached Storage)

e Virtual Switch: It is like a network switch used to connect VMs. Virtual Switch makes networking
possible in ESXi. Multiple Virtual Switch can be crated. Virtual Switch interacts to the external

network using uplinks.




Windows Active Directory (AD)

o Active Directory is a directory service developed by Microsoft; it stores the information about the
user account

e Aserver running the Active Directory Domain Service (AD DS) role is called a domain controller

o |t Authenticates and Authorizes all users and computers in a Windows domain network

e It can be used by other systems for Authentication via LDAP (Light Weight Directory Access
Protocol)

e ADDS is the first server that most organizations install in their Data Center

e We should have a Windows Server to setup AD (I have used Windows Server 2019)

e Organizational Unit (OU): Represented by a folder in AD, provide hierarchy of a domain

e Objects: Users and Computers

o LDAP Filter: Query string to specify certain objects (or to filter certain objects)




Domain Name System (DNS)

e DNS facilitates IP to Domain name and Domain name to IP mapping

e An internal DNS server hold all the server names and IP addresses for their domains and enable

DNS lookup (IP to Domain Name and vice versa)

e A Public DNS Server is a central part of the internet, providing Public IP address to corresponding

DNS name and reverse




[Lab] Install Windows Server on vmware ESXi

esxi-primary - VMware ESXi x esxi-secondary - VMware ESXi x + Q
¢« C () A Notsecurs | 192.168.10.3/ui/#/host * G

vmware EsXi’ ool@192.168.10.3 ~ | Help ~ |

[“T:'.: Navigator ] 1 [ esxi-secondary

Manage

(1)) Get vCenter Server ||‘ﬂ| Create/Register VM || Shut down (B Reboot | (& Refresn | £} Actions

esxi-secondary CPU FREE: 6.9 GHz
Version:  67.0 Update 3 (Build 14320358) ki

) - ) USED: 85 MHz CAFACITY: 7 GHz
E‘;J Virtual Machines. m F State: Mormal {not connected to any vCent...

Monitor

Uptime: 0 days MEMORY FREE: 14.80 GE
~ [ Storage - o
- B datastore1 USED: 1.3 GB CAFACITY: 18 GB

Manitor STORAGE FREE: 91.00 GB
2%
More storage... USED: 1.41 GB CAPACITY: 825 GB

€3 Networking [ 1]

0 You are currently using ESXi in evaluation mode. This license will expire in 60 days.

~ Hardware
Manufacturer Viware, Inc.
Model Viware7,1
» @ CPU 2 CPUs x Intel(R) Xeon{R) CPU E5-2643 v2 @ 3.50GHz
Wl Memaory 16 GB
Bl Persistent Memory 0B
» [y Virtual flash 0 B used, 0 B capacity
~ 6 Networking
Hostname esxi-secondary

IP addresses 1. vmk(: 192.168.10.3
2. vmk0: feB0::250:56f febb:fafd

DMS servers 1.192.168.111.1
2.192.168.0.1

Default gateway 192.168.0.254

Recent tasks =

Task w | Target Initiator ~  Queued ~ | Started ~  Result a w | Complet...

Auto Start Fower On esw-secondary root 0G/20v2021 1... OG/20v2021 1... o Completed succazsf... D6/20V2021 1...




71 New virtual machine

v QESTTITNE  Select creation type

2 Selecta name and guest 03 How would you like to create a Virtual Machine?
3 Select storage

4 Customize settings

s This qptlon guldgs you through crea.tlng a new virtual
5 Ready to complete machine. You will be able to customize processors, memaory,
Deploy a virtual machine from an OVF or QVA file network connections, and storage. You will need to install a

guest operating system after creation.
Register an existing virtual machine

Back Nex|

-

1 New virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select a name and guest OS

2 Select a name and guest OS Specify a unique name and OS

3 Select storage

4 Customize settings Mame

5 Ready to complete
| colpodi_win-server-ad-dns-ca_192 168.11.1 (—’—

Virtual machine names can contain up to 80 characters and they must be unigue within each ESXi instance.
|dentifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation.
Compatibility

ESXi 6.7 virtual machine ~
Guest OS5 family

Windows | f—
Guest OS version

Microsoft Windows Server 2016 or later (64-bit) o | d—

(J Enable Windows Virtualization Based Security ﬁ
Back Next Finish m
I J I o




¥ New virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Select storage
¥ 2 Selecta name and guest OS Select the storage type and datastore

L 3 Select storage

4 Customize settings
.

5 Ready to complete

Select a datastore for the virtual machine's configuration files and all of its' virtual disks.

Name ~ | Capacity ~  Free ~ | Type ~ | Thinpro... ~ | Access ~

datastore1 ¢—— 925 GB 91.09 GB VMFS6 Supported Single

1items

Back Next Finish m
| I | == |
ﬁ New virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)
¥ 1 Select creation type Customize settings
¥ 2 Select a name and guest 08 Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage
Ed 4 Customi i
US oree semnas (T Viftual Haraware | VM Options |
5 Ready to complete
3 Add hard disk MM Add network adapter Add other device
- [ crPU > @

Cores per Socket o | Sockets: 1

EFRURTIFIE Enable CPU Hot Add ¢——

Reservation Mone » MHz »

Limit Unlimited o!| | MHz v

Shares Normal . »

Hardware virtualization [J Expose hardware assisted virtualization to the guest 0S o

(AL (J Expose IOMMU to ihe guest 0S

Performance counters (] Enable virtualized CPU performance counters

[ Back |[ next || Fimisn
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ﬁ Mew virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Selectaname and guest OS Configure the virtual machine hardware and virtual machine additional options
+ 3 Select storage

¥ 4 Customize setti
ustomize settings [TVirilal Hardware | VM Options |

5 Ready to complete

3 Add hard disk B Add network adapter Add other device

» [ cPU 2 v @
|v Bl Memory |
—fm |
Reservation Mone » ME »
[ Reserve all guest memory (All locked)
= Unlimited v| | me v
Shares Mormal w w
Memory Hot Plug Enabled é——
» 2 Hard disk 1 cB y
Back Next Finish m
l J I s

ﬁ MNew virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (E&Xi 6.7 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 0S Configure the virtual machine hardware and virtual machine additional options

+ 3 Select storage
¢ Customize sottngs R T p—
4 Customize seffings Virtual Fiaraware | VM Options |
3 Add hard disk M8 Add network adapter Add other device

5 Ready to complete

» [ crPU 2 » a

» W Memory 4096 ME .

~ [ Hard disk 1

Maximum Size 91.09 GB
Location ‘ [datastore1] colpodi_win-server-ad-dns-ca_192.165.1 ‘
Disk Provisiening ———(® Thin provisioned

() Thick provisioned, lazily zeroed
(C) Thick provisioned, eagerly zeroed

e Normal ~ »

Limit - IOPs Unlimited -

l Back H Next ‘ Finish
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ﬁ New virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (E5Xi 6.7 virtual machine)

¥ 1 Select creation type Customize settings

¥ 2 Select a name and guest 0§ Configure the virtual machine hardware and virtual machine additional options
+ 3 Selact storage

L 4 Customize settings

5 Ready to complete 3 Add hard disk 8 Add network adapter Add other device

+ [ CPU » 6
+ Jl Memory

2
4096
» 2 Hard disk 1 cB y

» SCSI Controlier 0

LSl Logic SAS -
SATA Controlier 0
USB controller 1 USB 3.0 ~
+ El Network Adapter 1 VM Network w Connect
» %y CD/DVD Drive 1 Host device “ Connect
» [ video Card Default settings -

| Back || Next | Finish

ﬁ Mew virtual machine - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)

+ 1 Select creation type Ready to complete

¥ 2 Selecta name and guest 08 Review your settings selection before finishing the wizard
" 3 Select storage

+ 4 Customize settings

WY 5 Ready to complete MName colpodi_win-server-ad-dns-ca_192.168.11.1

Datastore datastore1
Guest OS5 name Microsoft Windows Server 2016 or later (64-bit)
Compatibility ESXi 6.7 virlual machine
vCPUs 2
Memory 4096 MB
Network adapters 1
Network adapter 1 network VM Network
Network adapter 1 type E1000e
IDE confroller 0 IDED
IDE contfroller 1 IDE 1
SCSI controller 0 L5l Logic SAS
SATA controller 0 MNew SATA controller
Hard disk 1
Capacity 50GB
Datastore [datastorel] colpodi_win-server-ad-dns-ca_192 165111/

W

Next | Finish || Cancel |
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e Upload Windows Server ISO File to the Datastore

o ) ) . = O x
esxi-primary - VMware ESXi b esxi-secajcollab.com - VMware & X + [~ ]
&« (&} 0 A Not secure | 192.168.10.3/ui/#/host/storage/datastores/60cede5f-d990ae9e-2c3a-000c29460c78 * » @ :
vmware ESXi rool@192168.103 ~ | Help + |
“I% Navigator I || B3 datastore1
~ [g Host
- | STORAGE FREE: 135.5 GE
Manage 57 Reqistera VM (G Datastore browser | B Increase capacity | € Refresh | o
§ £} Actions USED: T GB  CAPACITY: 182.5 GB
Monitor
(51 virtual Machines [ 1) datastore1
+ [ Storage n Type: VMF58
= datastore1 Location: fmfsivolumes/Gicededi-d990asbe-...
uuID: 60cede5f-0990ae0e-2c3a-000c2946. ..
Monitor .
i Hosts: 1
: More storage... Virtual Machines: 1
' + €3 Networking n
S vSwitch ~ VNS details
More networks...
Version 6.82
Local Yes
Elock size 1ME
uuiD G0cedesf-d990ae%e-2¢3a-000c29460c78
Extent 0 mpx.vmhba1:CO:TOLO, partition 3
ﬁ Datastore browser
& Upload Download Delete [ Move [5Copy {7 Create directory | (& Refresh 1ﬁ|e(s}| 22%
= d re ad | .sdd.sf Cnd ad
| colpodi_win-serve. ..
U W W

B3 [datastore1] 15O Files/

Close
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Mou

ntthe Iso File to the VM that we created
o esxi-primary - ViMware ESXi X esxi-sec.ajcollab.com - VMware © X + (] B =
C 1t A Notsecure | 192.168.10.3/ui/#/host/vms T RN e

e
vmware ESXi

51 esxi-sec.ajcollab.com - Virtual Machines

HOROODEE

g}‘; Snapshots

® Console

(g Autestart

@ Upgrade VM Compatibility
I4 Export

L# Export With Images

Edit settings

" Permissio| Edit the settings for this virtual machine

[5» Editnotes

] Rename

(51 Unregister
{5 Delete
@ Help

% Qpen in a new window

51 Edit seftings - colpod1_win-server-ad-dns-ca_192.168.11.1 (ESXi 6.7 virtual machine)

L =="R g - 1KV RV | 40 GEB -

SCSI Controller 0 L3I Logic SAS o

-

SATA Controller 0

USE controller 1 v
» M Network Adapter 1 VM Network “ Connect
EARRlC M Datastore IS0 file €——— v | Bl Connect ¢——
Status Connect at power on
CD/DVD Media —)| [datastoreq] IS0 Filesien_windows_server_2016_vl_x | | Browse...
Controller location . .
» (8 Video Card Default settings v

Save ” Cancel

4 Create / Register VM k1 Console Powgron @ Power off | @ Refrash Actions (0, Search j
.. virtual machine ~ tus~ | Usedspace v~ Guest0S ~ | Host name ~ | HostCPU ~  Hostme.. v
.. %1 colpod! win-server-ad-dns-ca 19.. nknown icrosoft Windows...  Unknown
O 51 colpod? wi d-d 19 &N Unkn: Mi it Wind Unk! 0 MHz 0 MB
&1 colpodi_win-server-ad-dns-ca_192.168.11.1 )
Quick filters. .. 1items
£ Power
@ Guest 0S
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e Power on the virtual machine and continue installing Windows

B colpod1_win-server-ad-dns-ca_192.168.11.1

Loading files...

olpod1_win-server-ad-dns-ca_192.168.11.1

Windows Setup

=6Window5 Server: 2016

Language to install: [English (United States)

Time and currency fermat: ||

Enter your language and other preferences and click "Next" to continue.

© 2016 Microsoft Corporation. All rights reserved




colpod1_win-server-ad-dns-ca_192.168.11.1

© ¢ Windows Setup %

Select the operating system you want to install

Operating system
Windows Server 2016 Standard
[Windows Sery 16 Standard (Desktop Experience)
Windows Server 2016 Datacenter
Windows Server 2016 Datacenter (Desktop Experience)

Architecture Date modified
64 [2/]

2/3/2018

Description:

This eption is useful when a GUI is required—for example, to provide backward compatibility for an
application that cannot be run on a Server Core installation. All server roles and features are
supported. For more details see "Windows Server Installation Options.”

1 Collecting information

colpod1_win-server-ad-dns-ca_192.168.11.1

Press Ctrl+Alt+Delete

T e ——

6:58

Sunday, June 20

Now you can configure IP Address and enable RDP (Remote Desktop Protocol) on the Windows
from the vmware console and access it remotely

16



[Lab] Configure AD & DNS in Windows Server 2019

e We configure AD and DNS together on a Windows Server 2019. This will be our main server for
many different purposes

¢ Installation of Windows Server is not the scope of this article

Softwares

Lab

Screenshots

"
i
Networking  Sharing
Co———
d

General

3

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automatically

(@) Use the following IP address:

IP address: 192 . 168 . 11 . 1

Subnet mask: 255,255,128, 0

Default gateway:

.|A |7||7|l—||7||7|l7||7||

Obtain DMS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 192,168, 11 . 1
Alternate DNS server: 3 .8 .4 .4

[validate settings upon exit Advanced...

Cancel
=7  Typethe name of a program, folder, da
= resource, and Windows will open it for you.

Open: |ncpa.cp| w

!; This task will be created with administrative privileges,

e After you done with Windows Server 2019 installation, make sure it has a static IP configured

e |tis always recommended to have static IPs for servers

17



e Let’s configure a hostname for the server

e (Click on the Change Settings >>

Softwares 4 System

Lab

4 B 5 Control Panel » System and Security > System v O Search Control Panel o

Control Panel Home . . .
View basic information about your computer

Screenshots ® Device Manager Windows edition
g Remote seftings Windows Server 2019 Standard
@ Advanced system settings © 2018 Microsoft Corporation. All rights reserved. Windows Server: 2019
System
Processor: Intel(R} Xeon(R) Platinum 8176M CPU @ 2.10GHz 2.10 GHz (6 processors)

Installed memory (RAM): 2,00 GE
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-BPB4FNISCU3 ———> ®JChange settings
Full computer name: WIN-BPEAFMIZOU S
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is not activated. FRead the Microsoft Software License Terms

Product ID: 00429-00000-00001-4A815 ) Activate Windows

Security and Maintenance

18



3
This PC

Softwares = System Properties X

Computer Name  Hardware Advanced Remote ~ O Search Control Panel »p

Co |\'] Windows uses the following information to identify your computer
on the network. r computer

@ D Computer description |\

G Re For example: "1IS Production Server” or
"Accounting Server”. -
$ Ad d reserved. Windows Server- 2019
Full computer name: WIN-BPB4FNJSQUS
Waorkgroup WORKGROUP
To rename this computer or change its domain or 3, Change n(R) Platinum 8176M CPU @ 2.10GHz 2,10 GHz (6 processors)

workgroup, click Change.

ating Systemn, x64-based processor

leuch Input is available for this Display

ettings
MNISQUS ) Change settings
MNI5QUS
Up
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00423-00000-00001-AA815

vate Windows

Security and Maintenance

ﬂi‘.:*]
This PC

Computer Name/Domain Changes X ~ ©| | Search Control Panel

Cor | You can change the name and the membership of this omputer
computer. Changes might affect access to network resources. ur computer

Lab
Screenshots % Del :I

Computer name:
& Ady | [[winsererot| | & reserved. Windows Server: 2019

Full computer name

win-server-01
More.... lange | wn(R) Platinum 8176M CPU @ 2.10GHz 2,10 GHz (6 processors)

Member of

() Domain- rating System, x64-based processor
Touch Input is available for this Display

(®) Warkgroup: lettings

WORKGROUP | _ i
NJ5QUS & Change settings
NJ3QUS
Cancel

up

oK Cancel Apply

Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00428-00000-00001-AA815

ivate Windows

Security and Maintenance
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3 System

4 E 5 Control Panel + System and Security » System v O Search Control Panel »

Control Panel Home . - .
View basic information about your computer

& Device Manager Windows edition
@ Remote settings Windows Server 2019 Standard
@ Advanced system settings © 2018 Microsoft Corporation. All rights reserved. Windows Server* 2019
System
Processor: Intel(R] Xeon(R) Platinum 2176M CPU @ 2.10GHz  2.10 GHz (6 processors)
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Teuch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-BPE4FMI3QUS (will change to win-server-01 after W Change settings
restarting this computer)
Full computer name; WIN-BPB4FNISQUS

Computer description:

Werkgroup: WORKGROUP

Windows activation

Windows is not activated. Read the Microsoft Seftware License Terms

vate Windows

Product [D: 00429-00000-00001-AA815 Wit

Security and Maintenance

¥

This PC

A system

4 & Control Panel » System and Security » System v O Search Control Panel »

Contral Panel Home . . .
View basic information about your computer

@ Device Manager Windows edition
& Remote settings Windows Server 2019 Standard
& Advanced system settings © 2018 Microsoft Corporation, All rights reserved. Windows Server: 2019
System
Processor: Intel(R] Xeon(R) Platinum 2176M CPU @ 2.10GHz  2.10 GHz (6 processors)
Installed memory (RAM):  8.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Toeuch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: win-server-01 W Change settings

Full computer name: win-server-01

Computer description:
Workgroup: WORKGROUP
Windows activation
Windows is not activated. Read the Microsoft Seftware License Terms

Product ID: 00428-00000-00001-AA815 & Activate Windows

Security and Maintenance
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Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

i Local Server

Hi AILS
e o Configure this local server
R File and Storage Services b =

)

oles and

atur

‘QUICK START |

w

d other servers to manage

'WHAT'S NEW —
4 Create a server group

u

Connect this

v
@

Recently added Windows Server
& configure Picasa Photo Viewer
3 >

Windows Windows
Server Manager | PowerShell PowerShell IS|

All Servers

Expand @ Manageability

Windaw’ Bl services

Administrativ. Task Manager Control Panel

Events

Perfarmance

BPA results
Google Chrome g E' ™

Event Viewer File Explorer

2021 8:49 PM

Search
Server Manager

Settings

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

I LocalServer | Fz Add Roles and Festures Wizard - O x
All Servers

g s DESTINATION SERVER

R File and Steragy - Before you begin iserar1

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such s sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strang password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default
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fz Add Roles and Features Wizard — a X

DESTINATION SERVER
win-gerver-01

Select installation type

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Befors You Bagin

(®) Role-based or feature-based installation

Server Selection N
Configure a single server by adding roles, role services, and features.

(i Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

= Add Roles and Features Wizard — O x

DESTINATION SERVER
win-server-01

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installztion (® Select a server from the server pool

=i O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System
win-server-01 10.106.79.66,1... Microsoft Windows Server 2019 Standard
1 Computer{s) found
This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.
Install
= Add Roles and Features Wizard — m] x

DESTINATION SERVER
win-zerver-01

Select server roles

Before You Bagin Select one or more roles to install on the selected server.

Installation Type Roles Description
SElVel;Selection Active Directory Certificate Services - Active Directory Domain Services
_ {AD DS) stores information about
e — ] Active Directory Federation Services objects on the network and makes
T [7] Active Directory Lightweight Directory Services this information a?ta_llah\e lolusess

DNS Server [[] Active Directory Rights Management Services and network administrators, AD Ds

[ Device Health Attestation uses domain controllers to give
AD DS ] DHCP Server network users access to permitted
Confirmation IE OIS Server | rescurces anywhere on the network

Tax Server through a single logon process.
I [m] File and Storage Services (1 of 12 installed)

[] Host Guardian Service

[ Hyper-v

[ Metwork Palicy and Access Services

[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ Valume Activation Services

] Web Server [IIS)

[] Windows Deployment Services

[] Windows Server Update Services
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Fﬁ Add Roles and Features Wizard

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
DNS Server

AD DS

Confirmation

Eﬁ. Add Roles and Features Wizard

DNS Server

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

Confirmation

- a x

DESTINATION SERVER

win-server-01

Select one or more features to install on the selected server,

Features

I NET Framework 3.5 Features =
[®] .NET Framework 4.7 Features (2 of 7 installed)
Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

Description

-NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect

BitLocker Network Unlock

BranchCache your customers’ personal identity
Client for NFS information, enable seamless and
Containers secure communication, and provide
Data Center Bridging the ability to model a range of
Direct Play business processes.

Enhanced Storage
Failover Clustering
Group Policy Management
Host Guardian Hyper-V Support
1/0 Quality of Service
[ 1S Hostable Web Core
[[] Internet Printing Client
[ Ip Address Management (IPAM) Server
[ 1 iSNS Server service v

OoROOOOOOooood

Install

DESTINATION SERVER
win-server-01

Domain Name System (DNS) provides a standard method for asseciating names with numeric Internet
addresses. This makes it possible for users to refer to network computers by using easy-te-remember
names instzad of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
«can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating
the need to add DNS records as computers are added to the network.

Things to note:

* DS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DNS Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role.

Install

[ Add Roles and Features Wizard

Active Directory Domain Services

Before You Begin
Installation Type
Server Selection
Server Roles
Features

DNS Server

Confirmation

DESTINATION SERVER
win-server-01

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users.

Things to note:
* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of twa domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reperting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

Install
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[z Add Roles and Features Wizard [m] x

. . . . DESTINATION SERVER
Confirm installation selections inservr o
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [ Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
| been selected automatically. If you do not want to install these optional features, click Previous to clear
- &
SepEihoes their check boxes.
Featuras
DNS Server Active Directory Damain Services -
AD DS DNS Server

Confirmation Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tocls
Active Directory module for Windows PowerShell
AD DS Taals
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Next »
f& Add Roles and Features Wizard [m] x
. DESTINATION SERVER
Installation progress isareer 21
View installation progress
n Feature installation
—
Installation started on win-server-01
Active Directory Domain Services -

DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Toos
Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD D5 5nap-Ins and Command-Line Tools

DNS Server Tools v

You can close this wizard without interrupting running tasks. View task progress ar open this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
iz Add Roles and Features [m] x
. DESTINATION SERVER
Installation progress i sarver 1

View installation progress

o Feature installation

Configuration required. Installation succeeded on win-server-01.

Active Directory Domain Services fu]
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller

DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD D5 Tools
Active Directory Administrative Center

‘You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
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A Manage  Tools  View

Post-deployment Configura... |

Configuration required for Active Directory Domain
Services at WIN-SERVER-01

Promote this server o a domain controller

© Feature installation
——

uration required. Installation succeeded on
win-server-01
Add Roles and Features

Task Details

Hide
ge 1
(@ Manageability (® Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results
f Active Directory Domain Services Configuration Wizard - m} X
- - TARGET SERVER
Deployment Configuration -ap—

Select the deployment operation

Domain Controller Options

] ) Add a domain controller to an existing domain
Additional Options Add a new domain to an existing forest

® Add a new forest

Paths

Options
- Specify the domain information for this operation
25 Chec

Root domain name: Iajco\lab‘cam

More about deployment configurations

< Previous Install
[Z Active Directory Domain Services Configuration Wizard — [m] ™
. . TARGET SERVER
Domain Controller Options win-server-01

/ment Configuration

Select functional level of the new forest and root domain
main Controller Options

_ Forest functional level: Windows Server 2016
DNS Options

Domain functional level: Windows Server 2016 -

Additional Options

Specify domain controller capabilities

| Domain Name System (DNS) server
+| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: |o||oo|.ol

Confirm password:

More about demain controller options
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= Active Directory Domain Services Configuration Wizard - m] ¥

TARGET SERVER

DNS Options win-server-01

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare x

Deployment Configuration i i
Specify DNS delegation options

Domain Controller Options
Create DNS delegation

5

)ptiok
Additional Options
aths

R w Options

More about DNS delegation

& Active Directory Domain Services Configuration Wizard
TARGET SERVER

Additional Options win-server-01

Deployment Configuration i i . .
- Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options

The NetBIOS domain name: |AJCOLLAd

More about additional options

Install

= Active Directory Demain Services Configuration Wizard - m} X
P h TARGET SERVER
aths win-server-01
yment Configuration
- Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options
DNS Optians Database folder: C\Windows\NTDS E
P Log files folder: CoWindows\NTDS [=]
SYSVOL folder: CAWindows\SYSVOL [=]
More about Active Directory paths
Install
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= Active Directery Demain Services Configuration Wizard - O .

R . O . TARGET SERVER
EVIEW ptl ons win-server-01
Deployment Configuration Review your selections:
Configure this server as the first Active Directory demain centroller in a new forest. A

Domain Controller Options
DNS Options The new domain name is "ajcollab.com". This is also the name of the new forest.

Additional Options The NetBIOS name of the domain: AJCOLLAB

Paths

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

B Active Directory Domain Services Configuration Wizard - O x
o TARGET SERVER
Prerequisites Check win-server-01

‘ & All prerequisite checks passed successfully, Click Install’ to begin installation, Show more X

Deployment Configuration L ) I : N )
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options | computer

DNS Options Rerun prerequisites check
Additional Options
Paths @ View results
Beview Ontions 1. Windows Server 2019 domain controllers have a default for the security setting named
o "Allow cryptography algorithms compatible with Windows NT 4.0* that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

For mare information about this setting, see Knowladge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

I Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DMS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "ajcollab.com”, Otherwise, no action is required.

L If you click Install, the server automatically reboots at the end of the promotion operation.

Meore about prerequisites

< Previous MNext > Install | | Cancel
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= Active Directory Dornain Services Configuration Wizard - O X

R |_t(_ TARGET SERVER
esults win-server-01

| & This server was successfully configured as a domain controller Show more x

@ View detailed operation results
1

1. Windows Server 2019 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0 that prevents weaker
cryptography algorithms when establishing security channel sessions.

For maore information about this setting, see Knowledge Base article 942564 (http:/,
go.microsoft.com/fwlink/7Linkld=104751).

A delegation for this DNS server cannot be created because the authoritative parent zone
cannct be found or it does not run Windows DNS server. If you are integrating with an
existing DNS infrastructure, you should manually create a delegation to this DNS server in
the parent zone to ensure reliable name resclution from outside the domain
"ajcollab.com”. Otherwise, no action is required.

More about results

- @| I' Manage  Tools  View  Help

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

[ [[Active Directory Users and Computers
ADS Edit

Component Services
Computer Management
Defragment and Optimize Drives
Disk Cleanup

Event Viewer

Group Policy Management

SCS Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security

Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x36)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup
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] Active Directory Users and Computers
File Action View Help

-:28) &5 -:j:-_:u. ? g r&s

] Active Directory Users and Com
| Saved Queries

f . [ Saved Queries Folder to store your favo...
- ajcollab.com Fsjcollab.com  Domain

MName Type Description

lJ_:‘DE,DI'\ISI\-'1anager
File Action View Help

= Hd=z HE § 86
£ DNS

MName

v 5 WIN-SERVER-D1 [l WiN-SERVER-01

| Forward Lookup Zones
| Reverse Lookup Zones
| Trust Points

| Conditional Forwarders
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[Lab] Extending Active Directory Schema
e Ideally an attribute in AD called ‘msRTCSIP-PrimaryUserAddress’ maps to CUCM as SIP URI. You

can simply map email ID as well

e Theattribute ‘msRTCSIP-PrimaryUserAddress’ is not available by default, for that you need to
extend your AD Schema
e On your AD Server, open command prompt and enter regsvr32 schmmgmt.dll

sChmmgmt .d11

RegSvr32

o DlIRegisterServer in schmmgmt.dil succeeded,

e (o to the link and copy the Script, paste it in to Notepad and save as OID.vbs
e Run the scriptand note the OID of your System

'''' oidinfo - Notepad - O bt
File Edit Format Wiew Help

Your root OID is:
|1.2.848.113556.1.SBBB.2554.1822?.6485?.3559?.19361.46263.3813886.15813&9|

This prefix should be used to name your schema attributes and classes. For example: if your prefix is "Microsoft”, y

You can create subsequent OIDs for new schema classes and attributes by appending a .X to the OID where X may be any
If your assigned OID was: 1.2.84@.113556.1.8008.2554.999999

then classes could be under: 1.2.848.113556.1.8008.2554.999999_1
which makes the first class 0ID: 1.2.848.113556.1.8680.2554.999999.1.1
the second class OID: 1.2.84@8.113556.1.8008.2554.999999.1.2 etc...

Using this example attributes could be under: 1.2.848.113556.1.8838.2554.b99999.2
which makes the first attribute 0ID: 1.2.848.113556.1.80@0.2554.959999.2.1
the second attribute OID: 1.2.848.113556.1.8000.2554.999999.2.2 etc...

Here are some other useful links regarding AD schema:
Understanding AD Schema
http://technet2.microsoft.com/WindowsServer/en/Library/b7b5b74f-ebdf-42f6-a928-e52979a5120811833 .mspx
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https://docs.microsoft.com/en-us/windows/win32/ad/obtaining-an-object-identifier-from-microsoft

Consolel - [Console Root\Active Directory Schema [win-server2-ad-dns-ca.ajcollab.com]\Attributes]

File Action View Faverites Window Help - 8 X
LI ANl lNEY
“| Console Root Mame Syntax Status " || Actions
v :%M_ctive Directory Schemallwin-server2-ad-dns- L accountExpires Large Integer/Interval Active Attributes -
= i:rsi;e:tes !é-accountI'\IarﬂeHistor_',.r Unicode String Active More Actions
- Create Attribute... SAggregateTokenR... Large Integer/Interval Active
‘SAllocableRSVPBan... Large Integer/Interval Active msRADUSCallbackMumber -
MNew > [SCacheTimeout Integer Active More Actions »
o N 5Direction Integer Active
SDSBMDeadTime Integer Active
Lesiiinduriionibie s 'SDSBMPriority Integer Active
Mew Taskpad View... SDSEMRefresh Integer Active
SEnableACS5ervice  Boolean Active
Refresh .SEnableRSVPAccou... Boolean Active
Export List... .SEnableRSVPMessa... Boolean Active
Help .SEventLoglevel Integer Active
- SldentityMame Unicode String Active
EaCSMaxﬁ\ggregatePea... Large Integer/Interval Active
EaCSMaxDurationPerFl... Integer Active
EaCSMaximumSDUSize Large Integer/Interval Active
EaCSMaxNDOfAccount... Integer Active
EaCSMaxNoOfLogFiles Integer Active
E aCSMaxPeakBandwidth Large Integer/Interval Active
Ea[SMaxPeakBandwidt... Large Integer/Interval Active
EaCSMaxSizeOfRS‘u‘F’Ac... Integer Active
EaCSMaxSizeOFRWPLo... Integer Active
EaCSMaxTokenBucketP... Large Integer/Interval Active
E aCSMaxTokenRatePer.. Large Integer/Interval Active
Ea[SMinimumDelay‘u‘a... Large Integer/Interval Active
EaCSMinimumLatency Large Integer/Interval Active
EaCSMinimumPoliced... Large Integer/Interval Active
EaCSNonResewedMax... Large Integer/Interval Active
EaCSNDnResewedMin... Large Integer/Interval Active
EaCSNDnResemedPeak... Large Integer/Interval Active
EaCSNDnResemedToke... Large Integer/Interval Active
E aCSMNonReservedTili.,  Large Integer/Interval Active
E aCSNonReservedTxSize  Large Integer/Interval Active
EaCSPermissionBits Large Integer/Interval Active
EaCSPoIicyName Unicode String Active
EaCSPriority Integer Active
EaCSRS\u‘PAccountFiles... Unicode String Active
EaCSRS‘u‘PLogFiIesLoca... Unicade String Active
Ea[SSemerList Unicode String Active
EaCSSemiceType Integer Active
EaCSTimeOfDay Unicode String Active
EaCSTotalNoOfFlows Integer Active
EadditionaITrustedServi... Unicode String Active
EaddressBookRoots Distinguished Name Active
EaddressBookRootQ Distinguished Name Active
L+ addressEntruDisolavTa... Octet String Active ¥
< < >
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Create Mew Attribute

E Create a New Attrbute Object

Idertification
Common MName: |m5HTC5IF‘-F‘rimar'_.rLlserﬂddress — |

LDAP Display Mame: |msHTC5IF‘F‘rimar'_.rLlser.ﬁ.ddress |

—3nique ¥500 Object 1D: |ﬂ5?.3559?.19351 .45253.31}13511-5.1551343|

Description: |ms RTCSIP-PrimanyUserAddress |

Symtax and Range
Synta: Case Sengitive String €= w

Minimurm : || |

Maximum: | |

[ ] Mutti-Valued

Cancel Help
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ﬁ Consolel - [Console Root\Active Directory Schema [win-server2-ad-dns-ca.ajcollab.com]\Classes] *
ﬁ File Action View Faverites Window Help - 8 X
es | 7HEGE= HFE
[] Console Root Mame Type Status Actions
v E A-CtIVE Directory Schema [win-server2-ad-dns- B posixGroup Ausiliary Active al "
| Classes &—— . .
= . .'[:prthueue Structural Active More Acti
|| Attributes . . ore Actions
=1 queryPolicy Structural Active
1 remoteMailRecipient Structural Active user -
"[:remoteStorageSenrice... Structural Active More Actions »
"[:residentiaIPerson Structural Active
‘[:rFC&ZP_LocaIPart Structural Active
rIDManager Structural Active
L g
S riDSet Structural Active
"['.'room Structural Active
.'[:r cContainer Structural Active
P
-'[:r cEnt Abstract Active
P Ty
T rpcGroup Structural Active
"[:rpcProﬁIe Structural Active
"[:rpcProfiIeEIement Structural Active
.'[:r cServer Structural Active
P
rpcServerElement Structural Active
“Trp
S rRASAdministrationC...  Structural Active
‘[:rRASAdministrationDi... Structural Active
"[:samDomain Auxilia Active
y
.'[:samDomainBase Auxilia Active
y
samberver Structural Active
oy
Bcecret Structural Active
"[:securityObject Abstract Active
.'[:securi Principal Auxilia Active
ty P y
server Structural Active
-I:
S serversContainer Structural Active
P serviceAdministration... Structural Active
HserviceClass Structural Active
" serviceConnectionPoint Structural Active
-'[:ser\.ricelnstance Structural Active
S shadowhccount Auxilia Active
y
"['.'sim leSecurityObject Auxilia Active
P tyObj y
.'[:site Structural Active
-'[:siteLink Structural Active
siteLinkBridge Structural Active
L g
sitesContainer Structural Active
oy
storage Structural Active
g
.'[:subnet Structural _"-“"'
-'[:subnetCDrltainer Structural New Window from Here
B subSchema Structural Refresh
“top Abstract
B trustedDemain Structural Properties €
.'[:t:,rp:leLibrar_',.r Structural Help
volume Structural Active
oy

£

>

<

Opens the properties dialeg box for the current selection,
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@ File Action View Favorites Window Help g X
e | xR E G HE
“| Console Root Name Type Status || Actions
v E {\ctl;le Directory Schema [win-server-ad-dns- B posixGroup Ausiliary Active I .
| Classes . .
= Attributes .'['.' printCu e.ue Structural Act?ve Mare Actions >
i = queryPalicy Structural Active
o remoteMailRecipient Structural Active user -~
2 remoteStorageService...  Structural Active Mare Actions »
" residentialPersen Structural Active
.'[: rFC&22LocalPart Structural Active
.'[:rIDManager Structural Active
.'[: riDSet Structural Active
s “—ttural Active
iser Properties 4 ual Actiee |
- rad °
General Relationship Default Security Leul
.'[-. user fut Select a schema object: l
v ttul
L msRADIUS-SavedFramedinterfaceld ~ oK
Mandatony: M msRADIUS-SavedFramedlpyBPrefic
andatory: rtul meRADIUS-SavedFramedlpvBRoute Cancel
Liul msRADIUSService Type N
I msRASSavedCallback Number
ttul msRASSavedFramedIP Address
liar msRASSaved Framed Route
1 msRRAS Attribute
lian msRRASVendorAttribute Ent
Hul sRT( imaryllserAddress
msSFU30Aliases
Optional: accountExpires 'y Add.. ttul msSFU30Cpt Method
aC5PolicyName rad ms5FU30Domains
adminCourt Tmr . msSFU30FieldSeparatar
audio liar| msSFU30IntraField Separator
badPassword Time tul msSFU30IsValidContainer
badPwdCount msSFU30KeyAttributes
businessCategany rtul ms5FU30KeyValues
carlicense ttul msSFU30MapFitter
codePage ] L meSFU30MasterServerNams
— M | meSFU30MaeGidNumber v
rtu) B —
juad 9 ewre
T p— o= liary Active
ne Aeply 2 liary Active
-'[: site Structural Active
= sitelink Structural Active
S siteLinkBridge Structural Active
"['.' sitesContainer Structural Active
.'[: starage Structural Active
.'[: subnet Structural Active
-'[: subnetContainer Structural Active
i cubSchema Structural Active
itop Abstract Active
"[:trustech-main Structural Active
typelibrary tructura ctive
“atypelib 5 [ Acti
.'l: user Structural Active
-'[:\.rolume Structural Active
v
< > € >

34



L Services —
File Action View Help
e |mEcdz Hm » = nw

© Services (Local) . Services (Local)
Active Directory Domain Services MName Description Status Startup Type Log On As
] ctive Directory Domain Se... . - Local Syste
%eifa?ihs:rs::jce % Active Directory Web Services This sel S atic Local Syste...
I, ActiveX Installer nst rovide ocal Syste...
Sk Activel Installer (AxInstSV) Provid Stop | Local Sy
). Allloyn Reuter Service outes ause Fig... ocal Service
Sk Alldoyn R 5 R P | (Trig Local &
Description: ) i Q};App Readiness Gets ap Resume | Local Syste..
AD DS Demain Controller service, If & L . . ;
this service is stopped, users will be Gk Application |dentity Determ Restart €= | (Trig.. Local Service
unable to log on to the netwark, If Ck Application Information Facilita I (Trig...  Local Syste...
this service is disabled, any services i€k Application Layer Gateway ... Provide All Tasks > 1 Local Service
:a;acplmtly depend on it will fail to ».‘;IJ_;AppIication Management Proces: Gty | Local Syste...
ar &k AppX Deployment Service (.. Provide | Local Syste...
Lapp ploy! i
Q};Auto Time Zone Updater Autom Properties d Local Service
{.‘,;_‘;Background Intelligent Tran... Transfe Help | Local Syste...
-.‘;I)_;Background Tasks Infrastru...  Windove i wwing s wecenatic Local Syste...
-&I)_;Base Filtering Engine The Base Fil.. Running  Autematic Local Service
».‘;IJ_;BIuetooth Support Service The Bluetoe... Manual (Trig...  Local Service
-.‘;'J_;CDPUserS\.rc_SSObb <Failed to R... Running  Automatic Local Syste...
Q};Certificate Propagation Copies user.. Running  Manual Local Syste..,
I_; ient License Service (Clip5... Provides inf.., anual (Trig.. ocal Syste...
&k Cl L 5 (Clip5... Provid i M I (T Local &
-&I)_;CNG Key Isolation The CNG ke.. Running  Manual (Trig...  Local Syste...
».';IJ_;COM+ Event System Supports Sy..  Running  Automatic Local Service
».‘;IJ_;COM+ System Application Manages th.. Running  Manual Local Syste...
Q;Computer Browser Maintains a... Disabled Local Syste..,
Q};Connected Devices Platfor..  Thisservice .. Running  Autematic (D.. Local Service
-..‘.‘,;_‘;Connected User Experience.. The Connec.. Running  Autematic Local Syste..,
-&I)_;Contact Data_530bb Indexes cen... Manual Local Syste...
».';IJ_;CoreMessaging Manages co... Running  Automatic Local Service
».‘;'J_;Credential Manager Provides se..  Running  Manual Local Syste...
Q;Cryptographic Services Provides thr.. Running  Autematic Metwork 5.
Q;Data Sharing Service Provides da... Manual (Trig.. Local Syste..,
-.S;_‘;DataCo|Iecti0nPub|ishingSe... The DCP (D... Manual (Trig..  Local Syste..,
-&I)_;DCOM Server Process Laun... The DCOM..  Running  Automatic Local Syste...
».';IJ_;Device MAssociation Service Enables pair... Manual (Trig...  Local Syste...
-.‘;'J_;Device Install Service Enables a c... Manual (Trig...  Local Syste...
Q;Device Management Enrell.. Perferms D.. Manual Local Syste..,
\.‘.‘,;_‘;Device Setup Manager Enables the ... Manual (Trig.. Local Syste..,
-.S;_‘;Devﬂuery Background Disc.. Enables app... Manual (Trig..  Local Syste..,
-&I)_;DFS Namespace Enables you.. Running  Automatic Local Syste...
».';IJ_;DFS Replication Enables you.. Running  Automatic Local Syste...
-.‘;'J_;DHCP Client Registers an... Running  Automatic Local Service
Q};Diagnostic Pelicy Service The Diagno.. Running  Autematic (D.. Local Service
\S;_‘;Diagnostic Service Host The Diagnao..  Running  Manual Local Service
-..‘.“,;_‘;Diagnostic System Host The Diagno..  Running  Manual Local Syste..,
-J;I)_;Distributed Link Tracking Cl... Maintains li... Manual Local Syste...
».‘;IJ_;Distributed Transaction Coo... Coordinates.. Running  Automatic (D... MNetwork 5.,
-.‘;'J_;dmwappushsvc WAP Push ... Manual (Trig...  Local Syste...

\Extended /(\Standard/

Stop and Start service Active Directory Demain Services on Local Computer
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: Active Directory Users and Computers

File Action View Help
4@ $| Ll Add/Remove Columns...
] Active Direc Large lcons
—t‘ SavedQ Small lcons
v _fj ajcollab ”
v E AIC ist
Fild Detail
= .
= 1 Users, Contacts, Groups, and Computers as containers
=]
= . Advanced Features €————
|| Built
7] Corr Filter Options...
% Dony Customize...
=] Fore, B
[ Keys
| LostAndFound
] Managed Service Accour
[ Program Data
[] System
7 Users
] NTDS Quotas
] TPM Devices

escription

Abdul Jaseem Properties ? *
Published Cerficates  Member Of  Password Replication  Dialin ~ Ohbject
Security Environment Sessions Remote control
General Address Account Prafile Telephones Organization
Remote Desktop Services Profile COM= I PAitribute Editor

Attributes:

Attribute Value s

userfccountControl 010200 = ( NORMAL_ACCOUNT | DONT_|

user_ert “not set>

user_erificate “not set

userParameters “not set>

userPassword <not set>

userPRICS12 <not et

userPrincipal Mame abdul jaseem@ajcollab .com

usersharedFolder <not set>

usersSharedFolderCther  <not set:

userSMIMECerficate  <not set>

userfWorkstations “not set

uSMChanged 163591

uSMCreated 12563

uSMDSALastObiRem...  <not set> hd

£ >
Edit Fitter

Cancel Apply Help
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[Lab] Configure Reverse Lookup Zone in Windows DNS Server
o After adding DNS feature on the Windows Server, we need to manually add Reverse Lookup zone
for the domain

e Forward Lookup Zone will be created automatically, we don’t need to worry about it

- @ | r Manage Tools View Help

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Compaonent Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)
Performance Monitor

Print Management
= File and Storage - , ;
B g 1 fl Local Server 1 Recoiebe

% DNs Manager - O >

File Action View Help

e | xnmcBEl§ EE

£ DNS
v WIN-SERVER-01 N Add 2 New Zone
~ || Forward Lookup Zones
&N des.ajeollab.
— _r.“nsllctsjajco ab.com The Demain Name System (DMNS) allows a DM5S namespace to be divided into zones. Each zone
= gjeofiab.com stores information about one or mere contiguous DNS demains,
| Reverca | nnbin Fanac
| Trust Id @ new zone, on the Action menu, click New Zone.
S Cond e >
Refresh
Help
< >

Create a new zone,
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MNew Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
SErver,

A zone translates DNS names to related data, such as IP
addresses or network services.

To continue, dick Mext.,

< Back Cancel

MNew Zone Wizard

Zone Type
The DNS server supparts various types of zones and storage.

Select the type of zone you want to create:
(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(") Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Name Server (MS), Start of Authority
(504), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (gvailable only if DNS server is a writeable domain
controller)

Mew Zone Wizard

Active Directory Zone Replication Scope
You can select how you want DMS data replicated throughout your netwaork,

Select how you want zone data replicated:

() To all DNS servers running on domain controllers in this forest: ajcollab.com
(®) To all DS servers running on domain controllers in this domain: ajcollab.com
() To all domain controllers in this domain (for Windows 2000 compatibility): ajcollab.com

To all domain controllers specified in the scope of this directory partition:
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Mew Zone Wizard *

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

>

Choose whether you want to create a reverse lookup zone for IPv4 addresses ar IPve
addresses,

(®) IPv4 Reverse Lookup Zone

(") IPvE Reverse Lookup Zone

Mew Zone Wizard *

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names,

To identify the reverse lookup zone, type the network ID ar the name of the zone.
(@) Network ID:

192 168 .11[) .

The network ID is the portion of the IF addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0. 10.in-addr.arpa.

(") Reverse lookup zone name:
11,168, 192.in-addr.arpa

Mew Zone Wizard *
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates. b

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() Allow bath nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
22 gocepted from untrusted sources,

(") Do not allow dynamic updates

Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.
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Mew Zone Wizard
Completing the New Zone Wizard
You have successfully completed the New Zone Wizard. You
specified the following settings:
Mame:  11.168.192.in-addr.arpa

Type: Active Directory-Integrated Primary

Lookup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

e You need to add other IP Ranges as well

o | have added 192.168.21.X range here again
MNew Zone Wizard

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
192 163 21|

The network ID is the portion of the IP addresses that belonags to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create

zone 0.10.in-addr.arpa.
(_JReverse lookup zone name:
21.168.192.in-addr.arpa
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[Lab] Add UC Servers DNS Entries

o Before installing CUCM or any other UC Server, we need to make sure that we have proper DNS

records for the server that we are going to install

e |nthis Lab we will add CUCM-PUB server’s IP Address as a DNS A Record

[

- @ I F Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsaft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

2, DMS Manager — O >
File Action View Help
e rm Bz Hm § 88
2 EENS MName Type Data Timestar,
~ o ‘.“.T'IN—SER‘-IER—D‘I :-—_l_msdcs
~ || Forward Lockup Zones j cites
.| _msdcs.ajcellab.com j_t
—= C
~ || ajcollab.com € j_ dp
| _msdcs ,‘u P )
© eites jDDmamDnsZones
= _tcp ClForestDnsZones
T_udp E—I(sameasparentfolder] Start of Authority (SOA4) [22], win-server-01.ajcolla..  static
TEJDrT‘IEirIDI"ISZDHEE E—I(sameasparentfolder) Mame Server (MS) win-server-01.ajcellab.com.  static
‘| ForestDnsZones || [=] (same as parent folder) Host (4) 10.106.79.66 2/16,202
| Reverse Lookup Zones [El (same as parent folder) Host (4) 192.168.11.1 2/16/202
“| Trust Points [Elwin-server-01 Host (A) 192.168.11.1 static
| Conditional Forwarders E—Iwin—server—D‘l Host (4) 10.106.79.66 static
Update Server Data File
Reload
Mew Host (A or AAAA)... -—
MNew Alias (CNAME])...
Mew Mail Exchanger (MX])...
= > ||z MNew Domain... =

Create a new host resource record.

Mew Delegation...
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-4

File  Action View Help

o= @ EGC= HME § 8

] [ENS Mew Host = |ata Timestat
v g WIN-5ERVER-01
w || Forward Lockup Zones Mame {uses parent domain name if blank):
| _msdcs.ajcollab.com |i:l.||:m-|:|u|:| | ‘
w |- | ajcollab.com
| _msdcs Fully qualified domain name (FQDM):
| _sites | cucm-pub. ajcollab. com. ‘
1 _tcp
udp IF address: 23], win-server-01.ajcolla..  static
| DomainDnsZones 192,168.21. 1] ‘ in-server-0l.ajcollab.com.  static
0.106.79.66 16,202
| ForestDnsZones [#] Create assodated pointer (PTR) record 11 "Ir
v || Reverse Lookup Zones ) ) B2.168.11.7 2/16/202
. [] Allow any authenticated user to update DS records with the .
- 11.168.192.in-addr.ar| o Te e B2.168.21.1 static
= | 21.168,192.in-addr.ar| 0.106.79.66 static
| Trust Points B2.168.11.1 static
| Conditional Forwarders
£ > || L >

name se .6.9.9.9.0.0.9.9.9.0.9.0.9.90.0.0.0.9.9.9.0.9.06.9.90.6.0.0.8.0.1p6.arpa
le mail addr ]

6.arpa

.ip6
.0.0.6.96.6.9.9.0.0.0.6.0.0.0.0.ip6.arpa
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[Lab] Disable Windows Password Auto Expiry Group Policy

e By default, there is a password policy in-place for every Windows Server. Our password will be

expired after some days

e Let usdisable that for the lab environment

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management
| iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
MNRC Nata Shorrec (RA-hith

2 Group Policy Management - O *
5 File Action View Window Help -
e | nm X6l HE
|5, Group Policy Management Default Domain Policy
v -ﬂ F?rest: EJC.D”ab'CDm Scope  Details Settings Delegation

w =5 Domains
e Links
w 3 ajcollab.com ) o )
s/ Default Domain Policy &—— Display links in this location: ajcollab.com -
5] Domain Controllers ETL — OUs are linked to this GFO:
=t Group Pelicy Objects Enforced
: - Enfarced Link Enabled Path
¥ WMI Filters ~  Link Enabled .
] Starter GPOs No Yes ajcollab com
. Save Report...
[ Sites
s Group Policy Modeling View ¥ %

4 Group Policy Results MNew Window from Here I

Delete apply ta the following groups, users, and computers:
Rename
Refresh
Help
Add... Remove Prof

WMI Filtering
This GPO is linked to the following WHMI fiter:

Open the GPO editor
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=[ Group Policy Management Editor
File Action View Help

e | nEIXE HE

=/ Default Domain Policy [WIN-SERVER-01.AJCOLLAB.COM] P A
~ i Computer Configuration ¢————
w || Policies ¢é——
| Software Settings
~ [] Windows Settings €=
| Name Resolution Policy
|= Scripts (Startup/Shutdown)
=1 Deployed Printers
v T Security Settings g
~ Eﬂ Account Policies €=
EE[ Password Policy €————
;EI Account Lockout Policy
15 Kerberos Policy
Local Policies
Event Log
Restricted Groups

b

A Svstem Services

Policy

\s) Enforce password history

[ Maximum password age €————

[ Minimum password age

[ Minimum passwoerd length

|2z Password must meet complexity requirements
l:s| Store passwords using reversible encryption

Policy Settin
24 password
42 days

1 days

7 characters
Enabled
Disabled

Maximum password age Properties

Security Policy Setting  Explain

Maximum password age

Define this policy setting

Fassword will not expire.
0 = days

= Deployed Printers
v i;' Security Settings
v ;é[ Account Policies
;ﬂ Password Policy
;ﬂ Account Lockout Policy
=5 Kerberos Policy
i Local Policies
| Eventlog
‘4 Restricted Groups
‘4 Systern Services
4 Registry
'd File System
:_J Wired Metwork (IEEE 802.3) Policies
~ Windows Defender Firewall with Advance
| Metwork List Manager Policies
‘Wireless Metwork (|EEE 802.11) Policies
| Public Key Policies v

|2Js| Store passwords using reversible encryption

Policy Manag Ed O ks
File Action View Help
| r@XE= BE
L= Default Domain Policy [WIN-SERVER-DT.AJCOLLAB.COMIP A || pglicy - Palicy Settin
v C..DF:p‘L.ItEI Configuration l:s) Enforce password history 0 password
v _0 I;‘:W Setti & Maximum password age 0
o “?. d are Seﬂl;'lgs 12| Minimum password age 1 days
v indows Settings
= Name Resulﬁtiun Policy l2e| Minimum password length 7 character
: Scripts (Startup/Shutdown) |2z Password must meet complexity requirements Enabled
= Disabled

¢ You can customize other password policies he

e E.g. Password Complexity

re
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[Lab] Deploying CSR 1000v as NTP Server

e While setting up any UC lab, NTP is an important component, it maintains accurate time across all
servers
e NTP can be configured on any Cisco Routers, Linux. Windows based NTPs are not supported for

UC infrastructure

e | have used Cisco CSR 1000v as my NTP Server, it is an 10S XE Virtual Router. | will be using the

same router as CUBE in future lectures

e Download CSR 1000v from Cisco Software Portal

4l Software Download - Cisco Syst= X =+

&« C 8 software.cisco.com/download/home/28436497 8/type/282046477 /releasa/3.15.05 Q W @

Products & Services Support How to Buy Training & Events Partners e e e o o
clisco

Software Download

Downloads Home | Routers [/ Wirtual Routers / Cloud Services Router 1000% Series / Cloud Services Router 1000V / 105 XE Software- 3.15.0S(ED)

( searn. ) [Cloud Services Router 1000V

( Expand All | Collapse Al ) Release 3.15.0S ED Related Links and Documentation
Release MNotes for 3.15.05

(10) write @ | Read reviews
Suggested Release o A My Notifications
Amsterdam-17.3.2(ED)

Gibraltar-16.12 5(MD)

File Information Release Date Size
Latest Release e
Cisco CSR 1000V Series ADVANCED ENTERPRISE 15-Jan-2017 334.74 MB 4
Amsterdam-17.3.3(ED) SERVICES - BiNg

csr1 000v-universalk9.03.15.00.5.155-2.5-5td. SPA. bin
Everest-16.6.9{MD)
Cisco CSR 1000V Series Advanced Enterprise 15-Jan-2017 335.19 MB oy
Fuji-16.9.7(MD) Services - 1SOg

csr1000v-universalk$.03.15.00.5.155-2.5-std.iso

Gibraltar-16.12.5(MD)

Cisco CSR 1000V Series ADVANCED ENTERPRISE 15-Jan-2017 335.47 MB 4
All Release s SERVICES - OVAg
csr1 000v-universalk9.03.15.00.5.155-2.5-std.ova
17 >
Cisco CSR 1000V Series Advanced Enterprise 15-Jan-2017 1273.56 MB +
16 > Services - QCOW2g
csr1000v-universalk.03.15.00.5.155-2.5-std gcow2
3 “
3.17S >
3.165 >
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Bl v e

<« c @ © £ htips://192.168.10.2/ui/%/host/vms wse L mn O @ =
vmware ESXi 02+ | Helpw |
“T% Navigator || ) esxi-primary - Virtual Machines
~ [g Host
WManage & Refresn |
Monitar

& Virtual Machines

H storage [ wirtual machine ~ | 8t~ | Usedsp.. v | Guest03 ~ | Hostname ~ Host..~ Host .~
&

€3 Networking O & 1_win-server-01_192.... &.. 10.35KB Microsoft Win...  Unknown 0 MHz 0MB
1items

- esxi-primary - VWwareEsXi X [|BR

<~ c @ @ £ htips://192.168.10.2/ui/%/mostfvms In @O @

51 New virtual machine

- KECEIEIIITI  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage

4 License
= . This option guides you through the process of creating a
- Create a new virtual machine
5 Deployment options | virtual machine from an OVF and VWMDK files
6 Additional settings Deploy avirtual machine from an OVF or OVA file

7 Ready fo complete R
Register an existing virtual machine

# New virtual machine - 31_cube01_192.168.31.1

¥ 1 Select creation type Select OVF and VMDK files

2 ER O Selactthe OVF and VMDK files ar GVA for the VM you wauld like to deplay

3 Select storage

SUFEEED CIETIEE Enter a name for the virtual machine
5 Deployment options
6 Additional settings
7 Ready to complete

I3‘I_CubeU1_192.‘IES 311
Virtual machine names can contain up te §0 characters and they must be unique within each ESXi instance.

X @ csr1000v-universalkg 03 15005 155-2 S-std ova

Back ||  Mext Finish Cancel
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¥ New virtual machine - 31_cube01_192.168.31.1

+ 1 Select creation type

+ 2 Select OVF and VMDK files

T sccisonge ]
4 License agreements
5 Deployment options

6 Additional settings

Select storage
Selectthe datastore in which to store the configuration and disk files.

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for

the virtual machine configuration files and all of the virtual disks.

7 Ready to complete Name ~ Capacity ~ Free ~  Type ~  Thinpro..~  Access
datastore 1.08TB 1.08TB VMF35 Supported Single
datastore2 1.08 TB 1.09TB VMF35 Supported Single

2 items
Back Mext Finish Cancel
e | =)
#31 New virtual machine - 31_cube01_192.168.31.1
¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage
b4 4 Deployment options
Disk provisioning ® ThinC Thick

5 Ready to complete

Back

Finish Cancel
ezl
1 New virtual machine - 31_cube01_192.168.31.1
¥ 1 Select creation type Deployment options
B SR T Select deployment options
+ 3 Select storage
k4 4 Deployment options
5 Ready to complete ARAETEIER TS Gigabitethernet1 W Network ~
GigabitEthernet2 WM Network v
GigabitEthernet3 WM Network ~
Deployment type Small »
Minimal hardware profile - 1vCPU, 4 GB RAM
Disk provisioning ® ThinC) Thick
Pawer on automatically
Back Finish Cancel

P
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1 New virtual machine - 31_cube01_19

+ 1 Select creation type
+ 2 Select OVF and VMDK files

2.168.31.1

Ready to complete

Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

4 5 Ready to complete TGS
WM Mame
Files
Datastore

Provisioning type

Network mappings

GuestOS Name

Profile

e

esxi-primary - VMware ESXi

c @ 0 &
vmware ESXi~

- Navigator

192.168.10.2/u

(13 31_cube01_192.168.31.1
31_cube01_192.168.31.1

+ [ Host
Manage Sont inuin
. P A UA
Monitor 4-PART_INUA
~ (51 Virtual Machines

31_cube01_19:
ge header ri
More VHs... alculating SHA-1 hash
E storage

= ulated
€9 Networking urated

(=] Notes

31_cube01_192.168.31.1

Deli y of cryptographic
third-party authority to import,
Import te distributo
coMplia u. and lo
to comply ith applicabl
comply with and local

1 T

law

1888V

or board ID
bit Ethernet
of

9HTRYZ
interfac
non-volatile con
of physical m
of virtual hard

di

bytes

tem nfiguration Di

uld you like to ent the initial

Cisco CSR 1000V Cloud Senvices Router
31_cube01_192.168.311

csr1000v_harddiskvmdk
csr1000v-universalk.02.15.00.5.155-2. 8-std.iso
datastore1

Thin

GigabitEthernet1: VM Network, GigabitEthernet2: VM Network, GigabitEthernet3: vV
M Network

Cisco 10S-XE Software

Winimal hardware profile - 1 vCPU, 4 GB RAM

Do not refresh your browser while this VM is being deployed

Back Mext Finish Cancel

w i @

U ootflashl™
g
I invalid

an partition table

[:4788dbal :6ab3b
:4788dbal :6ab3h22

x14eb93e8 1

& Editnotes

produc not

di

imMply
or 1

g product you
you are unable

product immediately.

aphic oduc M be found at:

. qrg. html

iding eqail to

118K-6147K |

HEmMOIr

log

mfiguration dialo
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31_cube01_192.168.31.1 : ctions

ubeBl(configl#line vt

ubeBl(configl#line vty B 4
ubeBl(config-linel#login
ubedl(config-linel#login
ubeBl(config-linel#trans
ubeBl(config-linel#transport in
ubeBl(config-linel#transport input all
ubeBl(config-linel#

ubedl(config-linel#

ubeBl(config-linel#

ubeBl(config-linel#exi

ubeBl(configl#ntp =sou

ubeBl(configl#ntp source gi
ubedl(configl#ntp source gigabitEthernet 1
ubeBl(configl#ntp master 1
ubeBl(configl#ntp ser

ubeBl(configl#ntp server 192.168.31.1 =oun
ubeBl(configl#ntp server 192.168.31.1 =ource gi
ubedl(configl#ntp server 192.168.31.1 source gigabitEthernet 1
ubeBl(config)#

ubeB1#nr

Building configuration...

6 19:88:49.585: %5¥5-5-CONFIG_I: Configured from conzole by consolelOK]
ubeB1#

e Below configurations will enable SSH and NTP on the virtual router
!
hostname cube@l
enable secret Ajcollab@l
username admin password 7 Ajcollab@l
!
interface GigabitEthernetl
ip address 192.168.31.1 255.255.224.0
no shut
!
ip domain name ajcollab.com
ip name-server 192.168.11.1
ip name-server 192.168.0.1
!
crypto key generate rsa
ip ssh version 2
!
line vty 0 4
login local
transport input all
!
ntp server time.google.com source gigabitEthernet 1
ntp master 2
ntp source gigabitEthernet 1
I

clock timezone IST +5 30
!
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File Edit View Options Transfer Script Tools Window Help

£ £ [ ¢ Enterhost <Al ODi S sat?? @ .|

+ 31_cube01_192.168.31.1 E + 21_cucm-pub_192.168.21.1 & 24 _cuc-pub_192.168.214 & sme-pub_192.168.22.1 & sme-sub_192.168.22.2 4 b

cube@1#
cube@l#show ntp associations

addres: ref clock s when poll reach delay t disp

~127. 1.: .LOCL. : 14 16 377 5 ) 1.284

*m216 .23 : .GO0G. : 63 64 175 115.99 5.581
selected, + candida

A1#show ntp status
Clock is synchroniz
nominal freq is 258 z, a g is 249 ,
ntp uptime is 755 ( 00 se 5 solution is 4816
reference time E425217E.11EB8550 (14:
clock offset is 33.6691 msec, root delay is 115.99 msec
root disp ion is 52.78 msec, peer dispersion is 5.58 msec

loopfilter state is 'CTRL' (MNormal Controlled Loop), drift is ©.000
system poll interval is 64, last update was 66 sec ago.
cube@1#

e If you are going with ISO based CSR 1000v VM, below are the virtual hardware specification
o Compatibility: ESXi 5.5 Virtual Machine
o Guest OS Family: Linux
o Guest OS Version: Other 2.6 Linux (64 bit)

o 1vCPU

o 4 GB RAM (2GB RAM will also work)
o 8GBHDD

o 3 NICs
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How to Build Your Own Home UC Lab in vmware Workstation

e The complete UC lab you can set up on your laptop / workstation if you have enough RAM

e Even without large amount of RAM, you can still setup a miniature lab for practice

e You need to have vmware Workstation to build the lab, download and install vmware workstation
Step 1: Enable virtualization Intel VT-X from BIOS

e This step differs for each laptop / desktop manufacture

¢ You should find a way to enable Intel VT-X from BIOS. Google to find the way to enable it based on

you manufacture

Step 2: Install vmware Workstation

e Installation is pretty straight forward, just Next, Next, Finish

ﬂ VMware Workstation Pro Setup - ped

Welcome to the VMware Workstation Pro

Setup Wizard
VMWWARE
WORKSTATION
.
. The Setup Wizard will install VMware Workstation Pro on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard.

Copyright 1998-2019 YMware, Inc. All rights reserved. This
product is protected by L. 5. and international copyright and
intellectual property laws. YMware products are covered by
one or more patents listed at:

http: /fwww . vmware. com/qo/patents

=

ﬁ VMware Workstation Pro Setup — x

Installing VMware Workstation Pro @

Please wait while the Setup Wizard installs VMware Workstation Pro.

Status: Setting custom registry permissions on YMware keys,
1
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Step 3: Identify vmware NAT Network Settings

¢ Once you complete the installation, open vmware Workstation

e (o to Edit>> Virtual Network Editor

(B Viiware Workstation

— a x
File Edit View UM Tabs Help I =
Library Cut Cul+X
[5] Copy Ctrl+C
-, — WORKSTATION 155 PRO"
® 4 2
P
Create a New Open a Virtual Connect to a
Virtual Machine Machine Remate Server
vmware
4
o Select the VMnet8 (NAT) and check the IP Subnet
@ Virtual Network Editor X
Mame Type External Connection Host Connection  DHCP Subnet Address
YMnetd Bridged Auto-bridging - - -
YMnet1 Host-only - Connected Enabled 192, 168.227.0
MNAT Connected 192,168.192.0
Add Metwark. .. Remove Metwork Rename Metwork. ..

VMnet Information
() Bridged (connect YMs directly to the external network)

Bridged to: | Automatic

(@) NAT (shared host's IP address with YMs)

Automatic Settings. ..

MAT Settings...
() Host-only {connect YMs internally in a private network)
Connect a host virtual adapter to this network
Host virtual adapter name: YMware Metwork Adapter VMnets
IUse local DHCP service to distribute IP address to YMs DHCP Settings...
Subnet IF: | 192,168 .192. 0 Subnet mask: | 255,255 .255. 0
Restore Defaults Import... Expart... Cancel Apply Help
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Here my NAT Network is 192.168.192.0 and Subnet Mask is 255.255.255.0, hence below IP
configurations can be used for UC Servers

Network 192.168.192.X/ 24
Subnet Mask 255.255.255.0
Starting IP Address  192.168.192.3
Ending IP Address 192.168.192.254
Default Gateway 192.168.192.2
NTP 216.239.35.8 (Google NTP)
While installing UC Servers, make sure you are connected to Internet since we use Public NTP that

is available over internet

Now you can deploy Windows Server for AD and DNS purpose and then UC Servers can be
deployed

Network Adapter of all VMs must be in NAT

For CUCM installation, DNS server is optional, you can install without DNS Server as well but for
UCCX installation, DNS is mandatory

Here you don’t need local any NTP Server, we have used public NTP

53



Step 4: Install Windows Server

]
Fie Eit View VM Tabs Help IR=RE)
iorary = [t
—
o WORKSTATION 155 P
r Mochine Weard x
@ EI7I ‘Welcome to the New Virtual
—_— Machine Wizard
Create a New Open a Virtual
Virtual Machine Machine kit type of configursbon da you want?
1@ Typical (recommended)
e  Workstaton 11 b mactne
e s
(C)custom (acvanced)
P ——
e o et
- =
MNew Yirtual Machine Wizard * MNew Virtual Machine Wizard
Guest Operating System Installation Easy Install Information
A virtual machine is like a physical computer; it needs an operating This is used to install Windows Server 2016,
system. How will you install the guest operating system?
Install from: Windows product key
() Installer disc: | - - - -
= VD Drive (D) version of Windows to install
| Windows Server 2016 Standard | ~
Personalize Windows
(®) Installer discimage file (iso): Full name: | Administrator €—— |
|| C:\Users\Administrator \Desktop \Win-Share\IS0 Files' V| | I Browse... |<-
[ Windows Server 2016 detected. Password: | | S
This operating system will use Easy Install. (What's this?) Confirm: | |
() I willinstall the operating system later.
The virtual machine will be created with a blank hard disk.
Log on automatically {requires a password)
4
Help < Badk MNext = Cancel Help < Back Cancel
MNew Virtual Machine Wizard * Mew Virtual Machine Wizard >

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| win-server-01| | |

Location:

| C:\Users\Administrator \Documents \Wirtual Mad‘nines‘l,win—server—| Browse...

The default location can be changed at Edit > Preferences.

Specify Disk Capacity
How large do you want this disk to be?

<o ol

The virtual machine's hard disk is stored as one or more files on the host computer's
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): 60.0 =

Recommended size for Windows Server 2016: 60 GB

(®) Store virtual disk as a single file $——
() 5plit virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help < Back | Mext = | Cancel
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Mew Virtual Machine Wizard >

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2016 and then YMware Tools.

The virtual machine will be created with the following settings:

Mame: win-server-01 L)
Location: C:Wsers\Administrator\DocumentsWirtual Machinesh, ..
Version: Waorkstation 15.x

Operating System: Windows Server 2016

Hard Disk: &0 GB

Memory: 1024 MEB

Metwork Adapter: NATE———

Other Devices: 2 CPU cores, CD/OVD, USE Controller, Printer, Sound... %

Customize Hardware.., #&———

Power on thig virtual machine after creation

<aac

B win-server-01 - VMware Workstation - m]
File Edit View VM Tabs Help o ~ D SN T = R
iy x (it Home [[] win-server-01
£ Type here to search -
= O My Computer I'_'D win-server-01
=
Shared YMs P Power on this virtual machine

[[# Edit virtual machine settings €————

¥ Devices
EMemory 1GB

Processors 2

=4 Hard Disk (SCSI1) 60 GB

(%) CD/DVD (SATA) Using file \\192.1...
Flnppy Using file autoin...
o Metwork Adapter NAT

USB Controller Present

o]t Seund Card Auto detect

= Printer Present
[1Display Auto detect

~ Description

Type here to enter a description of this virtual
machine,

¥ Virtual Machine Details

95



Virtual Machine Settings X
Hardware  Options
) Device status

Device Summary

E=IMemory 2GB &¥—— = “

o Processors 2 ———3 || Connect at power on

E=iHard Disk (SCSI) 60 GB )

(%) CD/DVD (SATA) Using file 11192, 168, 11, 1\, Network connection

F|Dpp\j.l Using file autoinst. fip (D) Bridged: Connected directly to the physical network

o e twork Adapter MAT

USE Controller Present

]t Sound Card Auto detect ~——— (®) NAT: Used to share the host's IP address

(= Printer Present (2 Host-only: A private network shared with the host

[Cpisplay Auto detect () Custom: Spedific virtual network

VMnetd (Auto-bridging)
O LAN segment:
LAN Segments... | | Advanced...
Add... Remave
Cancel Help
@]
File Edit View VM Tabs Help \BE=-RE] o OB g -
iy, * fy Home [ win-server-01

O Type here to search -

=) I My Computer
[ win-server-01
1 Shared VMs

8 Windows Setup

Installing Windows

Status

J Copying Windows files
Getting files ready for installation (2%)
Installing features
Installing updates

Finishing up

ollecting information 2 Installing Wind

To direct input te this VM, click inside or press Ctrl+G. (=R E-F= ]
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¢ Once windows installation completed, set a static IP address for it with default gateway
192.168.192.2
e Make sure you are able to access internet from the Windows Machine
e Setup AD and DNS on the windows server and add UC Server DNS A Records before installing
Cuc™m
Step 5: Install CUCM
e Download the CUCM OVA

e Open the OVA from vmware Workstation

B vhMware Warkststion — [m]

File Edit View VM Tabs Help 0O [D] v

[C1 New Virtual Machine... Ctrl+N
R New Window
Open... &—— Ctrl+0
Scan for Virtual Machines...

Close Tab CtrleW WORKSTAT|ON 155 pRO ’

"L Connectto Server... Ctrl+L
&7 Virtualize a Physical Machine...

Export to OVF... @ | ; | | E E
(T Map Virtual Disks...

Exit Create a New Open a Virtual Connect to a
Wirtual Machine Machine Remote Server

lﬁ win-server-01 1 My Computer
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@ Open

X
4 » ThisPC » Desktop » Allab » OVA Templates v O Search OVA Templates 0
P p p
Organize v New folder =~ [ @
Name Date modified Type Size
s Quick access
B Deskt 2 @ csr1000v-universalk®.03.15.00.5.155-2.5-std  3/6/2021 3:43 AM Open Virtualizatio... 343,520 KB
eckto
P @ cuc_11.5.v1.1 3/6/2021 5:33 AM Open Virtualizatio... 920 KB
& Downloads ¢ [ @ cucm 11.5 vmve v1.1 3/6/2021%:58 AM  Open Virtualizatio,.. 203 KB
Documents e g cucm_12.5_vrmv13_v1.0 4/6/2021 11:27PM  Open Virtualizatio... 203 KB
[&] Pictures - @ exp_s42700x12_7_1_v6.5 3/6/2021 10:16 AM Open Virtualizatio... 650,027 KB
CUBE HA @ im_p_11.5_vmvB_v14 3/6/2021 10:23 AM Open Virtualizatic... 281 KB
Logs @ UCCH 11,5 vl w23 3/30/2021 2:28 AM Open Virtualizatio... 495 KB
S50 Metadata
System32
[ This PC
[_j Metwork
File name: ~| | All supported files ~
—_—) Open Cancel
Irnport Virtual Machine pd Import Virtual Machine >
Store the new Virtual Machine Deployment Options
Provide a name and local storage path for the new Select deployment options.
virtual machine.
Mame faor the new virtual machine: Deployment Options

| cuem-publ ——

Storage path for the new virtual machine:

| C:\Users\Administrator \Documents\Wirtual Machir

CUCM 1000 user node - C200
CUCM 2500 user node

CUCM 7500 user node

CUCM 10000 user node

Browse... CM 150 user node (BESK only)
Option Description
Cisco Unified Communications Manager (CUCM) configuration
Help < Back Cancel Help < Back Cancel
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B cuem-pub - ViMware Workstation — m]

=
File Edit View VM Tabs Help P ~ o 0B O
Ly X | 4 vome [F] win-server-01 [F] cucm-pub
O Typehereto search -

FD cucm-pub

= [ My Computer
] win-server-01
0] cucm-pub é——
Shared VMs

P> Power on this virtual machine
[ Edit virtual machine settings €——
[G3 Upgrade this virtual machine

Applicatio

~ Devices

468

2
[} Hard Disk (SCSI) 80 GB
() CD/DVD (IDE) Using unknown ...
[E)Floppy Using drive A:
2 Network Adapter Bridged (Autom
[CIDisplay Auto detect

~ Description

n Version: CUCM 11,3

Original VM Version: 8
OVA Version: 1.1

Virtual Machine Details
State: Powered off
Configurati C\Users Documents\Virtual Machines\cucm-pubheucm-pub.vrx
Hardware compatibility: Worksttion 8.x virtual machine
Primary IP address: Netwark information is not available

Virtual Machine Settings

Hardware QOptions

; Device status

Device Summary
E=Memory 4GB Connected
1 EProcessars 2 Connect at power on g———
[\Hard Disk {SCSI) 80 GB _
[® co/ovo ey Using file C:\Users\Admiristr ... Connection
|=lFloppy \Using drive A: (D) Use physical drive:
'?;l MNetwork Adapter MNAT Auto detect
[pisplay Auto detect

(@) Lse IS0 image file:

| Jcsinstall_UCOS_11.5.1.13301-3.sgn.ise] | | Browse...
Advanced. ..
Add... Remove
Cancel Help
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Virtual Machine Settings bt
Hardware  Options
. Device status
Device summary
E=Memory 4GB =
2 > ["] Connect at power gn
E=AHard Disk (SC5I) 80 GB ]
@ CD,/DVD (IDE) Using file C:\sers\Administr... Network connection
Flopp\; Using drive A: () Bridged: Connected directly to the physical network
gl e twork Adapter NAT Rep ction stat
[pisplay Auto detect B
———>(®) NAT: Used to share the host's IP address
(C)Host-only: & private network shared with the host
() Custom: Spedific virtual network
WMnetd (Auto ng)
[:J LAN segment:
LAN Segments... | | Advanced...
Add... Remaove
Cancel Help

g cucm-pub - VMware Workstation

File Edit View VM Tabs Help - & o o 0OE OIS ] ~

LT = {fy Home 1 My Computer lﬁ cucm-pub
£ Type here to search hd
ISOLINUYX 3.11 2885-89-82 Copyright (C) 1994-2885 H. Peter Anvin

= [ My C t
= Y omputer Loading vmlinuz

[ cuem-pub
[ Shared VMs

To direct input to this VM, click inside or press Ctrl+G. E)&
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g
File Edit View VM Tabs Help - 3O o MO8 O S 7~

Lib.rar)r x {1 Home ] My Computer [ cucm-pub
M Type hereto search MllCisco Unified Communications 11.5.1.13981-3 x86_64

= [ My Computer
[ cuem-pub

T Shared VMs
Disc Found

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

{Tab>-/<Shift,Tab> between elements | <{Space> selects
To direct input to this VM, click inside or press Ctrl+G. B & B0
g
File Edit View VM Tabs Help - & 3 A I S T L -
i x
le.-r?r}r {ny Home ] My Computer [ cucm-pub
+Type hereto search MMCisco Unified Communications

- 2 My Computer

[ euem-pub { Product Deployment Selection
I Shared Vs

Select the product or product suwite to be installed:

(%) Cisco Unified Communications Manager

{Tab>-,<Alt-Tab»> to move between elements. <{Space> to select. <Enter> to proceed.

To direct input to this VM, click inside or press Ctrl+G. £ & O
¢ You can continue the installation, with below Network Settings

IP Address 192.168.192.X
Subnet Mask 255.255.255.0

Default Gateway  192.168.192.2
NTP 216.239.35.8

DNS Server Windows Server IP

e |tis importantto select Network Adapter as NAT

61



Chapter 1 Module 2 - CUCM
Cisco On-Premise Collaboration Solution
Cisco Unified Communications Manager (CUCM)
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Cisco Unified Communications Manager (CUCM)

=
AMEK
CallManager

e Cisco Unified Communications Manager (CUCM or CallManager) is an IP-based communications

system. It enables VolP (Voice and Video Over IP Network)

e Acts as a soft switch that switches voice and video traffics

e CUCM is deployed as a cluster and the primary server in the cluster is called Publisher and other
servers are known as Subscribers

e We can have multiple subscriber servers in the cluster based on the number of users and features

e CUCM Publisher maintains read-write copy of Database where CUCM Subscriber retains read only
copy of Database

e IBM IDS (Informix Dynamic Server) is the database of CUCM

e [P Phones and Telepresence endpoints register with CUCM using SIP protocol (SCCP protocol was
used in the older IP Phones)

e External PSTN integration is possible via PRIs on Voice Gateways (Voice Capable IOS Routers) and
SIP Trunking on CUBE (Cisco Unified Border Element)

¢ Voice Gateway uses SIP, MGCP or H.323 to communicate with CUCM whereas CUBE uses only
SIP
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CUCM Installation - Publisher

CUCM OS is a Cisco customized RedHat or CentOS Linux and installed as a Virtual Machine in
vmware environment

We need to download CUCM OVA (preconfigured virtual hardware file without OS installed) and
then install the CUCM OS on top of it in a virtualized environment

We must have a proper network connectivity and a working NTP server to complete CUCM
installation

Production grade CUCM cluster is installed on vmware ESXi. For learning purpose, you can install
in on vmware workstation

We will be dealing with CUCM 11.5 Version throughout this course
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[Lab] Installing CUCM on vmware ESXi
Step 1: Download the CUCM 11.5 OVA from Cisco Downloads

e For lab environment, you can download it from here.

Software Download

Downloads Home / Unified Communications / Call Control / Unified Communications Manager (CallManager)
/ Unified Communications Manager Version 11.5 / Unified Communications Manager Virtual Machine Templates- 11.5

Unified Communications Manager Version

11.5

( Expand Al | Collapse All )

Release 11.5 Related Links and Documentation
Latest Release ~
_ A My Notifications - No related links or documentation -
All Release v
Ul » File Information Release Date Size
Virtual Server Template (OVA file) for Cisco  08-May-2017 0.20 MB * v B

Unified Communications Manager (CUCM),
used for creation of a virtual machine (VM)
on all supported servers
cucm_11.5_vmv8_v1.1.0va

Virtual Server Template (OVA file) for Cisco  21-Sep-2016 0.20 MB >~ B
Unified Communications Manager (CUCM),

used for creation of a virtual machine (VM)

on all supported servers

cucm_11.5 vmv8_v1.0.0va

Step 2: Deploy the OVA File in vmware ESXi
o Use the ESXi web interface to deploy the OVA file

¥4 New virtual machine

~ CICICEEETTN  Select creation type

2 Select OVF and VMDK files

How would you like to create a Virtual Machine?

3 Select storage

4 License agreements
! Create a new virtual machine This option guides you though the process of creating a

5 Deployment options virtual machine from an OVF and VMDK files

6 Additional settings Deploy a virtual machine from an OVF or OVA file

7 Ready to complete

Register an existing virtual machine

Back Next Finish Cancel
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https://software.cisco.com/download/home/286306100/type/283088407/release/11.5
https://drive.google.com/file/d/1GqHIS58Tv0CendXyR5iMuCMedgji4fhR/view?usp=sharing

ﬁ New virtual machine - cuem-pub

¥ 1 Select creation type Select OVF and VMDK files

2 AR @R i itill= Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

k== d =St Enter a name for the virtual machine.

5 Deployment options
. ; | cucm-pub|
6 Additional settings

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

7 Ready to complete

x @ cucm_11.5_vmv8_v1.1.ova

Finish
4

‘ﬁ] New virtual machine - cucm-pub

V1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Select the storage type and datastore

b 3 Select storage

v 4 Deployment options

tandard Persistent Memol

+ 5 Ready to complete z
Select a datastore for the virtual machine's configuration files and all of its' virtual disks.
Name ~  Capacity ~ Free ~ | Type ~ Thinpro... v Access v
esxi-host-01-Datastore1 192.5 GB 191.09 GB VMFS6 Supported Single
vsanDatastore 199.99 GB 185.5GB vsan Supported Single
Windows-iSCSI-DISKO1 199.75 GB 189.31 GB VMFS6 Supported Single
Windows-NFS 998.46 GB 478.4 GB NFS Supported Single

4 items
Back Next Finish Cancel
l I J1 | |

ﬁ New virtual machine - cucm-pub

V' 1 Select creation type Deployment options

' 2 Select OVF and VMDK files Select deployment options

v 3 Select storage

B4 4 Deployment options

¥ 5 Ready to complete REtsan S TEFyngs eth0 | INTERNET-ACCESS-PORT-GROUP >

ez E i CUCM 7500 user node v

Cisco Unified Communications Manager (CUCM) configuration that supports up to
7500 users per node. Details: Red Hat Enterprise Linux 6 (64-bit) CPU: 2 vCPU wi

th 3600 MHz reservation Memory: 8 GB with 8 GB reservation Disk: 1 - 110 GB dis
k
Disk provisioning O Thin ® Thick
Power on automatically M
[ Back l I Next l [ Finish ‘ I Cancel l

4
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51 New virtual machine - cucm-pub

+ 1 Select creation type
+ 2 Select OVF and VMDK files
+ 3 Select storage

+ 4 Deployment options

B4 5 Ready to complete

Ready to complete

Review your settings selection before finishing the wizard

Product
VM Name

Files

Datastore
Provisioning type
Nefwork mappings
Guest OS Name

Profile

Cisco Unified Communications Manager (CUCM)
cucm-pub

cucm_11.6_vmv8_v1.1-disk1.vmdk
cucm_11.5_vmv8_v1.1-disk2.vmdk

esxi-host-01-Datastore1

Thick

eth0: INTERNET-ACCESS-PORT-GROUP
Red Hat Enterprise Linux 6 (64-bit)

Cisco Unified Communications Manager (CUCM) configuration that supports up to 76
00 users per node. Details: Red Hat Enterprise Linux 6 (64-bit) CPU: 2 vCPU with 36
00 MHz reservation Memory: 8 GB with 8 GB reservation Disk: 1 - 110 GB disk

£ ' ‘ Do not refresh your browser while this VM is being deployed.
[ ® )

Back Next Finish | ‘ Cancel
(] Edit settings - cucm-pub (ESXi 5.0 virtual machine)
= Y| - -~
» il Memory "
» L Hard disk 1 o —
» K&l SCSI Controller 0 LSI Logic Parallel v
> Bl Network Adapter 1 INTERNET-ACCESS-PORT-GROUP ~ | [A Connect
> E Floppy drive 1 v
¥ 4 CD/DVD Drive 1 Datastore ISO file ~ [ Connect
Status [ Connect at power on
CD/DVD Media | | [ Browse
Caontroller location
& v
2 Video Card Snerifv custom seftinas v
. Save | | Cancel

Browse the CUCM ISO here and power on the VM
CUCM 1S0 can be arranged from Cisco Partners or from TAC

Bootahle CUCM SO is not available for direct download
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Step 3: Install CUCM Publisher

" a-cucm-pub - VMware Remote Console - O X

YMRC ~ & «
isco Unified Communications 11.5.1.18988-97 x86_64

Disc Found

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

<Tab>~<Shift,Tab> between elements | <3pace> selects

UMRC v == <

isco Unified Communications

Product Deployment Selection

Select the product or product suite to be installed:

(%) Cisco Unified Communications Manager

Tab>~<Alt-Tab> to move between elements. <{Space> to select. <{Enter> to proceed.

isco Unified Communications Manager 11.5.1.18988-97

Proceed with Install

Uerzions on the hard driwve: NONE

The version on this DUD i=: 11.5.1.18988-97
Do you want to proceed with the Install?

KTab>~<Alt-Tab> to move between elements. <{Space> to select. <Enter> to
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VMRC ~ e %
isco Unified Communications Manager 11.5.1.18988-97

| Platform Installation Wizard |

This Wizard sets up the initial configuration of the
platform.

Before proceeding, complete the pre-installation tasks
outlined in the installation guide.

Choose <Proceed> to continue with the wizard.

Choose <3kip> to skip the configuration until later.
Choose <Cancel> to end the installation.

KTab>s<fAlt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

VMRC ~ & T «
isco Unified Communications Manager 11.5.1.18988-97

Apply Patch

Would you like to apply an upgrade patch as part of this
installation?

This option will install the software from the DUD and

then prompt you for the location of the additional patch
to apply after the system reboots.

Tab>~<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.

VMRC ~ & T «
isco Unified Communications Manager 11.5.1.18988-97

Basic Install

This is the "Basic" installation option. This option
installs the software version from the DUD and does not
use any imported data. It asks for configuration
information and then completes the install.

Continue

<Tab>~s<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.
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VMRC ~ &o T «
isco Unified Communications Manager 11.5.1.18988-97

| Timezone Configuraton |

Choose the correct timezone from the following list:

AsiasKabul
AziasKamchatka
fAzsiasKarachi
AziasKathmandu
AsiasKhandyga
AsiasKolkata
fAziasKrasnoyarsk

<firrow Up-sDown> to select, <Tab> to move to another field, <0OK> to exit screen.

YMRC e &
isco Unified Communications Manager 11.5.1.183988-97

Auto Negotiation Configuration

NIC speed and duplex in a virtual machine are determined
by the Host.

They do not need to be configured in the Guest.

Please select "Continue" to proceed with the
installation.

KTab>/<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.

VMRC ~ & <
isco Unified Communications Manager 11.5.1.18988-97

MTU Configuration

Do you want to change the MTU size from the 035 default?

Tab>~<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.
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YMRC ~ & %
isco Unified Communications Manager 11.5.1.18988-97

DHCP Configuration

Do you want to use Dynamic Host Configuration Protocol
(DHCP) on this machine?

<Tab>/<Alt-Tab> to move between elements. <{Space> to select. <Enter> to

VMRC = & «
Cisco Unified Communications Manager 11.5.1.18988-97

Static Network Configuration

Host Name

IP Address (et e e N
IF Mask 255.255.128.8__ _

GW Address (VAL ]

<Tab>-<Alt-Tab> to move between elements. <{Space> to select. <{Enter> to proceed.

YMRC ~ & «
isco Unified Communications Manager 11.5.1.18988-97

DNS Client Configuration

Do you want to enable Domain Name System (DN3) Client on
this machine?

<Tab>/<Alt-Tab> to move between elements. <{3pace> to select. <Enter> to proceed.
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VMRC + (=) «
isco Unified Communications Manager 11.5.1.18988-97

| DN3 Client Configuration |

Primary DNS

<Tab>/<Alt-Tab> to move between elements. {Space> to select. <{Enter> to proceed.

e You can also install without DNS and add DNS later

VMRC ~ =) «
isco Unified Communications Manager 11.5.1.18988-97

Administrator Login Configuration

Enter the Platform administration username and password.
Choose Help for username and password guidelines.

Administrator 1D NI
Password T —
Confirm Password [RanneecrN

]!i!!' IIHIIII ]!F!!!!I

<Tab>~-<fAlt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.

e Thisis the Linux OS Admin password.
e Used to login to CUCM Node CLI while troubleshooting

e Thisis node specific, means we need to enter this while installing CUCM Pub and CUCM Sub
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VMRC ~ & I <

isco Unified Communications Manager 11.5.1.18988-97
| Certificate Information |

Enter information about your organization. This is used to
generate security certificates for this node.

Organization AREMRREY]
Unit

Location

State

Country

Indonesia
Iran

<Tab>/<filt-Tab> to move between elements. <Space> to select. <{Enter> to
These details are for self-signed HTTPS certificate.
CUCM internally generates a self-signed certificate during the installation
We can install CA Signed certificate later

VMRC ~ & T &
Cisco Unified Communications Manager 11.5.1.18988-97

| First Node Configuration |

Is this server the First Node in the cluster?

{Tab>s<Alt-Tab> to move between elements. <{Space> to select. <Enter> to

This is the place we decide whether this is Pub or Sub.
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isco Unified Communications Manager 11.5.1.18988-97

Network Time Protocol Client Configuration

NTF Server 192.168.51.1

NTP Server
NTP Serwver

NTP Server

<Tab>~<Alt-Tab> to move between elements. <Space> to select. <{Enter> to

NTP Serwver

A working NTP server is mandatory. You could configure a Cisco 10S Router as NTP server or use
Public NTP servers

" a-cucm-pub - VMware Remote Console - O *

UMRC ~ o IT «

isco Unified Communications Manager 11.5.1.18988-97

] Security Configuration |

Enter the system security password. This password is used
to secure communication between cluster nodes and will
also be used by DRS for encryption of backup tar files.
Choose Help for username and password guidelines.

Security Password EECEIECETNENNN

Confirm Password aierrrrciE

Tab>~/<Alt-Tab> to move between elements. <{3Space> to select. <{Enter> to proceed.

This is the cluster security password.

While adding other nodes (subscriber servers) to the cluster, this password is used to authenticate

database each other

During the installation of Subscriber, we should provide the exact same password
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VMRC ~ & <
Cisco Unified Communications Manager 11.5.1.18988-97

SMTP Host Configuration

Do you want to configure a Simple Mail Transfer Protocol
(SMTP) host for this machine?

]!!!!!' ]!!!!' IIHIIII ]!F!!!PI

<Tab>~<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

This is used to send auto email from CUCM nodes

Usually, we ignore this unless specific requirements are there to configure this
" a-cucm-pub - VMware Remote Console - O *

UMRC + i) <«
isco Unified Communications Mawager 11.5.1.18988-97

1 Smart Call Home Enable Page

( ) Enable Smart Call Home on System Start
( ) Enable Anonymous Call Home on System Start
( ) Remind me later to configure Smart Call Home

(=) Disable All Call Home on System Start

<Tab>~<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.
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VMRC ~ & <
isco Unified Communications Manager 11.5.1.18988-97

| Application User Configuration |

The Application User username and password are used to
log into the Application administrative webpage(s).

fipplication User Username
fApplication User Password
Confirm Application User Password

{Tab>-<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.
e Thisis the cluster wide application credentials
o After the installation we use this to login to CUCM Administration GUI
e This step is only in Publisher installation
e This credential is globally replicated hence we can use the same credentials to login to subscriber
GUI

UMRC ~ & I <«
isco Unified Communications Manager 11.5.1.18988-97

Platform Configuration Confirmation

The Platform Configuration is complete.

Select OK to continue or Back to change the
conf iguration.

Warning: Once you =select 0K, you will no longer be able
to modify the Platform Configuration.

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

e Thisis the last stage and once you click ‘OK’, it will take some considerable amount of time to get
the OS installed.

e Onceitis completed, you can see CUCM Admin CLI in vmware console

e We use Platform Administration credential to login to the CLI either via vmware console or via SSH
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VMRC ~ & B «
Cisco Unified Communications Manager 11.5.1.18988-97

Populate RPM archive

Populating 03 RPMs in RPM archive

I[tem 2 294 of 588
Description: copying 1 file (Z27.79 Mbytes)

Y

Size
Total E 586 Mbytes
Completed: 189 Mbytes
Remaining: 316 Mbytes

VMRC ~ & H « File Edit View Options Transfer Script Tools Window Help

E £ DR Bahon Ak s et 2@
he installation of Cisco Unified Communications Manager has completed successfu » || ¥ 2.3 cuem-pub_192.168.211 [ 4 b
11y. ¢ - -

Command Line Interface is starting up, please wait ...
isco Unificd Communications Manager 11.5.1.18988-97
ucm-pub login: admin

Password :

ommand Linc Interfacc is starting up, pleasc wait ...

Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) Platinum 8176M CPU @ 2.10GHz
k 1: 116GB, Partitions aligned
8192 Mby RAM

Welcome to the Platform Command Line Interface

Mware Installatiom:
Z vCPU: Intel(R) Xeon(R) Platinum 8176M CPU @ Z.186GHz
Disk 1: 1168GB, Partitions aligned
8192 Mbytes RAM

Ready ssh2: AES-256-CTR 10, 7 17 Rows, 99 Cols  Xterm CAP NUM

e Rightscreenshotis taken from CUCM Pub via SSH. Similar interface is available on CUCM Sub as
well

e This is the node specific Admin CLI where we use Platform credential to login

| Virtual Hardware WM Options

— Add hard disk ™® Add network adapter 9 Add other device

+ [ GPU 2
+ #l Memory 4096 MB
¥ i Hard disk 1 30 cB

» B3 SCSI Controller 0 LS! Logic Parallel

» EE Metwork Adapter 1

VI Ne Connect

v [ Floppy drive 1

3 CDJDVD Drive 1 [ connect

+ [H Video Card - )
'=] ! Specify custom settings
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ikls Cisce Unified CM Console x

<« C @ © £ hitps//192.168.21.1 /ccmadmin/indexjsp - U % in @ & =

alihe  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Username

Cisco Unified CM Administration -

Copyright @ 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are

responsible for compliance with U.5. and local country laws. By using this product vou agree to comply with applicable laws and regulations. If you are unable to
comply with U.5. and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at our Expert Compliance Product Report web site.

For information about Cisco Unified Communications Manager please wvisit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

e This screenshotis taken from CUCM Pub via HTTPS

¢ This will be the main administration platform for CUCM

e CLI is used for some specific purpose and troubleshooting situations

78



Step 4: Install CUCM Subscriber
e We use the same ISO and OVA files for installing CUCM Subscriber server
e Deploy the OVA file again and map the CUCM IS0 file, then power on the VM
e Most of the steps are like CUCM Publisher installation

¢ Install CUCM Pub first and then Subscribers, during the installation, Sub will check the connectivity

to Pub. Multiple Subscribers can be installed together

<« c @ © & hitps;//192.168.21.1/ccmadmin/serverFindList.do

alial,  Cisco Unified CM Administration
cisco

QEWEEEY Cisco Unified CM Administration

For Cisco Unified Communications Solutions admin About Logout

System ~ | CallRouting ~  Media Resources v Advanced Features v  Device ~  Application ~  User Management ~  Bulk Administration v Help ~

Server

Cisco Unified CM

Cisco Unified CM Group

Presence Rs ps
Phone NTP Reference
Date/Time Group

BLF Presence Group Rows per Page| 50~ |

Region Information 3

dress - |begins with [ || Find || Clear Filter || &|| =

Device Pool
Davice Mobility b |Address * Dascription Server Type
DHCP 3 CUCM Voice/Video

LDAP 13

SAML Single Sign-On

Cross-Origin Resource Sharing
(CORS)

Location Info v
1LPP »
Physical Location

SRST

Enterprise Parameters

Enterprise Phone Configuration
Service Parameters

Securiy »
Application Server

Licensing 3
Geolocation Configuration

Geolocation Fiter

E9T Messages

- ks Find and List Servers b + - a

< c o @ £ hitps//192.168.21.1/ccmadmin/serverfindList.do - U0 o e =

Wil Cisco Unified CM Administration Navigation

CISCO  £4r Cisco Unified Communications Solutions admin  About  Logout

System v CallRoutng v MediaResources v  Advanced Featurss v Device »  Application v  User Management =  Bulk Administration +  Help v

Find and List Servers
|:|‘]= Add New

@ 1 records found

Servers  (1-1o0f1) Rows per Page[50 - |
Find Servers where | Host Name/IP Address « | begins with [ |[ Find || Clear Filter || &/| =
Host Name/IP Address = Description Server Type
‘cucm-pub CUCM Voice/Video
Add New | &——
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Server Configuration

<« ¢ @ © £ nitps://192.168.21.1/ccmadmin/servertdit.do - & + In @ &
alil  Cisco Unified CM Administration Navigation
CIsco

For Cisco Unified Communications Solutions admin About Logout

System v CallRouting ~ Media Resources v  Advanced Features » Device ¥  Appl - User + Buk v Hep v
Server Configuration Related |"G Back To Find/List ~
B ren

@ Status: Ready

"Add a Server ‘

Server Type* | CUCM Voice/Video ~

Next

® *_indicates required item.

- i Gy *

&« [ © £ httpsy//192.168.21.1/ccmadmin/serverEdit.do?role=1 - @ € Iv @ & =
allnw  Cisco Unified CM Administration Mavigation
€IS€O  por Cisco Unified Communications Solutions admin About Logout

System v  CallRouting v Media Resources v  Advanced Features v Device v  Application v  User = Bulk Administration v  Help ¥

Server Configuration R CHNET S Back To Find/List ~

[ 5=

@ Status: Ready

r Server Information

Server Type CUCM Voice/Video

Host Name/IP Address* [cuem-subor &—— ]
1Pv6 Address (for dual IPv4/IPVE) | |
MAC Address | ‘
Description [cucm-suboz \
Location dwidth Information

’VLBM Intercluster Replication Group [ = None > ~ | View Details
Save &

@ *_ indicates required item.

&« ¢ Q D £ https://192.168.21.1/ccmadmin/serverFindList.do - @ i} i N @‘ =
allw  Cisco Unified CM Administration Navigation
CISCO  gor cisco Unified Communications Solutions admin  About  Legout

System v  CallRouing v Media Resources v  Advanced Fealures v Device v  Application v  User ~  Buk * Help v

Find and List Servers
O Add New

@ 3 records found

Servers  (1-3of3)

Find Servers where | Host Name/IP Address . | begins with vI Find Clear Filter g =

Host Name/IP Address * Dascription Server Type
cucm-pub CUCM Voice/Video
cucm-sub01 CUCM Voice/Video
cucm-sub02 CUCM Voice/Video

Add New
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&

File Action View Help

e XE BHE 8§ 83
2 [ENS Mame Type - Data Tirmestam
~ 5 WIN-5ERVER-01 jForestDnsZones

v [ | Forward Lookup Zones

des.zicollab jDomainDnsZones
| _msdcs.ajcollab.com j
_udp

- | ajeollab.com
w || Reverse Lookup Zones %_tcp
5] 11.168.192.n-addr.an|| =&
: dcs
2] 21.168.192.in-addr.ar| =d-T
Trust Points E-Iwin-server-ﬂ‘l Host (4] 10.106.79.66 static
: Conditional Forwarders E—lwin-ser\rer-D‘I Host (4) 192.168.11.1 static

f—lcu(m-sub[)l Host (&) 192.168.21.3
cucm-sub1 Host (&) 192.168.21.2

cucm-pub Host (&) 1982.168.21.1 static
E—l(same as parent folder) Host (&) 10.106.79.66 2/16/2021
[-I (same as parent folder) Host (&) 192,168,111 2/16/2021
[E—I(same as parent folder) Mame Server (NS) win-server-01.ajcollab.com.  static
[—l (same as parent folder) Start of Authority (S0A) [26], win-server-01.ajcolla..  static
< > < >
5
VMRC ~ (= «

isco Unified Communications 11.5.1.18988-97 xB6_64

Disc Found

To begin testing the media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

<Tab>s<Shift,Tab> between elements | <Space> selects

VMRC ~ St «
isco Unified Communications Manager 11.5.1.18988-97

Proceed with Install

Uersions on the hard drive: NONE

The version on this DUD is: 11.5.1.18988-97
Do you want to proceed with the Install?

Tab>/<Alt-Tab> to move between elements. <Space> to select. <{Enter)> to proceed.
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YMRC ~ & 1T <

isco Unified Communications

Product Deployment Selectiom

Select the product or product swite to be installed:

(%) Cisco Unified Communications Manager

Tab>/<Alt-Tab> to move between elements. <{Space> to select. <{Enter> to

" a-cucm-sub01 - VMware Remote Console = O x

YMRC ~ [ &
isco Unified Communications Manager 11.5.1.18988-97

| Platform Installation Wizard |

This Wizard sets up the initial configuration of the
platform.

Before proceeding, complete the pre-installation tasks
outlined in the installation guide.

Choose <Proceed> to continue with the wizard.

Choose <Skip> to skip the configuration until later.
Choose <Cancel> to end the installation.

{Tab>#<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

® a-cucm-sub01 - VMware Remote Console - m} X

YMRC ~+ S| <«
isco Unified Communications Manager 11.5.1.18986-97

Apply Patch

Would you like to apply an upgrade patch as part of this
installation?

This option will install the software from the DUD and
then prompt you for the location of the additional patch
to apply after the system reboots.

Tab>/<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.
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VMRC ~ & I &
isco Unified Communications Manager 11.5.1.18988-97

Basic Install

This is the "Basic"” installation option. This option
installs the software version from the DVD and does not
use any imported data. It asks for configuration
information and then completes the install.

Continue

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

" a-cucm-sub01 - VMware Remote Console - O X

YMRC ~ & «
isco Unified Communications Manager 11.5.1.183988-97

| Timezone Configuraton |
Choose the correct timezone from the following list:

AsiasKhandyga
nsiasKolkata
AsiasKrasnoyarsk
fisiasKuala_Lumpur
AsiasKuching
AsiasRuwait
Asias/Macau

firrow UpsDown> to select, <Tab> to move to another field, <0K> to exit screen.

VMRC - & €
isco Unified Communications Manager 11.5.1.18988-97

Auto Negotiation Configuration

NIC speed and duplex in a virtual machine are determined
by the Host.

They do not need to be configured in the Guest.

Please select "Continue” to proceed with the
installation.

Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to
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VMRC ~ & I

o

isco Unified Communications Manager 11.5.1.185988-97

MTU Configuration

Do you want to change the MTU size from the 05 default?

IIIIIII l!!%!!il IIHIIII ]!F!!F!!'

Tab>/<Alt-Tab> to move between elements.

<Space> to select. <Enter> to proceed.

VMRC ~ &

isco Unified Communications Manager 11.5.1.18988-97

DHCP Conf iguration

Do you want to use Dynamic Host Configuration Protocol
(DHCP) on this machine?

]!!!!!|| 1!!!!" IIHIHII l!!!!!!!'

<Tab><<fnlt-Tab> to move between elements.

{Space> to select. <Enter> to proceed.

" a-cucm-sub01 - VMware Remote Console
VMRC ~ e

isco Unified Communications Manager 11.5.1.18988-97

Static Network Configuration

Host Mame

IF Address REraall: Iy Sy SN

IF Mask [255.255.128.8__
GW Address [REFARRLETN ]

Tab>s<fAlt-Tab> to move between elements.

{Space> to select. <Enter> to proceed.
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YMRC ~ B Il «
Cisco Unified Communications Manager 11.5.1.1898B-97

DNS Client Configuration

Do you want to enable Domain Name System (DN3) Client on
this machine?

<Tab>-<Alt-Tab> to move between elements. {(Space> to select. <{Enter> to proceed.

Cisco Unified Communications Manager 11.5.1.18988-97

DNS Client Configuration

Primary DN3

Doma in

<Tab>s<Alt-Tab> to move between elements. <Space> to select. <Enter’> to proceed.

Cisco Unified Communications Manager 11.5.1.18988-97

Administrator Login Configuration

Enter the Platform administration username and password.
Choose Help for username and password guidelines.

Administrator 1D CEETETEEEEEE
Passuord b
Confirm Passuord eraererri

]!i!!i Iliiill ]!!!!!!I

<Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed.

This is the Linux OS Admin password

Used to login to CUCM Node CLI while troubleshooting
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- a-cucm-sub0l - YMware Remote Console

VMRC - e

isco Unified Communications Manager 11.5.1.18988-97
| Certificate Information

Enter information about your organization. This is used to
generate security certificates for this node.

Organization AREWREEY

Unit

Location Bangalore

State Karnataka

Country India
Indonesia
Iran

Tab><<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.

e Thisis node specific, means we need to enter this while installing CUCM Pub and CUCM Sub

VMRC ~ o LT «
isco Unified Communications Manager 11.5.1.18988-97

First Node Configuration

Is this server the First Node in the cluster?

l!!!%!!!l ]!iiiill IIHI!II' ]!!!!!!!||

Tab>~<Alt-Tab> to move between elements. <{3pace> to select. <{Enter> to proceed.

e Till here CUCM PUB and SUB installations are same
e Thisis the 15t difference in CUCM Sub installation

e \We select this is NOT a First node in the cluster
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VMRC = d T «
isco Unified Communications Manager 11.5.1.18988-97

First Node Configuration

Warning: If this is not the First Hode in the cluster,
you must first configure this server on the
First Node before you can proceed. #nAlso,
this node must have network access to the
First Node, which must be in serwvice for
the installation to complete successfully.

<Tab>~<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed.

VMRC ~ o T
Cisco Unified Communications Manager 11.5.1.18988-97

Network Connectivity Test Configuration

The next phase of the installation will verify network
connectivity to the first node (publisher).

Please select "Yes" if the installation should pause
after this wverification to allow the installation to be
completed at a later time, such as a maintenance window.

Flease select "No" if the installation should proceed
after this validation.

]!iiiill l!!!i!!“l l!!i!!!!ll ]!!!!!!!I|

<Tab>-<Alt-Tab> to move between elements. <Space> to select. {Enter> to proceed.
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VMRC - g I '3
isco Unified Communications Manager 11.5.1.13988-97

| First Node Access Configuration

Connectivity to First Node:

Host Name

IP Address 192.168.21.1__ |
Security Passuord | EERECCECLINGNGN
Confirm Password | EEEECEEEEINNENEN

l!!!!!il IIEIIII ]!F!!!!!||

<{Tab>-<Alt-Tab> to move between elements. <{Space> to select. <{Enter> to proceed.

We must give the CUCM Pub details here

During the installation, Sub will do network connectivity validation

CUCM Pub mustbe ON state

Make sure you added CUCM-SUBO1 in the System >> Server of CUCM-PUB
We should enter the security password here

This must match the one we gave while installing CUCM Pub
" a-cucm-sub01 - Vihware Remote Console - O *

VMRC ~ (e - <
isco Unified Communications Manager 11.5.1.18988-97

| SMTP Host Configuration

Do you want to configure a Simple Mail Transfer Protocol
(SMTF) host for this machine?

{Tah>-<Alt-Tah> to move between elements. <Space> to select. <{Enter> to
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isco Unified Communications Manager 11.5.1.18988-97

Platform Configuration Confirmation

The Platform Configuration is complete.

Select OK to continue or Back to change the
conf iguration.

Warning: Once you select 0K, you will no longer be able
to modify the Platform Configuration.

<Tab>~<Alt-Tab> to mowve between elements. <Space> to select. <Enter> to proceed.

VMRC ~ e ) €
isco Unified Communications Manager 11.5.1.18988-97

Populate RPM archiwve

Populating 05 RPMs in RPM archive

Item 3 419 of 5868
Description: copying 1 file (9.95 Mbytes)

227

Size Time
Total H 586 Mbytes B:808:86
Completed: 291 Mbytes B:808:83
Remaining: 215 Mbytes B:88:82

a-cucm-sub01 - VMware Remote Console — O >

YMRC ~ ! » = s
fied Commun
1 login: admin

login 1 F from win wer-A1.ajcollab.com
Command Line Inte = i ing up, p wait

Welcome to the Platform Command Line [nterface

UMuare
CPU @ 2Z2.58GH=z

admin:_
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[ Virtual Hardware ] VM Options

_:-,4, Add hard disk ™8 Add network adapter

» [ CPU

» Wl Memory

» ot Hard disk 1

3 SCSI Controller 0

2

= Add other device

L

4096

a0

MB

GB

L3l Logic Parallel

» B Metwork Adapter 1 VI Metwork Connect
» Floppy drive 1
¥ 5y CDIOVD Drive 1 Host device ] Connect

v [ video Card

Specify custom settings

Save

I [ Cancel
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[Lab] Some Useful CLI Commands

CLI Commands Use
Status Commands
show status Get the node status
show myself Get node details
show network ethe Get node IP Details
show network cluster To know other node details
run sql select * from processnode To know other node details
utils ntp status Get NTP status, stratum should be <=5
show web-security To know tomcat certificate information
Config Commands
set network ip ethe 192.168.21.1 255.255.128.0 Change IP
set network gateway 192.168.0.1 Change Gateway
set network hostname cucm-pub Change Hostname
set network domain ajcollab.com Change domain name
set network dns primary 192.168.11.1 Change DNS primary server
set network dns secondary 192.168.11.2 Change DNS secondary server

Troubleshooting Commands

utils service list List all service status

utils diagnose test Node diagnostic information

show process load To know the process load

show process using-most cpu To know process consuming more CPU
show process using-most memory To know process consuming more RAM

Operational Commands

utils service restart Cisco Tomcat Restart a Service (e.g. Cisco Tomcat)
utils system restart Node restart
utils system shutdown Node shutdown
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Troubleshooting vmware Tools on UC Servers [Lab Workaround]
e VMware Tools is a suite of utilities that enhances the performance of the virtual machines guest
operating system and improves management of the virtual machine
e vmware Tools provides better display resolution, fetches the host name, IP Address, MAC Address
of the guest 0S
e Full supportfor ESXi action buttons (Shutdown Guest OS from ESXi)

esxi-primary - VMware ESXi X

C ® @ & hitps;//192.168.10.2/ui/#/host/vms/36 v N @ &
vmware EsSXi- rool@192.168.10.2 | Help = |

T Navigator s aj_cucm-pub_192.168.121.1

~ [g Host

Manage

= Console B Monitor W Poweroff #8 Suspend € Reset | 4 Edit | (3 Refresh |

Monitor aj_cucm-pub_182.168.121.1 ru
Guest 05 Red Hat Enterprise Linux & (64. .. 320 MHz Ej
Compatibility ESXi 5.0 virtual machine
WMware Tools  Yes MEMORY SRR
CPUs 2 3.92 GB
Manitor
Memary 4GB cTORAGE g
» f aj_cuc-pub_192.168.12... 3353 GB
» (f aj_cucm-sub02_192.16...
+ B aj_cucm-sub01_192.16... - General Information
& aj_cucm-pub_192.168.... » € Netwarking
Manitor

~+ 51 Virtual Machines
- [ aj_cuc-sub_192.168.12...

- B8 VMware Tools
More VMs....

g Installed Yes
Storage

) “ersion VMware Tools 10.3.21 build 14772444
€3 Networking

Running Mo

» 3 Storage 1 disk

[=) MNotes & Editnotes
Application Veersion: CUCM 11.5
Criginal VM Version: 8
OVA Version: 1.1

- Performance summary last hour

@ Consumed host CPU
@ Consumed host mem

ry
[=1
=]

==}
=

=
[=]

tCPU J Ready (%)

[¥] Recent tasks

Task ~ | Target Initiator ~ Queued ~ Started ~ Resulta ~ Complet_. ~
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aj_cucm-pub_192.168.121.1 - SecureCRT - O >
File Edit View Options Transfer Script Tools Window Help

o £ ¢? Enter host <Alt+R> "I'| @ {:}l—l ? ? @ .
+" aj_cucm-pub_192.168.121.1 H 1 Pk

Command Line Interface is starting up, please wait
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) CPU E5-2643 v2 @ 3.50GHz
Disk 1: 88GB, Partitions aligned
40896 Mbytes RAM

admin:utils os secure permissive

0S security mode changed to Permissive
admin:

admin:

admin:

admin:utils em shu

admin:utils syste shutdown

3

Do you really want to shutdown ?

Enter (yes/no)? yes

Appliance is being Powered - Off ...
Warning: Shutdown could take up to 5 minutes.

Edit settings - aj_cucm-pub_192.168.121.1 (E5Xi 5.0 virtual machine}

Virtual Hardware WM Options [

b General Options WM Mame:| aj_cucm-pub_192. 164

» VMware Remote Console Options  [) g0k the guest operating system when the last remote user disconnects

« ViMware Tools

Power Operations [ | Shut Down Guest

Suspend
[> PowerOn/Resume VM

=] Restart Guest

Run VMware Tools Scripts _ )
After powering on

After resuming
Before suspending
Before shutting down guest
L |, I-| u
Tools Upgrades —>1 Check and upgrade YMware Tools before each power on v

Save Cancel

e Now power on the virtual machine
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esxi-primary - VMware ESXi X
Cc @ © & hitps;//192.168.10.2/ui/#/host/vms/36 - @ 1 L+ In @ &
vmware ESsXi” rool@192.168.102 v | Help~ |

“T:"g" Navigator ﬁa aj_cucm-pub_192.168.121.1

~ [g Host

Manage

& Console B Monitor @ Shutdown §d Suspend '3 Restat | # Edit | (3 Refresh

Monitor aj_cucm-pub_192.168.1 2.1.1. cru [j
Guest 05 Red Hat Enterprise Linux & (64...

~ (£ Virtual Machines Compatibility ESXi 5.0 virtual machine 6.2 GHz

WiMware Tools  Yes MEMORY  SEER

CPUs 2 1.01 GB

Monitor Memary 4GB

STORAGE g
» (@ aj_cuc-pub_192.168.12... el cuem-pub 33 53 GB

- [ aj_cuc-sub_192.168.12...

» (f aj_cucm-sub02_192.16...
v B aj_cucm-sub01_192.16... + General Information

& aj_cucm-pub_192.168.... ~ € Netwarking
Maonitor

Host name cucm-pub
More VMs...

H storage
€3 Networking

IP addresses 1.192.168.121.1
2 feB0:20c 29 fedb:72b4

+ B8 VMware Tools

Installed Yes
Version VMware Tools 10.3.21 build 14772444

Running Yes

» B Storage 1 disk

= Notes # Editnotes
Application Version: CUCM 11.5
Original VM Version: 8
OVA Version: 1.1

~ Performance summary last hour

@ Consumed host CPU
@ Ready
@ Consumed host memory...

__4nn

[¥] Recent tasks

Task ~ | Target Initiator ~  Queued ~ Started v | Result a ~ | Complet... ~

Power On VM CUCTm-pU... root 04/21/2021 ... 04/21/2021 ... 0 Completfed success. . 04/21/2021 ...

8 aj_

e |tis notrecommended to disable SE Linux in production cluster, hence this can be applied in Lab
servers
e There are some known issues (CSCvq17528, CSCvh55176, CSCvm52977,and CSCvb21486) for

CUCM 11.5 vmware Tools, hence for production servers, kindly install the COP File

‘ciscocm.CSCvq17528_vmtools_initramfs_v1.3.cop’
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X

O &8 https://192.168.10.2/ui/#/host/vms

vmware ESXi-

vare |nstallatio

esxi-primary - Viviware ESXi

Recent tasks

@ Edit settings
&, Permissions
[:;;. Edit notes

me]] Rename

@ Help

5 Openin a new window

“I% Navigator 1 || (51 esxi-primary - Virtual Machines
~ [g Host
Manage 4 Create / Register VM | @ Refresh
Monitar O] | virtual machine ~ | Status ~ | Used space
[ & video-mesh_192.168.21.18 & MNormal 14.77 GB
~ O aj_cuc-sub_192.168.12... O & ai_win-server-01_192.168.111.1 & Normal 54.25 GB
Monitor O @ ai_cube-01_192.168.31.11 @ Normal  5.6GB
» b ai_cuc-pub_192.168.12... O & aj cucm-pub 192.168.121.1 @ Normal 33.53 GB
» 5 aj_cucm-sub02_192.16... O & aj_cucm-sub01_19 &1 aj_cucm-pub_192.168.121.1 & Normal 2421 5B
> B aJ:_cucm-subU1_192.15... ]| & aj_cucm-sub02_19 G Power @ Normal 24 65 GB
M ::;::z:'n-puh_192.158.... O & e cucpub 19216 [ Guest0S [@) shutdown
I O | & aj_cuc-sub_192.16 {3 Snapshots
B storage Quick filters .. [ Console
€3 Hetworking iy Autostart

-

Task

~ Target

~ | Initiator

e This restart is a graceful restart, that means it is equivalent to ‘utils system restart’ command
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Troubleshooting vmware Tools on UC Servers [Production Workaround]

e Download the COP File ciscocm.CSCvq17528_vmtools_initramfs_v1.3.cop.sgn and place itin SFTP

Server
- ils Cisco Unified Operating Syster X +
&« c ‘Q © F_ https://192.168.121.1/cmplatform/showHome.do E o @ 1:? i N 6D @. =
dlialin  Cisco Unified Operating System Administration Navigation
CISCO® £y cisco Unified Communications Solutions admin Search Documentation About Logout

Show + Settings + Security « | Software Upgrades - | Services * Help =

& WARNING: No bad ! is required to recover your system in case of failure.

Custemized Logon Message

Cisco Unified Operating System Administration

System version: 11.5.1.13901-3

VMware Installation: 2 vCPU Intel{R) Xeon({R) CPU E5-2643 v2 @
3.50GHz, disk 1: 30Gbytes, 4096Mbytes RAM, Partitions aligned

Last Successful Logon: Never

Copyright © 1999 - 2016 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Imparters, exporters, distributors and users are
responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.5. and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.
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https://software.cisco.com/download/home/286306100/type/282204704/release/COP-Files

atl Software Installation/Upgrade X

&« a © £ =0 hitps;//192.168.121.1 /cmplatform/install.do e & 1y ¥ N O €& =
aliun  Cisco Unified Operating System Administration Navigation
CISCO &, Cisco Unified Communications Solutions admin Search Documentation About Logout

Show + Settings * Security * Software Upgrades * Services * Help «

Software Installation/Upgrade
@ Cancel . Next

rStatus

@ Status: Ready

rSoftware Location

Source® [remote Filesystem ~
Directory™® |,f'|_||:|gra|:|ES |
Server* [192.168.11.1 |
User Name* |5f-tp.a|:lmin |
|

User Password * |.......u.

Transfer Protocol* [ SFTP v
SMTP Server | |

Email Destination | |

Cancel Next

@ *_ indicates required item.

- ibls Software Installation/Upgrade X -+

« c © & o hittps;//192.168.121.1/cmplatform/installOptions.do o & ¥ In @ @ =

aliuli.  Cisco Unified Operating System Administration Navigation

€ISCO 4 Cisco Unified Communications Solutions admin Search Documentation About Logout

Show + Seftings * Security *+ Software Upgrades * Services * Help =

Software Installation/Upgrade

@ Cancel . Next

rStatus

@ Status: Ready

rSoftware Location

Options/Upgrades™ Ecocm.CSC\(g}?SEB wvmtools_initramfs_v1.3.cop.san | I

Cancel Next

@ *_ indicates required itemn.
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il Software Installation/Upgrade X + — O

&« c o © B https://192.168.121.1/cmplatform/installConfirm.do - & L In D & =

aliilin Cisco Unified Operating System Administration
cisco

WEWLENRGGE Cisco Unified OS5 Administration -

For Cisco Unified Communications Solutions admin Search Documentation About Logout

Show = Seftings *+ Security + Software Upgrades = Services + Help =

Software Installation/Upgrade

@ Cancel . Next

rStatus

: 5 Warning: To ensure the integrity of the installation file, please verify the MDS hash value against the Cisco Systems web site

: 5 Warning: To ensure the integrity of the installation file, please verify the SHAS12 value against the Cisco Systems web site

/y\ Warning: You may need to stop some services before you install a locale. You may then restart those services after you complete the locale installation.
[ » } Refer to your product-specific online help for locale installation details.

r File Checksum Details

File ciscocm.CSCvql7528_wmtools_initramfs_w1.3.cop.sgn
MDS Hash Value ba:f7:ff:30:34:95:06:3c:91:ba:4b:fa:fd:as:c8: 79
SHAS12 value

Cancel Next |€————

@ *. indicates required item.

- 2l Software Installation/Upgrade X [ias

&« c o © £ https//192.168.121.1/cmplatform/installStatus.do s @ W Y In @O & =
aliul,  Cisco Unified Operating System Administration Navigation
cisco

For Cisco Unified Communications Solutions admin Search Documentation About Logout

Show = Seftings *+ Security + Software Upgrades = Services + Help =

Software Installation/Upgrade

@ Cancel

rInstallation Status

File ciscocm.CSCvgl7528_vmtools_initramfs_v1.3.cop.sgn
Start Time Wed Apr 21 22:49:01 IST 2021
Status

Running

rInstallation Log

(U7 ZI7 2021 2214531 Upgrate_ger_TNe.SN[Crears M CoMmprere [ < 07L T ImTs
04/21/2021 22:48:31 upgrade_get_file.sh|Authenticate file "/common/download/ciscocm.CSCwql17528_vmtools_initramfs_v1.3.cop.sgn”|<LlVL:: Info=
04/21/2021 22:48:31 upgrade_get_file.sh|File authentication complete|<LvL::Debug=

04/21/2021 22:48:31 upgrade_get_file.sh|Download of iso file RTMTFinish|<LvL: :Notice=

04/21/2021 22:48:31 upgrade_get_file.sh|Process preflight|<LvL::Info=

04/21/2021 22:48:31 upgrade_get_file.sh|Skipping preflight since file type is COP|<L\VL::Debug>

04/21/2021 22:48:32 upgrade_get_file.sh|success|<LVvL::Info=

04/21/2021 22:48:32 upgrade_get_file.sh|upgrade_get_file.sh complete (rc=0)|<LVL::Info=

04/21/2021 22:48:32 upgrade_get_file.sh|is_upgrade_lock_awvailable: Upgrade lock is not available.|«<LlvL::Debug=

04/21/2021 22:48:32 upgrade_get_file.sh|is_upgrade_in_progress: Already locked by this process (pid: 7127).|<LlvL::Debug=

04/21/2021 22:48:32 upgrade_get_file.sh|release_upgrade_lock: Releasing lock (pid: 7127)|<LVL::Debug=

Cancel

@ *_ indicates required item.
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Software Installation/Upgrade X

< C ® @ & hitps;//192.168.121.1/cmplatform/installStatus.do w YN @D & =
alil,  Cisco Unified Operating System Administration (YRR —i<co Unified 0S Administration . |
cisco For Cisco Unified Communications Solutions admin Search Documentation About Logout

Show + Settings = Security ¥ Software Upgrades = Services v Help =

Software Installation/Upgrade

533 instan Another
el

rInstallation Status

File ciscocm.CSCvql7528_vmtools_initramfs_v1.3.cop.sgn
Start Time Wed Apr 21 22:49:01 IST 2021

Status Complete

rInstallation Log

The installed wersion is "11.5.1". Proceeding with install.
The wersion is 11.5.1
grep: fetc/cron.hourly/checkinitramfs: No such file or directory

[21/04/21_22:49:40] locale_install.sh: Not running installdb.
[21/04/21_22:49:40] locale_install.sh: Successful running of copstart for /common/download//ciscocm.CSCwvgl7528_vmtools_initramfs_wv1.3.cop

Install Ancther

@ *_indicates required item.

aj_cucm-pub_192.168.121.1 - SecureCRT - O X
Eile Edit VYiew Dptions Transfer 3Script Toels Window Help

i F D o cann AEeaf? ? @ :
+" aj_cucm-pub_192.168.121.1 EH 4 b

Command Line Interface is starting up, please wait ...
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) CPU E5-2643 v2 @
Disk 1: 80GB, Partitions aligned
4996 Mbytes RAM

admin:utils
admin:utils
art
oAk WARN N G oAk
ure database replication setup is complete. Use the command 'utils dbreplication runtime

s
get the current
database replication setup is in progress, restarting the server may leave database replication unab

to complete.

Do you really want to restart ?
Enter (yes/no)?

Appliance is being Restarted ...
Warning: Restart could take up to 5 minutes.
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aj_cucm-pub_192,168,121.1 - SecureCRT - O X
Eile Edit View Optiens Transfer Script  Tools  Window Help

§ F D P Enterhost <Al NEEERIEN: .

+" aj_cucm-pub_192.168.121.1 E 4 b

Command Line Interface is starting up, please wait ...
Welcome to the Platform Command Line Interface

VMware Installation:
2 vCPU: Intel(R) Xeon(R) CPU E5-2643 v2 @ 3
Disk 1: 80GB, Partitions aligned
4896 Mb

admin:show version active

Active Master Version: 11.5.1.1 1
Active Version Installed Software Options:
ciscocm.CSCvgl7528 vmtools initramfs_wl.
admin:

admi

esxi-primary - VMware ESXi
c o © £ hittps;//192.168.10.2/ui/#/nost/vms/36 ¥ e
vmware ESXi- r00t@192.168.10.2 ~ | Help ~

- Navigator ﬂ> aj_cucm-pub_192.168.121.1

~ [Z Host
@ 7 Console BB Monitor Shut down Suspend ¥ Restart & Edit @ Refresh
Manage - i
aj_cucm-pub_192.168.121.1
Guest 05 Red Hat Enterprize Linux
~ (21 Virtual Machines Compatibility ESXi 5.0 virtual machine
WMware Tools  Yes MEMOR!
~ £ aj_cuc-sub_192.168.12... arefools s ’
CPUs

Memory 4GB

Manitor CPU

6.2 GHz

Monitor

aj_cuc-pub_192.168.12... Host name cucm-pub

r
v [ aj_cucm-sub02_192.16...
=

aj_cucm-sub01_192.16... ~ General Information

WP aj_cucm-pub_192.1 - ; Networking

Monitor

Hostname cucm-pub
More VMs...
B storage IP addresses 1.
= . 2. TeB0:20c29mledb 7204
€2 Networking
- BB VMware Tools

Installed Yes
Version Viware Tools 10.3.21 build 14772444

Running Yes

» [ Storage 1 disk
|=] Notes & Editnotes
Application Ve
Criginal V

~ Performance summary last hour

Consumed host CPU
@ Ready
@ Consumed host memory.

_ ann
[+] Recent tasks

Task ~  Target w Initiator ~ | Queued - Stared w  Result a w | Complet =

Fower On VM .. root 04/21/2021 .. 04/21/2021 .. & Completed success.. 04/21/2021
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X

O &8 https://192.168.10.2/ui/#/host/vms

vmware ESXi-

vare |nstallatio

esxi-primary - Viviware ESXi

Recent tasks

@ Edit settings
&, Permissions
[:;;. Edit notes

me]] Rename

@ Help

5 Openin a new window

“I% Navigator 1 || (51 esxi-primary - Virtual Machines
~ [g Host
Manage 4 Create / Register VM | @ Refresh
Monitar O] | virtual machine ~ | Status ~ | Used space
[ & video-mesh_192.168.21.18 & MNormal 14.77 GB
~ O aj_cuc-sub_192.168.12... O & ai_win-server-01_192.168.111.1 & Normal 54.25 GB
Monitor O @ ai_cube-01_192.168.31.11 @ Normal  5.6GB
» b ai_cuc-pub_192.168.12... O & aj cucm-pub 192.168.121.1 @ Normal 33.53 GB
» 5 aj_cucm-sub02_192.16... O & aj_cucm-sub01_19 &1 aj_cucm-pub_192.168.121.1 & Normal 2421 5B
> B aJ:_cucm-subU1_192.15... ]| & aj_cucm-sub02_19 G Power @ Normal 24 65 GB
M ::;::z:'n-puh_192.158.... O & e cucpub 19216 [ Guest0S [@) shutdown
I O | & aj_cuc-sub_192.16 {3 Snapshots
B storage Quick filters .. [ Console
€3 Hetworking iy Autostart

-

Task

~ Target

~ | Initiator

e Thisrestart is a graceful restart, that means it is equivalent to ‘utils system restart’ command

1
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[Lab] CUCM Licensing

e Right after installing CUCM Cluster, we can see “The system is operating on demo license that will
expire in 60 days”

& c o © & hitps;//192.168.21.1/ccmadmin/showHome.do B 9% 4 n @& =

DRE VT oY [l T Cisco Prime License Manager

ahali  Cisco Unified CM Administration
cisco

UBWMEREN Cisco Unified CM Administration

For Cisce Unified Communications Sclutions. admin About Logout

System v  CallRouting v  MediaResources v  Advanced Features ~ Device »  Application »  User Management v  Buk Administration =  Help ~

The system is operating on demo licenses that will expire in 60 days. Add this system to a Cisco Prime License
Manager and install sufficient licenses to cover its usage before expiration in order to avoid losing the ability to
provision users and devices.

=

‘A WARNING: No backup device is configured. This is required to recover your system in case of failure.

Emergency Notifications Paging is not configured. To configure Emergency Notifications Paging or to disable this
cﬂ reminder, please go to Cisco Unified CM Administration > Advanced Features > Emergency Notifications Paging
or click here.

Cisco Unified CM Administration
System versi 1.5.1.18900-97

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partitions aligned

User admin last logged in to this cluster on Wednesday, February 17, 2021 4:33:56 PM IST, to node 192.168.21.1, from 182.168.11.1 using HTTPS

Copyright © 1999 - 2020 Cisco Systems, Inc.
|All rights reserved.

[This product contains cryptographic features and is subject to United States and local country laws governing import, expert, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.S. and local laws, return this product immediately.

|A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified System D web site.

For Cisco Technical Support please visit our Technical Support web site.

o We must configure the licensing for UC cluster to get rid of from this warning as well as to get
licensed features

e Thelicense is managed by Cisco Prime License Manager which is co-installed with CUCM

¢ You can also maintain separate node for Cisco Prime License Manager

e CUCM Cluster is synchronized with prime Cisco Prime License Manager

e Inour scenario, I’'m using co-installed Cisco Prime License Manager on CUCM PUB, that means |
browse https://cucm-pub/elm to access Cisco Prime License Manager. Platform credentials are

used to login to PLM
I

B 192.168.21.1/ X e - u]

&« ¢ @ © £ hitps//192.16821.1 ——— . @ W m o & =
nmimn
CIsCo

Installed Applications

» Cisco Unified Communications Manager
 Cisco Unified Communications Self Care Portal
+ Cisco Prime License Manager ¢———

Cryptographic Features

This product contains cryptographic features and is subject to United States and local country laws governing
import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority to
import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.S_ and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at: http://tools.cisco.com/legal
Jexport/pepd/Search.do

If you require further assistance please contact us by sending email to export@cisco.com
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v @ *| L

{3¥ Dashboard

Licenses | v

Product Instances  Administration | v

Dashboard

functionality in those products.

& Cisco Prime License Manager is operating in demo mode. Install licenses to cover the licensing requirements of your product instances in order to avoid losing

QOverview

Product Instances: 0
Last License Update: -
Last Synchronization: 2021-Feb-17 14:55:36
Previous Successful Login: -

License Usage

Type Required
Mo data avaible

License Alerts
Type Status
No data available
Product Instance Alerts
MName Status La

Mo data available

e

I
pN

| O £~ https://192.168.21.1/elm-adminfaces/mainxhtml

n @ &

o x| L

*Name:

Description:

*Product Type:
*Hostname/IP Address:
*Username:

*Password:

Test Connection

| site-a-cucm-cluster

| site-a-cucm-cluster

[ Unified cm

| cucm-pub =

| admin
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m Cisco Unified CM Censole Bl i Cisco Prime License Manager X +

<« c @ @ & =0 hitps://192.168.21.1/elm-admin/faces/mainhtm * LN @ e =
adminw | Lo
aia]ie Cisco Prime
€IS€O  |icense Manager {a¥ Dashboard  Licenses |»  Product Instances  Administration | v
Product Instances
Last Synchronized: 2021-Feb-17 14:55:36 | Synchronize Now g
Product Instances Total 1
Name Hostname/IP Address Product Type Version Status Last Succ
site-a-cucrm-cluster cucm-pub Unified CM 11.5.1 - Never
< >
a4k Cisco Prime License Manager X [ - O *
<« C ® U & hitps//192.168.21.1/elm-admin/faces/m- *** w vy In @D & =

I :
CISCO | icense Manager {2 Dashboard Licenses | ¥ Product Instances  Administration | ¥
Licenses Py
Usage _
Dashboard Planning

Fulfilment ¢
Cisco Prime License Manager is operating in demo mode. Install licehses wwoverurewcensing requirements of your product instances

in order to avoid losing functionality in those products.

Overview License Alerts
Product Instances: 1 Type
Last License Update: - No
Last Synchronization: 2021-Feb-17 17:18:09

Previous Successful Login: -

License Usage

Type Required
No data available

Product Instance Alerts

Name Status

site-a-cucm-duster & Demo Licenss
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dss Cisco Prime License Manager X

—

% Dashboard  Licenses | ¥  ProductInstances  Administration | v

(— - C @ ‘@ £ https//192.168.21.1/elm-admi | 90% = == ﬁ| v INn @ ¢

License Fulfillment

License e-Fulfilment: Enabled

License Fulfilment
= Fulfil Licenses from PAK... Other Fuffllment Options

Fulfilment Date Fuffil Lioens?es from Fie... Method
Generate License Request... (—m avaiable

Migrate Licenses...

Retrieve Fulfiled Licenses...

= e _

(— = ¢ @ |® £ hiips//192.16821.1/elm-adm | 80% e t}‘ LN @ e

License Request and Next Steps
1. Copy the selected text below to your ciipboard or Save it to a fie to your PC.

LSOtRUSEIENFUIRIRKIDQVRFIFJFUVVFU1QILSOILQoAAAAAMQB1BQAAABUAdg]

2. Register your Licenses
Go to the Cisco License Registration site, enter your PAK and upload the License Request file in order
to receive your license file via email.

3. Instal your Licenses
Once you have received the license file, come back to Cisco Prime License Manager to in
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@ Cisco Software Central

&« c @  software.ci:

Cisco Software afvaln
Central CISCO

v

Download & Upgrade

Software Download
Download new software or updates to your current software.

eDelivery
Get fast electronic fulfillment of software, licenses, and documentation.

Version Upgrade using MCE @
Order major upgrades to software such as unified communications.

Network Plug and Play

Plug and Play Connect
Device management through PnP Connect portal

Leamn about Network Plug and Play
Training, documentation and videos

License

Traditional Licensing
Generate and manage PAK-based and other device licenses, including demo licenses.

Smart Software Licensing
Track and manage Smart Software Licenses

Enterprise Agreements
Generate and manage licenses from Enterprise Agreemenis

Have an accoun

+ Personalized content

+ Your products and support

Log In

m]

@ incogrito

Forgol your user ID and/or password?

Manage

Need an accoun

Create an account

il | icense Administration Portal x 4

<« C & [softwarecisco.com/software/swit/Irp/#/licenses |
=—  Cisco Software alean
- Central CISCO

Tools & Resources
Product License Registration
Show All Licenses for Abdul Jaseem M

PAKs or Tokens | Licenses | Devices = Transactions History

Get Licenses Move Licenses ¥ = Download Licenses E

From a new PAK .. Type

Demo and evaluation

TelePresence software release key.

TelePresence license fo resend
License extension

IPS, Crypto, other

Migration...

Main to backup.

Register ROSA HA as pair.

No Licenses Found

O

Q ® @&

Fesdback Help  Seftings

Exportto CSV  Show Filter

Device

Quantity
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itk License Administraticn Portal x  +

<« > C @ software.cisco.com/software/swift/Irp/#/licenses

Get Demo and Evaluation Licenses Weant to Extend a Demo Lic

1. Select Product 2. Specify Target Device and Options 3. Review and Submit

Search by Keyword

Make a selection from this list of products.

Product Family Product

Cable Broadband Troubleshooter MeetingPlace - v7 & v8 Demo

Network Mgmt Products Cisco Unified MeetingPlace Express Trial License

Security Products Cisco Unified |P Interactive Voice Response Demo License
Unified Communications Products €= Cisco Unified Contact Center Express Demo License

Routers & Switches Cisco Unified MeetingPlace Express VT Trial License

Wireless Cisco Unity Connection Demo License

Energy Management Unity Pooling Licenze

Cisco Unity Demo License

Cisco Unified Intelligence Center Version 8.0 Evaluation

Unity Connection Speech View Demo License

Cisco Unified Communications and Cisco Emergency Responder
Cisco Unified Communications Manager Business Edition 3000

e

itk License Administration Portal x o+

<« > C 8 software.cisco.com/software/swift/Irp/#/licenses g e H

Get Demo and Evaluation Licenses

1.Select Product 2. Specify Target Device and Options | 2. Review and Submit

* Device License Request -  Version

* Duration (In Days)

T — p—

— >
ADAAABBWBrCZCWAXmSJIMEV300i6[AIL1/CheliXu P Fealure

Copy from the Cisco Prime License Manager Learn how CUWL Unified CM -

CUWL Unity Connection -

Enhanced Plus Unified CM :

Enhanced Unified CM :

Basic Unified CM :

Essential Unified CM -

Unified CM Telepresence Room :
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! License Administration Portal b +

« > C # software.cisco.com/software/swift/Irp/#/licenses

Get Demo and Evaluation Licenses X

1. Select Product 2. Specify Target Device and Options 3. Review and Submit

Recipient and Owner Information
Enter multiple email addresses separated by commas Your License Key will be emailed within fhe hour to the specified email addresses

“ Send To: ajlabs110@gmail.com Add
* End User: Jaseem, Abdul
License Request

ersion: "X Feature ‘Quantity
Duration: 90 CUWL Unity Connection 20

Smart Account: unassigned
Virtual Account: unassigned

Enhanced Unified CM 20
Essential Unified CM 20
CUWL Unified CM 20
Basic Unified CM 20
Unified CM Telepresence Room 20

Enhanced Plus Unified CM 20

By clicking Submit you indicate that you agree with the terms of the License Agreement Cancel | [ Previous | [ Submit

ihls License Administration Portal x 4+

&« > C @ software.cisco.com/software/swift/Irp/#/licenses * e

License Request Status

The License has been sent {o - gjlabs110@gmail.com

Thank you for registering your preduct with Cisco System's. If you have not received
an email within 1 hour, please open a Service Request using the

Open a Support Case, or contact GLO support. Contact numbers provided in the
Contact Us link. Check that Junk/Spam email folders allow email from "do-not-
reply@cisco.com’

Use this tranzaction ID to view status on the ‘Manage = Tranzactions History’
Transaction ld: TRXREQEPHISOIDZ

Please provide feedback... Let Cisco know how to improve this experience.

[Giose ] [_Downioad Je———
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= (m] *
: License Administraticn Portal x M Cisco License File - gjlabs110@g X +
< (&) & mail.google.com/mailfu/ ® Q @ H
= M Gmail -
<« (] [ 1 [ o » of 119 » =)
{— Compose
Cisco License File mboxx €—— e 2
) Inbox 34
#  Stared do-not-reply@cisco.com @ 1426 (A minutes 2go)  TT
@ Snoozed teme T
= Semt 000 o
B Drafts You have rece: this ded to Cis
© e pritied Connunicstions Bero s to the proper system a
Evaluation/Temp c to 98 days -
Product Deseription
DEVICE $53a1er20be
e ML_Denn_11%
Quantity 20
Meet e UCH_EN4_Dermo_11x
m Hew meeting Quantity =
B8 Join a meeting SKU uCH_ESS_Deme_11x
Quantity 20
Hangouts sku UEM_CUML_Demn_11%
Quantsty 20
®- +
E 5 _Denc_11%
Quantity 28
o UCM_TPR_Dema_11x
Quantity 20
e UCH_ERP_Denn_11%
Quantsty 20
LICENSE KEY INSTALLATION ENSTRUCTIONS
Please note that by using the atlached #ile, you ere bound by the follow
Legal
& mote that by using the attached File, you are bound by the Cisc Agreenent
—
B 953a1ef29bocal?s.
>
Ea
[ 953a1ef29bccal?s..bin - A ¢ Show all »
— P s e
© & nitps//192.168.21.1/elm-admi. | 90% w N O g =

License Manager {2 Dashboard Licenses | » Product Instances ~ Administration | »

License Fulfillment

License e-Fulflment: Enabled | Disable... |

License Fulfilment

= Fulfil Licenses from PAK... Other Fuffilment Options

Fuffilment Date Fulfil Licenses from Fie... € ethod
Generate License Request... No data avaiable

Retrieve Fulfiled Licenses...
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Q,L ulfillment Mozilla - O

© £ httpsy//192.168.21.1/elm-admin/faces/license_upload.xht E] (90% = «ee v N @O @

Install License File ‘
bmin'r;traﬁon v
License Fie: | Browse... | - ¢ el — . - - - Zip ¢———

Options

Description: | site a cuom  ¢———

Associate this transaction with a saved license plan summary.
Name: v

Description:

==

I

@ lic

© & https//192.168.21.1/elm-admin/faces/license_upload.xht [E] (90% /1 e=e v INn o @

Install License File ‘
|:1ministrau’on v
License Fie: | Browse... | No file selected.

Options

Description:

Associate this transaction with a saved license plan summary.
Name: v
Description:

[cane |

License Fulfilment

Installation Successful
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Cisco Prime License Manager X (g

e e & K ¥ in @& =
adminy | LogOut

(2t Dashboard  Licenses | v  Product Instances  Administration | v

Dashboard

Overview License Alerts
Product Instances: 1 Type Status
Last License Update: 2021Feb-17 18:11:04 Mo data avaiable
Last Synchronization: 2021-Feb-17 21:32:28

Previous Successful Login:  2021-Feb-17 17:48:39

License Usage

Type Required
CUWL Professional (11.x) - Unified CM
CUWL Standard (11.x) - Unified CM
Enhanced Plus (11.x) - Unified CM
Enhanced (11.x) - Unified CM

Basic (11.%) - Unified CM

Essential (11.x) - Unified CM
TelePresence Room (11.x) - Unified CM

Product Instance Alerts

MName Status Last Synchronization
No data avaiable

oo o oo oo

- st Cisco Unified CM Console b = ime Li Manager +

« a @ © & https;//192.168.21.1 /ccmadmin/showHome.do B @ % + O IN @ & =
alimln  Cisco Unified CM Administration Navigation
€I5€0  Eqr Cisco Unified Communications Solutions admin About Logout

System = CallRouting = Media Resources =  Advanced Features « Device ~  Application =  User *  Bulk Admini ion * Help =

‘B WARNING: No backup device is configured. This is required to recover your system in case of failure.

Emergency Notifications Paging is not configured. To configure Emergency Notifications Paging or to disable this
/N reminder, please go to Cisco Unified CM Administration > Advanced Features > Emergency Notifications Paging
or dlick here.

Cisco Unified CM Administration
System version: 11.5.1.18900-97

VMware Installation: 2 vCPU Intel(R) Xeon{R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partitions aligned

User admin last logged in to this cluster on Wednesday, February 17, 2021 5:14:41 PM IST, to node 192.168.21.1, from 192.168.11.1 using HTTPS

Copyright & 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

o Details about different license type and license consumption will be covered later in this document
(License Consumption section)

¢ We need some endpoints to be registered to understand the license usage
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[Lab] Disaster Recovery System (DRS) Backup of CUCM Cluster

e After the installation of CUCM cluster, another warning you have seen is “No Backup device is

H ”
configured
<« ¢ o © £ httpsy//192.168.21.1/ccmadmin/showHome.do B 9% $ In @ @ =
aliiln  Cisco Unified CM Administration Navigation
CISC0 4 Cisco Unified Communications Solutions admin About Logout
System =  CallRouting = Media Resources =  Advanced Features = Device ~  Applicaton +  User = Bulk Admini ion = Help =

‘Al WARNING: No backup device is configured. This is required to recover your system in case of failure. |

Emergency Notifications Paging is not configured. To configure Emergency Notifications Paging or to disable this
/¥ reminder, please go to Cisco Unified CM Administration > Advanced Features > Emergency Notifications Paging
or dick here.

Cisco Unified CM Administration

System version: 11.5.1.13900-97

VMware Installation: 2 vCPU Intel(R) Xeon{R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partitions aligned

User admin last logged in to this cluster on Wednesday, February 17, 2021 5:14:41 PM 15T, to node 192.168.21.1, from 192.168.11.1 using HTTFS

Copyright © 1999 - 2020 Cisco Systems, Inc.
&l rights rezerved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic proeducts does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.5. and local country laws. By using this product vou agree to comply with applicable laws and regulations. If you are unable to
comply with U.5. and local laws, return this product immediately.

& summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Suppert web site.

e DRS or Disaster Recovery System provides full data backup and restore capabilities for all servers
in the cluster

e The DRS allows you to perform regularly scheduled automatic or user-invoked data backups

e The Disaster Recovery System contains two key functions, Master Agent (MA) and Local Agent
(LA). The Master Agent coordinates backup and restore activity with Local Agents

e Disaster Recovery Framework (DRF) Master runs on CUCM-PUB and DRF Local runs on all the
Subscribers

e Hence CUCM Publisher should be alive to perform backup
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& solarWinds SFTP/SCP Server - O X

File | Help solarwinds

| Configure... ” Session Type Message

Minimize to tray

Exit

Service status: B, Stopped ~ | Bound to: (no add ) | Root: CASFTP Root
&8 SolarWinds SFTP/SCP Server — m| x
— 2 SFTP/SCP Server Settings X |4

Messt  General TCP/IP Settings Users  Startup & System Tray

Root Directony
CA\SFTP_Root é——— | [Browse... |
Enter the local filesystem directory that the SFTP/SCP server will use as root {"/").

Alowed Protocols
Choose the file transfer protocol(s) to allow:

Secure Copy (SCP), Secure File Transfer Protocol (SFTP), or both,
Choose the S5H protocol versionis) to allow.

Pemitted File Transfer Operations

4 Upload File Select the file transfer operations that the SFTP/SCP server will allow.
[ Allow existing file to be overwritten

[ Automatically rename existing files on overwrite

[ Download File [ List Directory Conterts *
[ Delete File * [] Create Directory
[ Rename File * [ Delete Directary * * Only applies to SFTP

Lok [ cance

Service status: 5%, Stopped + | Bound to: (no addresses) | Root: CASFTP Root

113



&8 SolarWinds SETP/SCP Server — m| ®
File| @ SFTP/SCP Server Settings X

General TCP/IP Settings Users  Startup & System Tray
Configure user authentication details forthe SFTP/SCP server. Remove all users to disable authentication checking.

Currently Configured Users

User Details
Usemame: |s&p.admin — || Apply Changes |
Password: |=rvveseess| e | | Discard Changes |

Service status: B Stopped * | Bound to: (no addresses) | Root: CASFTP Root

&% SolarWinds SFTP/SCP Server -
& SFTP/SCP Server Settings

File

General TCP/IP Settings Users  Startup & System Tray
Conrfigure user authentication details for the SFTP/SCP server. Remove all users to disable authentication checking.

Currently Configured Users
sftp.admin €———

User Details

Usemame: |

e
-  Docarirnges

Service status: B Stopped ~ | Bound to! (no addresses) | Root: CASFTP Root

& SolarWinds SFTP/SCP Server - O X

File  Help solarwinds ©

Message Type Time: Session Type Message

™~
Service status: Bound to: (no add ) | Root: CASFTP Root
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§8 solarWinds SFTP/SCP Server — O >

File  Help solarwmdsg
Message Type Time Session Type Message

i 2/18/2021 5:35 ... | Unknown Starting...

6] 2/18/20215:35 ... | Unknown Started

| Root: CASFTP Root

Service status: B Running = | Bound to: 0.0.0.0,

Disaster Recovery System xR

R oin @ &

¢ @ ‘@ £ hitps://192.168.21.1/drf/showHome.do

Disaster Recovery System n | Go |

admin

€0 For Cisco Unified Communications Solutions

| Baciup ~ | Restore + Help

Scheduler

Manual

Backup

r Recovery System
History
[y in: 11.5.1.18900-97
VMware Installation: 2 vCPU@ Intel(R) Xeon(R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Part

Last Successful Logon: Never

Copyright @ 1998 - 2020 Cisco Systems, Inc.
All rights reserved.
This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco

cryptographic products does not imply third-party authority to import, export, distribute or use ption. Importers, and users are
responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to

comply with U.5. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For Cisco Technical Support please visit our Technical Support web site.

115




&5 Backup Device

cisco

[ rome  share  view
<« Cc @ © & =0 hitpsy//192.168.21.1/drf/storage.do?devicename= w @ Lo e = -

| Disaster Recovery System

Backup Device List

&« X o @

For Cisco Unified Communications Solutions

Backup ~ Restore ~ Help ~

EI‘}: Add New

o e =

admin

Disaster Recovery System Navigation

Backup Device List

Status

@ status: No records found

Backup Device List

Ne backup device configured.

@ The Backup Device which is associated with 1 or more schedule(s) cannct be deleted.

< | SFTP_Root

| e |

~]©| | Search SFTP_Root

[BWPRIN Disaster Recovery System S

Backup Device

FER

For Cisco Unified Communications Solutions About  Logout S Quick access
site-a-cucm-backup
Backup ~ Restore v Help v B Desktop
& Downloads

Documents

‘ @ status:ready

8. Licensing

9.DRS Backup

Backup device
" Backup device name*

¥ Network

Select

Network Directory
Host name/IP address
Path name.
User name
Passward
Number of backups te stare on Network Directory

192.168.11.1
/site-a-cucm-backup K
sftp.admin é——

P

Save |Back

@ - tndicates required items.

@ The settings on this page apply to Scheduled s well as Manual Backups.

@ 1F you are not surs of Network Dirsctory Path then try user home directory s *./" in case of linux sftp server or */" in case of Windows sftp server.

Date modified

2/18/20215:37 AM

Type Size

File folder
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ases Backup Device
<« (& ‘Q © gro https://192.168.21.1/drf/storageUpdate.do?action=addnew we @ 1:? i N @ @. =

alinh, Disaster Recovery System Navigation
About

CISCO £y Cisco Unified Communications Solutions admin Lo

Backup * Restore * Help =

ng Save ‘ Back

rStatus

@ Update successful $———

rBackup device name

Backup device name* sftp-windows-server

r Select Destination®

Metwork Directory

Host name/IP address 192.168.11.1

Path name [site-a-cucm-backup

User name sftp.admin

Password ITITITITIITY
Number of backups to store on Network Directory 1

Save Back

@ The settings on this page apply to Scheduled as well as Manual Backups.
@ * Indicates required items.

@ If you are not sure of Network Directory Path then try user home directory as "./" in case of linux sftp server or "/" in case of Windows sftp server.

- « Cisco Unified CM Console X m » Prime License Manager

&« c Q‘ © £ https://192.168.21.1/ccrnadmin/showHome.do E e @ ﬁ i I @ @0 =
aliiln Cisco Unified CM Administration Navigation Go
CISCO k4 Cisco Unified Communications Solutions admin About Logout

System + CallRouting + Media Rezources *  Advanced Features = Device »+  Application +  User Management +  Bulk Adminiztration = Help «

Emergency Notifications Paging is not configured. To configure Emergency Notifications Paging or to disable this
/1\ reminder, please go to Cisco Unified CM Administration > Advanced Features > Emergency Notifications Paging
or click here.

Cisco Unified CM Administration
System version: 11.5.1.183900-97

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176M C
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partitions aligned

No backup has been taken after the Install

User admin last logged in to this cluster on Wednesday, February 17, 2021 9:33:16 PM IST, to node 192.168.21.1, from 192.168.11.1 using HTTPS

Copyright © 1999 - 2020 Cisco Systems, Inc.
Al rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.
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[Lab] Basic Health Check of UC Infrastructure & Understand the Cluster

When you get started with a new job role, it is important to understand your UC infrastructure. |
have given some CLI commands to help knowing the cluster
As a regular health check, some engineers performs this every day when they start working

While opening any platform related TAC cases, you should give these command outputs

2. a_cucm-pub_192.168.21.1 - SecureCRT — O X
File Edit View Options Transfer Script Tools Window Help

G F Do bt cAnEs DA ¢at ? @ .
|| ¥ 2.a_cucm-pub_192.168.21.1 1 4 b

admin:show status

Host Name
Date

Time Zone
Locale
Product Ver

Uptime:
14:44:87 up

CPU Idle:
TOWATT:

Memory Tot

Used:
Cached:

Disk/active

: cucm-pub
: Thu Feb 18, 2621 14:
: India Standard Time (
: en_US.UTF-8
11

Unified 0S5 Version :

load

aver

sia/Kolkata)

Disk/inactiv
Disk/lo,

admin:[l

18747728
51191976K

2.a_cucm-pub_192.168.21.1 - SecureCRT

File Edit View Options Transfer
o F ¢ Enter host <Aft+R>

+ 2.a_cucm-pub_192.168.21.1 H

Script

admin:show myself

Machine Name : cucm-pub
account name : admin
privilege level : 4
command count : disabled
loggi ting : disabled

2. a_cucm-pub_192.168.21.1 - SecureCRT

File Edit Wiew Options Transfer

D 4 ¢? Enter host <Alt+R>

+ 2.a_cucm-pub_192.168.21.1 1

Script

admin:util atus

ntpd (pid

1aBeue Uoissas

synchron d to NTP serve
time correct to within
polli

rver every

Thu

Current time in UTC is
time in Asia/Kolkata

Teols

Tools

W]

is running...

1024

Feb
is

Window Help

e ta?l? @

Window  Help

e tte? ? @

18
Thu Feb

89:16:12 UTC 2021
18 14:46:12 IST 2021
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2. a_cucm-pub_192,168.21.1 - SecureCRT

File Edit Transfer Toels  Window

i f i e
+" 2.a_cucm-pub_192.168.21.1 E

View Opticns Script

¢ Enter

bled
-168.21.1

1afieue jy uoissag

Duplicate IP

Primary
Options
Domain

Gateway

timeout:5 attempt
jcollab. com

2. 3_cuem-pub_192.168.21.1 - SecureCRT

View Transfer Tools  Window Help

WS e ? ? B

File Edit

i f

Script

<AltsRs [:l

Options

o

etwork cluster
cucm-pub. ajcollab.com cucm-pub Publishe
1.ajcollab.com cucm-sub@1 Subscr

callmanag

6 imp-pub.ajcollab.com imp-pub Subscr cups

imp-sub.ajcollab.com imp-sub Subscr

cucm-sub@l
cucm-sub@2
imp-pub
imp-sub
admin
admin:
admin:

2. 3_cuem-pub_192.168.21.1 - SecureCRT

Edit Transfer Window

¥

File View Options Script  Tools Help

NMEEELEN

admin:

admin:run sql select * from processnode
name
EnterpriseWideData

cucm-pub

cucm-sub81

b2f7-d6ef2567d2

1282ac-f8c1-1603-ecfd-68761169d81c

r DBPub authentica

Help

e ? | ? &

Not Configured

d

DBSub authenticated TCP since Thu Feb

since Thu Feb

nticated using TCP nce Thu Feb 18 2¢

cups DBSub authenticated using TCP since Thu Feb 18 28:

cucm-sub82

5e5 o8-
-ba’
2-1678-81b8

cucm-sub82
imp-pub
187e-edba2f7bf41b

imp-pub
imp-sub

imp-sub

2. a_cucm-pub_192.168.21.1 - SecureCRT

File Edit View Transfer  Script  Tools

rd

Options

|

admin:utils network ping cucm-sub8l

PING cucm-sub8l.ajcollab.com (192.168.21.
cucm-sub®l1.ajcollab. com
cucm-sub®l1.ajcollab. com
cucm-sub®l1.ajcollab.com
cucm-sub®l1.ajcollab.com

from
from
from
from

--- cucm-sub®81.ajcollab.com ping
4 packets transmitte
rtt min/avg/max/mdev

8.184/9.294/8.3

adm n.I

Nindow Help

@¥ ? 3

tes of data.
icmp_se
icmp_seq=2
icmp_
icmp_s

4 received, 8% packet loss, time 3084ms
8/6.875 ms

18 14:

119



Options ~ Transfer  Script Tools w  Help
e te?l?

V' 2. a_cucm-pub_192.168.21.1 EH

admin:utils network traceroute cucm-sub81

traceroute to cucm-sub®1 (192.168.21.2), 30 hops max, 60 byte packets

1 cucm-sub®l.ajcollab.com (192.168.21.2) ©.199 ms ©.252 ms ©.297 ms
admin:l

E _cucm-pub, 1 - reCRT
File Edit ¢ Options  Transfer  Script  Toels  Window Help
i 5 ; <Alt+R> e taf?l?

+" 2. a_cucm-pub_192.168.21.1 E

admin:utils service list

Regquesting service status, please wait...
System SSH [STARTED]

Cluster Manager [STARTED]

Mame Service Cache [STARTED]

Entropy Monitoring Daemon [STARTED]

Cisco SCSI Watchdog [STARTED]

Service Manager [STARTED]

HTTPS Configuration Download [STARTED]
Service Manager is running

Getting list of all services

»>> Return code = 8

A Cisco DB[STARTED]

A Cisco DB Replicator[STARTED]

Cisco AMC Service[STARTED]

Cisco AXL Web Service[STARTED]

Cisco Audit Ewvent Service[STARTED]

Cisco CAR DB[STARTED]

Cisco CAR Scheduler[STARTED]

Cisco CDP[STARTED]

Cisco CDP Agent[STARTED]

Cisco CDR Agent[STARTED]

Cisco CDR Repository Manager[STARTED]

Cisco CallManager Admin[STARTED]

Cisco CallManager Serviceability[STARTED]
Cisco CallManager Serviceability RTMT[STARTED]
Cisco Certificate Change Notification[STARTED]
Cisco Certificate Expiry Monitor[STARTED]
Cisco Change Credential Application[STARTED]
Cisco DRF Local[STARTED]

Cisco DRF Master[STARTED]

Cisco Database Layer Monitor[STARTED]

Cisco ES11[STARTED]

Cisco ELM Client Service[STARTED]

Cisco Extension Mobility Application[STARTED]
Cisco License Manager[STARTED]

Cisco Log Partition Moniteoring Tool[STARTED]
Cisco Management Agent Service[STARTED]
Cisco Prime LM Admin[STARTED]

Cisco Prime LM DB[STARTED]

Cisco Prime LM Server[STARTED]

Cisco Push Notification Service[STARTED]
Cisco RIS Data Collector[STARTED]

Cisco RTMT Reporter Servlet[STARTED]

Cisco SOAP - CallRecord Serwvice[STARTED]




&=

i F o e Alt-R>

+ 2.a_cucm-pub_192.168.21.1 1

[

JabEUEp U0js5aS

=Bangalor
Wed Feb

Critical: true
cA: true
pathLenConstraint:

File Edit View Options Transfer Script Tools Window Help

Ol ne? ?2 @

8c2bcodael
d225ch15
f7a672e

ion: BasicConstraints (0ID.2.5

of 42 [6.1IB..7..Bc
ef [-.V.oMu.ol}
bf [
31 of [
Ba ] [
e 86 [

ssh2: AES-256-CTR 47, 9 47 Rows, 100 Cols

Xterm

» |+ 2.a_cucm-pub_192.168.21.1 H

admin:utils networ

Continue (y/n)?y
Running test, please wait

admin:
ECLELE

Network connectivity test with cucm-sub®l completed

connectivity cucm

This command can take up to 3 minutes to complete.

successfully.

Ready
2. a_cucm-pub_192.168.21.1 - SecureCRT o x
File Edit View Options Transfer Script Tools Window Help
£ F DR S e ?|?2 B

4

admin:utils network connectivity cucm-sub®2

This command can take up to 3 minutes to complete.
Continue (y/n)?y
Running test, please wait ...

Network connectivity test
admin:
admin:

2.a_cucm-pub_192.168.21.1 - SecureCRT

File Edit View Options Transfer Saript

P F

JaBeuE | uojssa

R

o
o
5
=
El

with cucm-sub®2 completed

successfully.

Tools Window Help

B ea?l|? @

68k cached
COMMAND
top

init
kthreadd

stopper/1
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@ 2. a_cucm-pub_192.168.21.1 - SecureCRT - o x

File Edit View Options Tansfer Script Tools Window Help

(&

File Edit Search View Encoding

Tools

Macro Run

'3 ) S Htaf?l?2 @ cHEHBEGE 1 & |G [
o 2.acucm-pub_192.168.21.1 4 uneMJ‘
5 1 admin:show process using-most cpu
i admin: show proc sing-most cpu PCPU PID CPU NICE STATE CPUTIME ARGS
Bl Pcru PID cPu NICE 5TATE CPUTIME ARGS $CPU  PID CPU NI S TIME COMMAND
Bl scru PID CPU NI S TIME COMMAND i i e ) i 4 3.1€8255 - 0 S 00:38:25 /home/tomcat/tomcat -user tomcat —home /usr/local,
3.1 825 0 S 00:38:25 /home/toncat/tomcat -user tomcat -home /usr/local/thirdparty/java/j2sd 5 2.120271 - 0 S 00:00:00 /usr/bin/python /usr/sbin/iotop ~Pbot -n 4 -d 15 -
k -pidfile /usr/lu(al/th ty/jakarta-tomcat/conf/tomcat.pid -procname /home/tomcat/tomcat -outfi
file &1 -Djava.libr 1.1 1€915 - 0 s 00:13:57 /usr/local/cm/bin/RisDC
75 7 1.0 11630 - 10 S 00:00:04 java -DConsoleRows=24 -DConsoleColumns=80 -DCommor
0.9 32275 - -10 s 00:11:09 /usr/local/cm/bin/cmoninit -w
e -Djavax.net g
sr/local/thirdparty,/jakarta-toncat/ Lo
oryMapping=true -XX:0nOutOfMemoryEr m,'hcm-;/tam(at/tamcav-_diagnc;tic;.;h -XX:0nError=/home/tomcat/t
omcat_diagnostics.sh -XX:-UseSplitVerifier -Djdk.tls.ephemaralDHKey 48 -Djava.util.logging.man
apache.juli LoaderLogManager -Djava.util.logging.config.file=/usr/local/thi.
arta-tomcat/conf/logging.properties -Xmx1216m -Xms256m -XX:MaxPermSize=448m -Djava.endorsed.di
r/local/thirdparty/jakarta-tomcat/endorsed -cp :/common/download: /usr/local/platform/application_loc
ale/platform-api: /usr/local/platform/application_locale/cmplatform: /usr/local/platform/application_1
ocale: /usr/local/cm/application_locale/cmservices: /usr/local/cm/application_locale/car: /usr/local/cm
/application_locale/ccmadmin: fusr/local/cm/application_locale/ucmuser: /usr/local/cm/application_loca
le:/etc/opt/cisco/elm/server/resource:/usr/local/thirdparty/jakarta-tomcat/bin/bootstrap. jar::/usr/1
ocal/thirdparty/jakarta-tomcat/bin/tomcat-jul D i /usr/local/th:
arta-tomcat/conf/catalina.policy -Dcatalina.b.
e=/usr/local/thirdparty/jakarta-tomcat -Djava.io.tmpdir
catalina.startup.Bootstrap start
s 88 /usr/bin/python /usr/sbin/iotop -Pbot -n 4 -d 15 -qaq
57 /usr/local/cm/bin/RisDC
4 java -DConsoleRows=24 -DConsoleColumn -DCommonFileSystem="disk_ful
1= Fal,n inode_full=false,no_write=false,internal_error=false" -DJvmStartTime=1613639444 -XX:-UseSpli
fi
< >
Ready sh2:AES-256-CTR 33, 7 47Rows, 100 Cols  Xterm CAP NUM | Normal text file length: 2,608 lines : 10 0 Col:7 Pos:2609 Windows (CRLF)  UTF-8 INs
[& *new 1 - Notepad++ [Administrator] o X
Edit View Options Transfer Script Tools Window Help File Edit Search View Encoding Lenguage Settings Tools Macro Run Plugins Window ? X
£ <Al R O3 sav? 2?2 @ cHHB L& Blac|m % & |G I u® @
3]
1 admin:show process using-most memory L]
admln show process using-most memory 2 MEM(K) PID ARGS
5 ARGS 3 123640 17379 /usr/local/cm/bin/carschlr /usr/local/cm/conf/car/carschlrCig.zml
] /local/em/conf/car/carschircfe. 4 123824 19674 /usr/local/cm/bin/caroninit
L 5 124192 16960 /usr/local/cm/bin/amc /usr/local/cm/conf/amc/amcCfg.xml
- 247912 32275 /usr/loccal/cm/bin/cmoninit -w
Jhome/ toncat/toncat ~user tomcat -home fusr/local/thirdparty/Sava/i2sdk -pidfile /u 7 1632456 8255 /home/tomcat/temcat -user temcat -home /usr/local/thirdparty/java/:
rty/jakarta-toncat/cont/toncat. pid -procname /home/toncat/toncat -outfile /usr/local/thi
logs/catalina.out -errfile &1 -Dj ibrary.pat r/local/lib:/usr/local/t
/1ib/1386: /usr/. thirdparty/ /1ib/i386/ Jusr/1ib/
1 uar1ib: fusni1ocal /en/1ibe /usr/local/platform/1ib -Djavax.net 0
tore=/usr/local/platforn/.security/tomcat/trust-certs/tomcat keystore -Djavax
Type=PKCS12 -Djava: tStorePassword=xxx usr/local/thirdpar
y/jakarta-tomcat/logs/diagnostic-info.jvm-crash.%p.tomcat.txt -Dsun.zip.disableMemoryMappin,
XX:0nOutOfMemoryEr home/tomcat/tomcat_diagnostics.sh -XX:OnError=/home/tomcat/tomcat, d).at‘nu;h\.c;
h -XX:-UseSplitVerifier -Djdk.tls.ephemeralDHKeySize=2048 -Djava.util.loggi
uli.ClassloaderLoghanager -Djava.util.logging. config.file=/usr/local/th
logging. prop: 216m -Xms256m -XX:MaxPermSize=448m -Djava.endor Jusr/local/thirdpar
vtjakarfa *um(a*/nndur sed -cp :/common/download: /usr/local/platform/application_locale/platform-api
i 5 fusr/local/
cm/application_locale/cmservices: /usr/local/cm/application_locale/car: /usr/local/cm/application_loca
le/ccmadmin: /usr/local/cm/application_locale/ucmuser: fus /lccal;cmlapp11<a+1cn locale:/etc/opt/cisco
Jelm/server/ Jusr/local/third, /5 tomcat/bin/boot fusr/local/thirdparty/]
akarta-tomcat/bin/tomcat-juli.jar 2 ity. party/jakarta-tomcat/conf/
catalina.policy -Dcatalina.bas party/ 1aLa ta-tomcat -D(afallna home=/usr/local/thii
dparty/jakarta-tomcat -Djava.io.t /usr/local/thirdparty/jakarta-toncat/temp org.apache.catalina
.startup.Bootstrap start
admin
< >
Ready ssh2: AES-256-CTR 30, 7 47Rows, 100 Cols Xterm CAP NUM . |Normal text file: length: 2319 lines: & Ln:g Colil Pos:2320 Windows (CRLF)  UTF-8 INS
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+ 2.a_cucm-pub_192.168.21.1 1
admin
admin:utils dbreplication runtimestate

Server Time: Thu Feb 18 21:17:17 IST 2021

Cluster Replication State: Replication status command started at: 2021-62-18-21-12
Replication status command ENDED. Checked 716 tables out of 716
Last Completed Table: devicenumplanmapremdestmap
No Errors or Mismatches found.

Use 'file view activelog cm/trace/dbl/sdi/ReplicationStatus.2021 62 18 21 12 @8.out' to see the details

DB Version: ccmll 5_1_1890@_97

Repltimeout set to: 300s
PROCESS option set to: 1

Cluster Detailed View from cucm-pub (3 Servers):

PING DB/RPC/  REPL. Replication |REPLICATION SETUP
SERVER-NAME IP ADDRESS (msec)  DbMon? Group ID (RTMT) & Details
cucm-sub81 192.168.21.2 (2) Setup Completed
cucm-pub 192.168.21.1 5 (2) Setup Completed
cucm-sub82 192.168.21.3 7 (2) Setup Completed

File Edit

5ol
+ 2.a_cucm-pub_192.168.21.1 [

admil
admin:file view activelog cm/trace/dbl/sdi/ReplicationStatus.2021_62_18_21_12_@8.out

Thu Feb 18 21:12:08 2021 main() DEBUG: -->
Thu Feb 18 21:12:12 2021 main() DEBUG: Replication cluster summary
ID STATE  STATUS QUEUE CONNECTION CHANGED

g2 _ccmll 5_1_18900_97 2 Active Local

g 5 ccmll 5 1 18980 97 5 Active Connected © Feb 18 13:25:31
g 6 ccmll 5 1 18980 97 6 Active Connected © Feb 18 15:23:23
Thu Feb 18 21:12:23 2021 main() DEBUG: <--

No Errors or Mismatches found.
Replication status is good on all available servers.

utils dbreplication status output
To determine if replication is suspect, look for the following
(1) Number of rows in a table do not match on all nodes.

(2) Non-zero values occur in any of the other output columns for a table

options: g=quit, m=next, p=prev, b=begin, e=end (lines 1 - 20 of 7897) :

Feb 18 2021 21:12:38 Table scan for ccmdbtemplate_g_2_ccmll_5_1_189@@_97_1_145_typedberrors start

Node Extra Missing Mismatch Processed

g2 ccmll 5_1 18900 _97
g.5_cemll_5_1_18900_97 1665
g_6_ccmll_5_1_18900_97 1665

Feb 18 2021 21:12:31 Table scan for ccmdbtemplate g 2 ccmll 5 1 18988 97 1 145 typedberrors end

Table scan for ccmdbtemplate g 2 _ccmll 5_1_1890@_97_1_352_typeroutingdatabasecachetimer start
Extra Missing Mismatch Processed
g 2 ccmll 5 1 18900 97

g_5_cemll 5_1 18900 97
g_6_ccmll_5_1_18900_97

options: g=quit, n=next, p=prev, b=begin, e=end (lines 21 - 48 of 7897) :

11

admi
admil
admin:utils dbreplication status all

Replication status check is now running in background.
Use command ‘utils dbreplication runtimestate' to check its progress

The final output will be in file cm/trace/dbl/sdi/ReplicationStatus.2621_62_18_22_27_25.out

Please use "file view activelog cm/trace/dbl/sdi/ReplicationStatus.2021 @2 18 22 27 25.out " command to see the output

admin:file list activelog cm/trace/dbl/sdi/ReplicationStatus* date rev detail
18 Feb,2021 22:27:52 30,220 ReplicationStatus_temp.2021 02 18 22 27 25.out
Feb, 2021 : ReplicationStatus.2021_€2_18 22_27_25.ou

18 Feb,2021 : ReplicationStatus_temp.2021 @2 18_22_27_1l.out
18 Feb,2021 22:27: ReplicationStatus.2021 @2_18_22_27_11.out

18 Feb,2021 : 432,826 ReplicationStatus.2021 @2_18_22 21 45.out

18 Feb,2021 : 607 ReplicationStatus.2021_@2_18_22_22_55.out

18 Feb,2021 : 234 ReplicationStatus_temp.2021_02_18_22_22_55.out
18 Feb,2021 21:13:21 432,826 ReplicationStatus.2021_62_18_21_12_68.out

dir count = @, file count = 8




01.1. a_cucm-pub_192,168.21.1 - SecureCRT — [m] X
File Edit View Options Transfer Script Tools Window Help

£ F D ihe ta? ? @ .
v 01.1. a_cuem-pub_192.168.21.1 H

admin:utils diagnose test

Log file: platform/log/diagl.log

Starting diagnostic test(s)

disk_space : Passed (available: 6199 MB, used: 12945 MB)

d files : This module must be run directly and off hours
service_manager : Passed

tomcat : Passed

tomcat_deadlocks : Passed

tomcat_keystore : Passed

tomcat_connectors : Passed

tomcat_threads : Passed

tomcat_memory : Passed

tomcat_sessions : Passed

tomcat_heapdump : This module must be run directly and off hours
validate_network : Passed

raid : Passed

system_info : Passed (Collected system information in diagnostic log)
ntp_reachability

ntp_clock_drift

ntp_stratum

sdl_fragmentation : This module must be run directly and off hours
sdi_fragmentation : This module must be run directly and off hours

Diagnostics Completed

The final output will be in Log file: platform/log/diagl.log

Please use 'file view activelog platform/log/diagl.log' command to see the output

admin: ]
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Web GUI and Six Consoles in CUCM Cluster

- ikls Cisco Unified CM Console x Ien

€« G @ © & hitps;//192.168.21.1/ccmadmin/ - @ v In @ &

- O

alalie  Cisco Unified CM Administration

WEWGELRGE Cisco Unified CM Administration
cisco -

For Cisco Unified Communications Solutions Cisco Unified Reporting

Cisco Unified CM Administration
Disaster Recovery System
Cisco Unified Serviceability

Cisco Unified CM Administration y Cisco Unified OS Administration

Cisco Unified IM and Presence Reporting

Login Reset

Copyright @ 1999 - 2020 Cisce Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are

responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.S. and local laws, return this product immediately.

A summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Support please visit our Technical Support web site.

e Thereare 6 different web consoles available in CUCM to administrate

e We usually browse the IP Address or FQDN of CUCM PUB to get access to the web interface

e Cisco Tomcat Service is responsible for delivering the web interface over HTTPS

e All the CUCM nodes will have the web interface but all of them connects to the DB of CUCM PUB if

PUB is running

e Theonly time the CUCM SUB talks to its own DB via HTTPS web GUI, when the CUCM PUB is
down

e During such scenario, we will not be able to change any configuration on the cluster, we just can
see the things (read only mode) since CUCM PUB is the read write copy of DB
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Cisco Unified Reporting

- ali System Reports X

- - - —
<« c ‘@‘ O & https://192.168.21.1/cucreports/generateReport.do?isStar E see T} i In O ® =
alialin  Cisco Unified Reporting 'EVI-ELt0Y Cisco Unified Reporting
CISCO g4 Cisco Unified Communications Solutions admin About Logout
System Reports  Help =
System Reports
d full 2
Report Descriptions E CK: Report generated successtully.
Unified CM Cluster L
Qverview Unified CM Data Summary
Unified CM Data %
sSummary . . . . . . - .. % m
— Provides a summary view of data in the Unified €M database organized according to the Unified CM Administration menu
Unified CM Database
i layout.
Replication Debug
Unified CM Databasze Created on Thu Feb 18 23:14:22 IST 2021
ot — Unified CM Cluster Name
Unified CM Device
oSS nmman Cluster Name Publisher Name/IP
Unified CM Dewvice
Distribution Summary StandAloneCluster  cucm-pub
Unified CM Directory
URI and GDPR
Duplicates — System Summary
Unified CM Extension Counts of items configured under the System menu.
Mobility
Unified €M Froperty 4T Value a7 ~
Geolocation Policy Servers 5
Unified CM . .
Geolocation Policy with Cisce Unified CM 3
Filter Cisco Unified CM Group 1
Unified CM Lines NTP Server 0
Witheut Phones Diate Time Settings 1
Unified CM Multi-Line P a 1
Devices resfence roup
Unified CM Phone Eeqion L
Category Device Fool 1
Unified CM Fhone Device Mobility Group 0
TS U= Device Mobility Info 0
Unified CM Phone
Locale Installers [FISER ST g
Unified CM Phones DHCP Subnet 0
With Mismatched Load Location 3
Unified CM Phones Physical Location 0
Withaut Lines aRaT 5 v
Unified CM Shared
Lines
Unified CM Table Count — Call Routing Summary
=l f i fi d under th Il i
Unified CM User Device Counts of items configured under the Call Routing menu.
Count Property iy Value 47 [
Unified CM Users . B
Sharing Primary Application Dial Rules v]
Extensions Directory Lookup Dial Rules v]
Unified CM VG233 SIP Dial Rule a
Ga-tn.zwav - - Route Groups 1
Unified CM Voice Mail Route List a
Unified Confidential
Access Level Matrix BoutejBotS s L
Line Group 1]
Hunt List a V

¢ Gives the details and reports about the cluster like Unified CM Cluster Overview, Database Status,
Device Counts Summary and much more

¢ This interface can be used for auditing purposes

e While troubleshooting, we may consider looking at Reporting interface

e We use Application Credentials to login to Cisco Unified Reporting interface
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Cisco Unified CM Administration
- 5 Cisco Unified CMConsale X R

& ¢ © £ https//192.168.21.1/ccmadmin/showHome.do B -9 % + N @ e =
alinln  Cisco Unified CM Administration Navigation
Cisco

For Cisco Unified Communications Solutions

admin About Logout

System +  CallRouting = Media Resources »  Advanced Features + Device = Application *  User Managemsnt =  Bulk Administration *+ Help +

CTl Route Point

Gatekeeper

Cisco Unified CM Administratioliasisd

Phone
System version: 11.5.1.18900-97 Trunk
VMware Installation: 2 vCPU Intel{R) Xeon({R) Platinum Remote Destination
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partition Device Settings

No backup has been taken after the Install Headset

lser admin last logged in to this cluster on Thursday, February 18, 2021 11:00:53 PM IST, to node 152.168.21.1, from 192.168.11.1 using HTTFS

Zopyright © 1999 - 2020 Cisco Systems, Inc.
ul rights reserved.

“his product contains cryptographic features and is subject to United States and local country laws governing impaort, export, transfer and use. Delivery of Ciscao
rryptographic products does not imply third-party authority to import, export, distribute or use encryption. Impaorters, exporters, distributors and users are
esponsible for compliance with U.S. and local country laws. By using this product vou agree to comply with applicable laws and regulations. If vou are unable to
:omply with U.5. and local laws, return this product immediately.

L summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

‘or information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

‘or Cisco Technical Support please visit our Technical Support web site.

e Thisis the heart of CUCM Administration

e Core day to day configurations like Adding Phone, Deleting Phones, Call Routing Configurations,

etc. done from Cisco Unified CM Administration interface
e We will be here most of the time while dealing with CUCM

e We use Application User Credentials to login to Cisco Unified CM Administration interface
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Cisco Unified Disaster Recovery System
- ihl; Disaster Recovery System x Ieg

&« C o © & hitpsy//192.168.21.1/drf/showHome.do e @ % v N @ & =
aliml Disaster Recovery System Mavigation

Cisco

For Cisco Unified Communications Solutions admin About

Backup * Restore * Help

Backup
Device

Scheduler

Wanual
Backup

I Recovery System

hn: 11.5.1.18900-97

History

Current Status

VMware Installation: 2 vCPU@ Intel(R) Xeon{R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 8192Mbytes RAM, Partitions aligned

User admin |ast logged in to this cluster on Thursday, February 18, 2021 9:26:27 PM IST, to node 192.168.21.1, from 192.168.11.1 using HTTPS

Copyright © 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For Cisco Technical Support please visit our Technical Support web site.

e Used to configure backup-device and perform manual and scheduled auto backup of the CUCM
cluster

e Also used to restore the DB in case of major database corruption or failures

o (Cluster backup is stored to SFTP server as flat files

e Itis notrecommended to use the vmware native backup option like vmware Snapshot for CUCM
VM as gives bad performance and |0 delay

e vmware image backup solutions like Veem is also not recommended to take CUCM backup

e Also, it is notrecommended to enable vmware vmotion and HA for CUCM nodes

e Theonly recommended backupis via SFTP server

e We use Platform User Credentials (OS Admin credentials) to login to Cisco Unified Disaster

Recovery System interface
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Cisco Unified Serviceability
- dls Cisco Unified Serviceability X I

<« c o © £ hitps;//192.168.21.1/ccmservice/ e D 1Y + N @ & =
ahmli,  Cisco Unified Serviceability Navigation

€ISCO  Eyr Cisco Unified Communications Solutions admin About Logout

Alarm *+  Trace * Toole * Snmp * CalHome *+ Help

Service
Activation

Cisco Un o=F-1:1114";

¥

Control Center -
Feature Services

Control Center -
Network (R) Xeon(R) Platinum 8176M CPU @
2.10GHz, disk SEQVCES 2Mbytes RAM, Partitions aligned

Serviceability
Reports Archive

Audit Log
Jzer admin last logg Configuration Thursday, February 18, 2021 11:38:47 PM IST, to node 192.168.21.1, from 192.168.11.1 using HTTPS

Zopyright @ 1599 - Locations

Al rights reserved.

nc.
CDR Management

“his product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
sryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible
or compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to comply with U.5.
ind local laws, return this product immediately.

4 summary of U.5. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

‘or information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

‘or Cisco Technical Support please visit our Technical Support web site.

o Different services can be activated, started, stopped, and restarted from here

e We can also check the service up-time from this interface

e Trace levels (debugs log level) can be tuned from this interface

e Monitoring alarms are configured here, CUCM can sent events to external syslog servers

e We use Application User Credentials to login to Cisco Unified Service Ability interface
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Cisco Unified OS Administration
&« c ‘m' O & https://192.168.21.1 /cmplatform/showHome.do E| e ﬁ i In 60 '@’ =

alimlin  Cisco Unified Operating System Administration Navigation Go
cisco

For Cisco Unified Communications Solutions admin About Logout

Show +* Seftings + Security * Software Upgrades * Services * Help =

IP Ethernet

NTP Servers Ethernet IPvE

SMTP Publisher

Time g System Administration

Wersion

VMware Installation: 2 vCPU Intel(R) Xeon(R) Platinum 8176M CPU @
2.10GHz, disk 1: 110Gbytes, 3192Mbytes RAM, Partitions aligned

User admin last logged in to this cluster on Thursday, February 18, 2021 11:30:16 PM IST, to node 192.168.21.1, from 192.168.11.1 using HTTFS

Copyright & 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco
cryptographic products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are
responsible for compliance with U.5. and local country laws. By using this product you agree to comply with applicable laws and regulations. If you are unable to
comply with U.5. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at our Export Compliance Product Report web site.

For information about Cisco Unified Communications Manager please visit our Unified Communications System Documentation web site.

For Cisco Technical Suppert please visit our Technical Support web site.

e Here we can interact to the Linux OS of CUCM like configuring IP Address, Changing DNS

hostnames, Rebooting the node, Ping and much more
e CUCM Node can be upgraded using this interface
e Some system status can be verified from here
e Thisis the same interface we access via SSH CLI
e We use Platform User Credentials (OS Admin credentials) to login to Cisco Unified OS

Administration interface
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Cisco Unified IM and Presence Reporting

- ali System Reports

. —
< ¢ @ B —-9% ¥ In @& =
dlialin  Cisco Unified IM and Presence Reporting WEWVRE N Cisco Unified 1M and Presence Reporting
CISCO g4 Cisco Unified Communications Solutions admin About Logout
System Reports  Help =
System Reports
A
IM and Presence E OK: Report generated successfully.
Databasze Replication
Deb
2= IM and Presence Database Status
IM and Presence
Database Status % m
IM and Presence Table Provides a snapshot of the IM and Presence database health. This report can be useful to monitor periodically, and should be
Count Summary used to ensure the database is healthy before an upgrade.
Presence Configuration Created on Thu Feb 18 23:52:52 IST 2021
Presence Limits
Warnings IM and Presence Cluster Name
Riesencelllsags Cluster Name Publisher Name/IP
R rt O ipti .
Hie ST IO StandAloneCluster334fb  imp-pub
—IM and Presence Database Access
Local and publisher databases accessible.
Hiiew Details
—IM and Presence Database Status
RTMT Counter Information
AII =servers have a replication count of 316.
All servers have a good replication status.
I h d replicati
Hiview Details
& See also Database Summary Screen in RTMT.
& Run CLI command (show tech dbstateinfo) for more detail.
Replication Server List (cdr list serv) from every server for debugging purposes only.
Hiiew Details
Replication Server Template (cdr list template) from every server for debugging purposes only.
Hiiew Details
Database Prefs File
Hiiew Details
—IM and Presence Hosts
servers have equivalent host files
7 h lent host fil
Hiiew Details
—IM and Presence Rhosts
servers have equivalent rhosts files.
&4 i h lent rhosts fil
Hiiew Details
—IM and Presence Sqlhosts
All servers have equivalent sglhosts files.
Eiiew Detgil ~

e Though you see this on the CUCM web GUI, it redirects to IMP Server if you have IMP in the

cluster

e You can see that the web URL changes the moment you click here, this is like the reporting

interface of CUCM for IMP servers

e We use Application User Credentials to login to Cisco Unified IM and Presence Reporting
interface
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Network Servicesin CUCM

e The services that are running by default are called Network Services.

e These services are responsible for making sure the CUCM cluster operates smoothly (for example
DB Services, Tomcat Service, DRS Backup service, etc.)

e All the nodes in the cluster runs these services by default

o We usually deal with these services during troubleshooting purpose only

e Network services can be started or stopped from the Service Ability >> Tools >> Control Center -
Network Services page

e We can also see the Up Time of each services here

- il Cisco Unified IM and Presence X
e

c @ © & ntp

% LN o @ =

WEWLEITLE Cisco Unified IM and Presence Serviceability

//imp-pub/ccmservi

alinli, Cisco Unified IM and Presence Serviceability
CISCO  For Cisco Unified Communications Solutions

admin About Logout

Alarm ~ Trace * Toole * Snmp » CalHome ~ Help =

Control Center - N Service Activation EEECWINLLEN Service Activation vI Go I

Control Center - Feature
Start 5 Services resh Page
Control Center - Network —
~Status: Services €«
@Ready Serviceabilty Reports
Archive
~Select Server —| Audit Log Configuration

Server®| cucm-pub--CUCM Voice/Video v|| GO | —

Performance and Monitoring /
| Service Name Status: | Start Time Up Time

O Cisco CallManager Serviceability RTMT Running Wed Feb 17 18:26:34 2021 1 days 05:39:32
O Cisco RTMT Reporter Servlet Running Wed Feb 17 18:26:34 2021 1 days 05:39:32
) Cisco Log Partition Monitoring Tool Running Wed Feb 17 18:16:16 2021 1 days 05:49:50
O Cisco Tomcat Stats Servlet Running Wed Feb 17 18:26:38 2021 1 days 05:39:28
) Cisco RIS Data Collector Running Wed Feb 17 18:16:33 2021 1 days 05:49:33
O Cisco AMC Service Running Wed Feb 17 18:16:34 2021 1 days 05:49:32
) Cisco Audit Event Service Running Wed Feb 17 18:16:37 2021 1 days 05:49:29

Platform Services

| Service Name Status: Start Time Up Time
O Platform Administrative Web Service Running Wed Feb 17 18:25:44 2021 1 days 05:40:22
O A Cisco DB Running Wed Feb 17 18:16:00 2021 1 days 05:50:06
O A Cisco DB Replicator Running Wed Feb 17 18:16:01 2021 1 days 05:50:05
O SNMP Master Agent Running Wed Feb 17 18:16:06 2021 1 days 05:50:00
O MIB2 Agent Running Wed Feb 17 18:16:07 2021 1 days 05:49:59
) Host Resources Agent Running Wed Feb 17 18:16:08 2021 1 days 05:49:58
Y System Application Agent Running Wed Feb 17 18:16:09 2021 1 days 05:49:57
) Cisco CDP Agent Running Wed Feb 17 18:16:10 2021 1 days 05:49:56
O Cisco Syslog Agent Running Wed Feb 17 18:16:11 2021 1 days 05:49:55
O Cisco Certificate Expiry Monitor Running Wed Feb 17 18:16:25 2021 1 days 05:49:41
Y Cisco Certificate Change Notification Running Wed Feb 17 18:16:26 2021 1 days 05:49:40
(@] Cisco ELM Client Service Running Wed Feb 17 18:26:38 2021 1 days 05:39:28
O Cisco Tomcat Running Thu Feb 18 15:44:11 2021 0 days 08:21:55
) Cisco License Manager Running Wed Feb 17 18:16:22 2021 1 days 05:49:44

System Services

| Service Name Status: Start Time Up Time
O Cisco CallManager Serviceability Running Wed Feb 17 18:26:33 2021 1 days 05:39:33
) Cisco CDP Running Wed Feb 17 18:16:17 2021 1 days 05:49:49
O Cisco Trace Collection Servlet Running Wed Feb 17 18:26:38 2021 1 days 05:39:28
Y Cisco Trace Collection Service Running Wed Feb 17 18:16:29 2021 1 days 05:49:37
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Feature Servicesin CUCM

e The services that are not running by default are called Feature Services.

e These services are manually activated for enabling the cluster to perform different features (device
registration, TFTP, Extension Mobility, etc.)

e For example, to register a Phone or Telepresence endpointin CUCM cluster, we need 2 services to
be activated. ‘Cisco TFTP Service’ (responsible for delivering the configuration files to devices
when they request registration) and ‘CCM Service’ (responsible for device registration and call
processing)

e This configuration file contains necessary information for a device to get register (like which CUCM

node to register, soft key template, button template, firmware details, etc.)

<« c o w Ln o @ =

© &£ hitpsy//imp-pub/ccmservice/MainServiet.class

WEWNEWLN Cisco Unified IM and Presence Serviceability

Cisco Unified IM and Presence Serviceability
For Cisce Unified Communications Solutions

mmmm
cisco
About

admin Logout

pAlarm *  Trace ¥ Tools * Snmp *  CalHome ¥  Help

Service Activatior]

Service Activation Contral Center - Feature Services

Control Center - Feature

oy 5
: H Save Services
Control Center - Network
Services

Status:
(@ Ready

Select Server —|

Serviceability Reports
Archive

Audit Log Configuration

Server®

|cucm—pub——CUCMVoiceNideo v| Go ———

[ check All Services /

Cf Services i/
| Service Name

Activation Status

[l Cisco CallManager Deactivated
[l Cisco Unified Mobile Voice Access Service Deactivated
O Cisco IP Vioice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
O Cisco Extension Mobility Deactivated
O Cisco Extended Functions Deactivated
O Cisco DHCP Monitor Service Deactivated
O Cisco Intercluster Lookup Service Deactivated
[l Cisco Location Bandwidth Manager Deactivated
[l Cisco Directory Number Alias Sync Deactivated
O Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
O Cisco Dialed Number Analyzer Server Deactivated
O Cisco Dialed Number Analyzer Deactivated
Cisco Tftp Activated
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
[l Cisco WebbDialer Web Service Deactivated
[l Self Provisioning IVR Deactivated
CDR Services
| Service Name Activation Status

O Cisco SOAP - CDRonDemand Service Deactivated
(| Cisco CAR Web Service Deactivated

Database and Admin Services

| Service Name

| Activation Status

Feature services can be Activated from the Service Ability >> Tools >> Service Activation page
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s Cisco Unified IM and Presence X

&« ¢ o © & https;//imp-pub/ccmservice/MainServiet.class ses w + INn @O & =

aliali,  Cisco Unified IM and Presence Serviceability
cisco For Cisco Unified Communications Solutions

admin About Logout

Alarm * Trace ¥ Took * Snmp * CalHome + Help «

Control Center - F Service Activation

Control Center - Feature
Start s Services ¢

Control Center - Metwork
Services

Service Activation ~Q Go

resiPage

~Status:

(@Ready Serviceabilty Reports
Archive

Audit Log Configuration

~Select Server —|

Server™| cucm-pub—CUCM Voice/Video +~|| Go

Performance and Monitoring Services

| Service Name | Status: Activation Status Start Time Up Time
(@) Cisco Serviceability Reporter Mot Running Deactivated
O Cisco CallManager SNMP Service Not Running Deactivated

Directory Services

| Service Name Status: Activation Status Start Time Up Time
O Cisco DirSync Mot Running Deactivated
CM Services
| Service Name Status: Activation Status Start Time Up Time
O Cisco CallManager Not Running Deactivated
O Cisco Unified Mobile Voice Access Service Not Running Deactivated
(@] Cisco IP Voice Media Streaming App Mot Running Deactivated
O Cisco CTIManager Not Running Deactivated
O Cisco Extension Mobility Mot Running Deactivated
O Cisco DHCP Monitor Service Not Running Deactivated
O Cisco Intercluster Lookup Service Not Running Deactivated
O Cisco Location Bandwidth Manager Mot Running Deactivated
@) Cisco Directory Number Alias Sync Not Running Deactivated
O Cisco Directory Number Alias Lookup Not Running Deactivated
O Cisco Headset Service Not Running Deactivated
O Cisco Dialed Number Analyzer Server Mot Running Deactivated
O Cisco Dialed Number Analyzer Not Running Deactivated Up Time
O I Cisco Tftp Started Activated | Fri Feb 19 00:00:57 2021 0 days 00:09:50
CTI Services
| Service Name Status: Activation Status | Start Time Up Time
O Cisco IP Manager Assistant Not Running Deactivated
O Cisco WebDialer Web Service Not Running Deactivated
(@) Self Provisioning IVR Not Running Deactivated

o Feature services can be Started, Stopped from the Service Ability >> Tools >> Control Center -
Feature Services page

e We can also see the Activation time and Up Time of each services here

e Since CUCM is a distributed cluster of many CUCM nodes, we activate services by considering
load lancing in mind

e Hence, | have activated ‘Cisco TFTP Service’ on the CUCM PUB and ‘CCM Service’ on CUCM
SUB01 and CUCM SUB02

e CUCM SUBO1 and CUCM SUBO02 can act as a redundant registration server for devices
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Here, | haven’t activated ‘CCM Service’ on CUCM PUB because CUCM PUB has primary
responsibility to maintain and replicate the database to other nodes.
Giving extra load on CUCM PUB by activating ‘CCM Service’ adversely affect the DB Replication

process. Hence it is not recommended activate ‘CCM Service’ on CUCM PUB
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[Lab] Service Activationin CUCM Cluster

e Cisco Unified Service Ability >> Tools >> Service Activation >> Select the CUCM PUB >> Go >>
Check Cisco TFTP >> Save

- s Cisco Unified IM and Presence X

&« (& {D’ U & https://imp-pub/ccmservice/MainServlet.class wew T:r + N &

- o= - -p=. Mavigati Ci Unified IM d P 5 i bilit
ALl Cisco Unified IM and Presence Serviceability sl om st s s e

CISCO  For Cisco Unified Communications Solutions

admin About Logout

Alarm =+ Trace * Tools *  Snmp = CalHome = Help ~

Service Activation REECHIRGIER Control Center - Feature Services

L. Save Set to Default Q@ Refresh

—Status: 3
(@) Ready

~Select Server
Server”® —— | cucm-pub--CUCM Voice/Video «|| Go
O check all Services

CM Services
| Service Name Activation Status
O Cisco CallManager Deactivated
O Cisco Unified Mobile Voice Access Service Deactivated
O Cisco IP Vioice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
O Cisco Extension Mobility Deactivated
O Cisco Extended Functions Deactivated
O Cisco DHCP Monitor Service Deactivated
O Cisco Intercluster Lookup Service Deactivated
O Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Sync Deactivated
O Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
O Cisco Dialed Number Analyzer Server Deactivated
O Cisco Dialed Number Analyzer Deactivated
Cisco Tftp &=—— 2 Deactivated
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
O Self Provisioning IVR Deactivated
CDR Services
| Service Name Activation Status
O Cisco SOAP - CDRonDemand Service Deactivated
O Cisco CAR Web Service Deactivated

Database and Admin Services
| Service Name Activation Status
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Make sure the service is in Activated State

[}
- % Cisco Unified IM and Presence X
&« c @ O £ https://imp-puby/ccmservice/MainServiet.class s ﬁ i N & '@I =

WEMGENWGLE Cisco Unified IM and Presence Serviceability

alimli. Cisco Unified IM and Presence Serviceability
CISCO  For Cisco Unified Communications Solutions

admin About Lagaout

Alarm + Trace * Tools * Snmp  CalHome = Help -

Service Activation i Control Center - Feature Services -

|, Save Set to Default @ Refresh

~ Status:
(@ Update Completed

~Select Server

Server® cucm-pub--CUCM Voice/Video «|| Go
[ check all Services

CM Services
| Service Name Activation Status
O Cisco CallManager Deactivated
O Cisco Unified Mobile Voice Access Service Deactivated
O Cisco IP Voice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
O Cisco Extension Mobility Deactivated
O Cisco Extended Functions Deactivated
O Cisco DHCP Maonitor Service Deactivated
O Cisco Intercluster Lookup Service Deactivated
O Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Sync Deactivated
O Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
O Cisco Dialed Number Analyzer Server Deactivated
O Cisco Dialed Number Analyzer Deactivated
Cisco Tftp Activated €
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
Il Self Provisioning IVR Deactivated
CDR Services
| Service Name Activation Status
O Cisco SOAP - CDRonDemand Service Deactivated
O Cisco CAR Web Service Deactivated

Database and Admin Services

| Service Name Activation Status
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o We can monitor the status, up time, activation time from the Control Center - Feature Services

section

! Cisco Unified IM and Presence X [ila - O
< ¢ @ Q & nt L n @@ =

WEMEEWLLE Cisco Unified IM and Presence Serviceability

://imp-puby/c

ulli,  Cisco Unified IM and Presence Serviceability
CISCO  For Cisco Unified Communications Solutions

admin About Logout

Alarm > Trace = Tools » Snmp ~ CalHome v Help =

ontrol Cente:

Service Activation Service Activation ~f Go

Control Center - Feature
Ee —

Start (1§ sevees

Control Center - Network

Statu Services
(DReady Serviceabiity Reports

Archive

reshPage

Audit Log Configuration

Select Server —|
’759""“’1 cucm-pub--CUCM Voice/Video || Go ‘

Performance and Monitoring Services

| Service Name ‘ Status: Activation Status Start Time Up Time |
O Cisco Serviceability Reporter Mot Running Deactivated
O Cisco CallManager SNMP Service Mot Running Deactivated

Directory Services

| Service Name Status: Activation Status Start Time Up Time
O Cisco DirSync Not Running Deactivated
CM Services
| Service Name Status: Activation Status Start Time Up Time
O Cisco CallManager Mot Running Deactivated
O Cisco Unified Mobile Voice Access Service Not Running Deactivated
O Cisco IP Voice Media Streaming App Not Running Deactivated
O Cisco CTIManager Mot Running Deactivated
O Cisco Extension Maobility Mot Running Deactivated
(@] Cisco DHCP Monitor Service Mot Running Deactivated
O Cisco Intercluster Lookup Service Mot Running Deactivated
O Cisco Location Bandwidth Manager Mot Running Deactivated
O Cisco Directory Number Alias Sync Mot Running Deactivated
O Cisco Directory Number Alias Lookup Mot Running Deactivated
O Cisco Headset Service Mot Running Deactivated
O Cisco Dialed Number Analyzer Server Mot Running Deactivated
O Cisco Dialed Number Analyzer Mot Running Deactivated Up Time
O | Cisco Tftp Started Activated | Fri Feb 19 00:00:57 2021 0 days 00:09:50
CTI Services
| Service Name Status: Activation Status | Start Time Up Time
O Cisco IP Manager Assistant Mot Running Deactivated
O Cisco WebDialer Web Service Mot Running Deactivated
O Self Provisioning IVR Not Running Deactivated
- ks Cisco Unified IM and Presence X [iadl - [m]
<« (&) Q @ £ ht mp-pub/ccmservice/MainServlet.class e ﬁ i I @ @I =

WEWLELLEY Cisco Unified IM and Presence Serviceability

alily,  Cisco Unified IM and Presence Serviceability

CISCO  For Cisco Unified Communications Solutions adamiin i " .
oul ogou

Alarm + Trace ¥ Tgols * Snmp v CalHome v Help ~

ce Activation

[J save Set to Default @ Refresh

Status:
’V@ Ready

Select Server

|
Server® [cucm-subo1—cucM voice/video  ~|| Go
1
[ Check All Services

CM Services
| Service Name Activation Status
Cisco CallManager Activated &——
O Cisco IP Voice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
O Cisco Extension Mobility Deactivated
O Cisco Extended Functions Deactivated
O Cisco DHCP Monitor Service Deactivated
O Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
O Cisco Dialed Number Analyzer Server Deactivated
O Cisco Dialed Number Analyzer Deactivated
O Cisco Tftp Deactivated
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
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Cisco Unified IM and Presence X

&« c ‘@' O & https://imp-pub/ccmservice/MainServlet.class wee ﬂr i N 60 @I =

- g - == Nawvigatic Ci Unified 1M d P 5 i bilit
alinl,  Cisco Unified IM and Presence Serviceability D R

CISCO  For Cisco Unified Communications Solutions

admin About Logout

Alarm *+ Trace * Tgols * Snmp * CalHome * Help =

[Service Activation Control Center - Feature Services

|,J Save Set to Default ¥ Refresh

- Status:
@Ready

- Select Server
Server™ || cucm-sub02--CUCM Voice/video  ~| Go
O check All Services

CM Services
| Service Name Activation Status
Cisco CallManager Activated &—
(| Cisco IP Voice Media Streaming App Deactivated
[l Cisco CTIManager Deactivated
O Cisco Extension Mobility Deactivated
[l Cisco Extended Functions Deactivated
| Cisco DHCP Monitor Service Deactivated
O Cisco Location Bandwidth Manager Deactivated
| Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
| Cisco Dialed Number Analyzer Server Deactivated
[l Cisco Dialed Number Analyzer Deactivated
Il Cisco Tftp Deactivated
CTI Services
| Service Name Activation Status
[l Cisco IP Manager Assistant Deactivated
(| Cisco WebDialer Web Service Deactivated

Database and Admin Services

| Service Name Activation Status
Cisco AXL Web Service Activated
| Cisco UXL Web Service Deactivated

Performance and Monitoring Services

| Service Name Activation Status
O Cisco Serviceability Reporter Deactivated
| Cisco CallManager SNMP Service Deactivated

e InCUCM SUBO1 and SUB02, activate Cisco CallManager service
o Now our cluster is ready to accept device registration, we will see how to register a Device to
CUCM soon
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Understanding Cisco IP Phone 8865

e TheCisco IP Phone 8865 is advanced, high-quality, full-featured VolP communications and

affordable entry into HD video (720p) communications

e Flexible deployment options include Cisco on-premises (CUCM), hosted, Mobile Remote Access
(MRA) and WebEx Calling

e Read More: Cisco IP Phone 8865
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Cisco IP Phone 8865 Front Panel

1 Handset and Handset light strip

2 Camera

3 | Programmable feature buttons
and line buttons

4 | Softkey buttons

5 | Back, Navigation cluster,

and Release

6 Hold/Resume, Conference,

and Transfer

7  Speakerphone, Mute,

and Headset

8 ' Contacts, Applications,

and Messages

3908

Indicates whether you have an incoming call (flashing red) or a new voice message (steady red).

Use the camera for video calls.

=Access your phonelines, features, and call sessions.

. Access to functions and services.

Back Return to the previous screen or menu.
If you press and hold the back button for more than 0.5 secs (long press), you return to the main
screen or the call screen. When you are in the settings screens, the long press takes you to the main

screen. If you are in one of the call screens, the long press takes you to the call screen.

Navigation cluster G Navigation ring and Select button—Scroll through menus, highlightitems
and select the highlighted item.

Release - End a connected call or session.
HoId/Resumen Place an active call on hold and resume the held call.
Conferencea Create a conference call.

Transfer Transfer a call.

Speakerphonen Toggle the speakerphone on or off. When the speakerphoneis on, the button
is lit.

Mute Toggle the microphone on or off. When the microphoneis muted, the button is lit.

Headset Toggle the headset on or off. When the headset is on, the button is lit.
Contacts g Access personaland corporate directories.

Applications ﬂ Access call history, user preferences, phone settings, and phone model

information.

Messages Autodial your voice messaging system.
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https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371852.tif/_jcr_content/renditions/371852.jpg
https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371853.tif/_jcr_content/renditions/371853.jpg
https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371851.tif/_jcr_content/renditions/371851.jpg
https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371846.tif/_jcr_content/renditions/371846.jpg
https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371845.tif/_jcr_content/renditions/371845.jpg
https://www.cisco.com/c/dam/en/us/td/i/300001-400000/370001-380000/371001-372000/371844.tif/_jcr_content/renditions/371844.jpg

9 Volume button

Cisco IP Phone 8865 Back Panel

AOWODN =

© 0 N o

Adjust the handset, headset, and speakerphone volume (off hook) and the ringer

volume (on hook).

®

.

DC adaptor port

AC-to-DC power supply (optional)

AC power wall plug (optional)

Network port (10/100/1000 SW) connection

PC port (10/100/1000 PC) connection

Auxiliary port

Handset connection

Analog headset connection (optional)
USB port

372323

48V DC Power (If there isno PoE)

AC to 48V DC power adapter

Power adapter wall plug

IEEE 802.3at power enabled, to connect IP Phone to the switch
(Network).

To connect co-located PC (IP Phone acts as a mini switch). We can
configure different VLANs for Network and PC ports.

To connect expansion module

To connect receiver handset

To connect Cisco Headset (RJ11)

USB devices can be connecte3d, e.g. USB wireless headset
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10 | Audio In/Out ports To feed audio in and out
11 USBport USB devices can be connecte3d, e.g. USB wireless headset

143



Understanding Cisco Telepresence Endpoint DX70

e The Cisco DX70 desk series 14-inch HD video and audio device

e A multi touch capacitive touch screen that provides an elegant and powerful user interface

o Flexible registration models on-premises, MRA and in the cloud

e Internal 2-port Cisco Ethernet switch allows for a direct connection to a 10/100/1000BASE-T
Ethernet network (IEEE802.3i/802.3u/802.3ab) through an RJ-45 interface with single LAN
connectivity for both the DX70 and a co-located PC

e Supports wireless network connection

e Firmware is either Cisco CE or Android, default comes with Cisco CE software

e DX70 is bit outdated Telepresence Endpoint, we have Cisco WebEx Desk Series
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https://www.cisco.com/c/en/us/products/collaboration-endpoints/webex-desk-series/index.html

Cisco DX 70 Front Panel

Integrated collaboration at the
desktop

Compact size for limited spaces

Features

802.11 a/b/g/n wireless and Gigabit
Ethernet connectivity

Bluetooth and USB (including a high-
current side port for charging tablets
and smart phones)

Peripheral support offers many
options for personalization Speaker
Android 4.1 and Google Play Store
access for third-party applications
HDMI Input for PC/Mac Display and
Content Sharing

Tiltable Document Camera
VESA (100 and 75) mount support

Microphone positioned
for optimal pickup

Cisco DX 70 Back Panel

Main VO Panel l

Easy-Access
Side Panel

Rubber Pad for stability
and acoustical isolation

“Source” button

1080p30 with 65° FOV

14-inch, 1920x1080 LCD
Capacitive touchscreen

Soft buttons for
Audio Volume
And Mute

Power/lock button

Flip Cover to conceal
connector panel

Kensington Security Slot

Rear Foot allows
extended tilt for touch
collaboration (range of
20°- 85°)
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Protocols and Services Used by Cisco IP Phones/ Telepresence Endpoints

NTP (Network Time Protocol): Used to synchronize time with a central server to enable standard
time on all the IP Phones
CDP (Cisco Discovery Protocol): Cisco Switches will identify connected IP Phone via CDP. This will
make sure specific power delivery over PoE enabled switches
DHCP (Dynamic Host Configuration Protocol): DHCP is faster, easier, widely accepted method to
distribute IP information to the clients, here IP Phones. DHCP can be provided by an existing
dedicated DHCP server, Router, L3 Switch, other software or natively from CUCM itself. It provides
following information to the IP Phones,

o |IP Address

o Subnet Mask

o Default Gateway

o DNS Server

o TFTP Server IP
TFTP (Trivial File Transfer Protocol): IP Phones utilize TFTP to download their configuration files,
firmware images etc. Normal TFTP server can’t fulfill IP Phones requirement, hence we must have
CUCM TFTP server. CUCM runs TFTP service at port number 6970
PoE (Power Over Ethernet): Provides DC power over Ethernet cabling. No extra wiring, no external
power supply needed. Cisco Switch send FLP (Fast Line Pulse 147KHz), phone receive and send
back the FLP to the switch. By this way switch will realize the device need power. Then switch
provide required power. From CDP message switch can be able to analyze how much power
needed for an IP Phone. 3rd party phone will take full power. Use show power inline command to

verify the PoE
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pr—] TN T =\ r Cy —— — — TN TNULCS it

@ 192.168.10.254 - PuTTY

SWITCH#show power inline

Module Available Used Remaining
(Watts) (Watts) (Watts)

Admin Oper Power  Device Class Max
(Watts)

Fa2/e/1 auto off

Fa2/e/2 auto off

Fa2/e/3 auto on 15. Ieee PD
Fa2/e/4 auto off 2.0 n/a

fFa2/e/s auto off 0.0 n/a

Fa2/e/6 auto off D.E n/a

Fa2/e/7 auto off .0 n/a

Fa2/e/8 auto off 0.0 n/a

iFaZ/@/Q auto on .3 IP Phone 7942
iIFa2/e/1e auto on .3 IP Phone 7942
WFaz/e/11 auto off D.E n/a

iFaz2/e/12 auto off 0.0 n/a

5.4
5.4
5.4
5.4
5.4
5.4
5.4
5.4
5.4
5.4
5.4
5.4

DNS (Domain Name System): DNS provides IP to Domain mapping and vice versa. Itis not critical
to IP Phones. DNS is not a service that CUCM can offer

SIP (Session Initiation Protocol): Used to resister the phone with CUCM and facilitates in call
control. Open standard protocols

SCCP (Skinny Client Control Protocol): Used to register the phone with CUCM and enables in call

control. Cisco proprietary protocol, almost outdated. New IP phones don’t support SCCP
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DHCP Configuration for Cisco IP Phones and Telepresence Endpoints

e DHCP can be configured on a L3 switch, Router or dedicated DHCP servers (Windows, Linux, etc.)
e Option 150 is used to mention CUCM TFTP Server IP address
e Option 66 is used to point CUCM TFTP Server DNS name

[LAB] DHCP on L3 Switch

¢ Inthe below topology, the phones will get VLAN 11 and the respective IPs and PC will get VLAN 12

and corresponding IPs.

Fa0/0

=

Creating a Logical Interface for Voice VLAN
SWITCH(config)# interface Vlanle
SWITCH(config-if)# ip address 192.168.10.254 255.255.255.0

Creating a logical Interface for Data VLAN
SWITCH(config)# interface Vlanll
SWITCH(config-if)# ip address 192.168.20.254 255.255.255.0

Excluding IP Address from the pool
SWITCH(config)# ip dhcp excluded-address 192.168.10.1 192.168.10.10
SWITCH(config)# ip dhcp excluded-address 192.168.10.245 192.168.10.254

SWITCH(config)# ip dhcp excluded-address 192.168.20.1 192.168.20.10
SWITCH(config)# ip dhcp excluded-address 192.168.20.245 192.168.20.254

Creating DHCP Pool for phones with TFTP Options
SWITCH(dhcp-config)# ip dhcp pool HQ_PHONES
SWITCH(dhcp-config)# network 192.168.10.0 255.255.255.0
SWITCH(dhcp-config)# default-router 192.168.10.254
SWITCH(dhcp-config)# dns-server 192.168.10.11
SWITCH(dhcp-config)# option 150 ip 192.168.10.253 192.168.10.13
SWITCH(dhcp-config)# option 66 ip cucm-pub.ajcollab.com
SWITCH(dhcp-config)# domain-name ajcollab.com

Creating DHCP Pool for PCs

SWITCH(dhcp-config)# ip dhcp pool HQ_DATA
SWITCH(dhcp-config)# network 192.168.20.0 255.255.255.0
SWITCH(dhcp-config)# default-router 192.168.20.254
SWITCH(dhcp-config)# dns-server 192.168.20.11
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Assign Dual VLAN to the Switch Port
SWITCH(dhcp-config)# interface range fastEthernet ©/1-12
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport voice vlan 10
Switch(config-if-range)#switchport access vlan 11

In this case the switch portis intelligent enough to assign Data VLAN to the PC port on the IP Phone.

Hence, when you connect a PC on the PC Port, that device will be in Data VLAN 11 and IP Phone will be in

Voice VLAN 10
rVOICE VLAN 10 (VOICE TRAFFIC)

Ethernet
Cable 1
ooooooooooooonnlm

Ethernet
Cable 2

Multi VLAN
Access Port

DATA VLAN 11 (DATA TRAFFIC)
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[LAB] DHCP on Local Router

¢ Inthis situation, make sure there is no interface VLAN configured on the switch for the VLAN

where the phones are connected

Fa 0/0

192.168.10.253

R1
.E-’

Fa 0/0

g

Assigning IP Address to router interface

Router(config)# interface fa 0/0

Router(config-if)# ip address 192.168.10.253 255.255.255.0
Router(config-if)# no shutdown

Excluding IP Address from the pool
Router(config)# ip dhcp excluded-address 192.168.10.1 192.168.20.10
Router(config)# ip dhcp excluded-address 192.168.10.245 192.168.20.254

Creating DHCP Pool for phones with TFTP Options
Router(dhcp-config)# ip dhcp pool HQ_PHONES
Router(dhcp-config)# network 192.168.10.0 255.255.255.0
Router(dhcp-config)# default-router 192.168.10.253
Router(dhcp-config)# dns-server 192.168.10.11
Router(dhcp-config)# option 150 ip 192.168.10.253 192.168.10.13
Router(dhcp-config)# option 66 ip cucm-pub.ajcollab.com
Router(dhcp-config)# domain-name ajcollab.com
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[Lab] DHCP Configuration on Remote Router or Device
o |f DHCP server is located remotely (notin the LAN), the DHCP broadcast packets will drop at the
default gateway of the device
e Hence, we would configure IP Helper address in the default gateway interface to reach a remote
DHCP server
e In below figure, the DHCP traffic will drop at the interface VLAN 10. Hence configure IP Helper
address at the interface VLAN 10

192.168.60.253
R1 HDCP

Server

Interface VLAN 10

Configure IP Helper Address in the
Fa 0/0 interface VLAN 10 or on R1interface
(Default gateway of the device)

ev]

SWITCH(config)# interface Vlanll
SWITCH(config-if)# ip address 192.168.10.254 255.255.255.0
SWITCH(config-if)# ip helper-address 192.168.60.253

Note: Make sure, the Remote DHCP server should contains a DHCP pool with a network similar to the

interface VLAN 10.
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Default Phone Configuration File - xmldefault.cnf.xml

As part of Phone registration process, the phone requests a configuration file from the CUCM
TFTP Server over HTTP port 6970

Phone will always request SEPMAC_ADDRESS.cnf.xml file, if the phoneis not presentin the
CUCM database (not added before), this specific SEPMAC_ADDRESS.cnf.xml won’t be available
During such scenario (phone is not added in CUCM before), the phone requests the default
configuration file xmldefault.cnf.xml from TFTP server

To access this file, http://CUCM_TFTP_SERVER:6970/xmldefault.cnf.xml

The file contains whether the Auto registration is Enabled or Disabled, CUCM Group (where we

have the CUCM node to register) and all supported Phone models and available firmware

M Device Pool Configuration X [RERIERIREp SR AN RIS H il 10.
A ¢ @ © % [192.168.21.1:6970/xmidefault.cnixml | Must be HTTP s e © Ty I @ & =
This XML file does not appear to have any style information iated with it. The d it tree is shown below:
—<Default>
<autoRegistrationName>AUTO-REG</autoRegistrationName>
autoR g. i dizabled< toR. u. ]HLil)]I)
elfProvisioningSecureMode>true<selfProvisioningSecureMode>

<adminProvisionMode>false</adminProvisionMode>
<ipAddressMode>0</ipAddressMode>
<ipPreferenceModeControl>0</ipPreferenceModeControl>
<ipMediaAddressFamilyPreference>0</ipMedia AddressF amilyPreference>
—<callManagerGroup>
<name>Default</name>
<tftpDefault>true</titpDefault>
—<members>
—<member priority="0"> —
—<callManager>
<name>cucm-pub<mame>
<description>cucm-pub-description> €&———
—<poris>
<ethernetPhonePort>2000</ethernetPhonePort>
<sipPort>3060</sipPort>
<securedSipPort>3061</securedSipPort>
—<mgecpPorts>
Jisten>2427< listen>
<keepAlive>2428< keepAlive>
</mgepPorts>
</ports>
<processNodeName>cucm-pub</processNodeName>
</callManager>
</member>
</members>
</callManagerGroup>
—TVS>
—<members>
—<member priority="0">
<port>2445</port>
<address>cucm-pub</address>
</member>
</members>
<TVE>
<loadInformation548 model="Cisco 6911">8CCP6011.9-3-1-5R2-3</loadInformation548>
<loadInformation49T model="Cizco 6961">3CCP6%xx 0-4-1-38R3<loadInformationd97>
<loadInformation614 model="Cisco TelePresence Profile 52 Dual (C60)">
<loadInformation36297 model="Cisco Webex Room 70 Dual G2"/>
<loadInformation616 model="Cisco TelePresence Profile 63 Dual (C90)">
<loadInformation558 model="Cizco TelePresence 400"
<loadInformation557 model="Cizco TelePresence 200"
<loadInfi tion628 model="IMS-integrated Mobile (Basic)"/>
<loadInformation30006 model="Cizco 7970">8CCP70.9-4-28R3-15<loadInformation30006>
<loadInformation36262 model="Cizco ATA 191">ATA191.12-0-15R2-3</loadInformation36262>
<loadInformation684 model="Cisco 2851">21p88xx 12-8-1-0001-455<loadInformation684>
<loadInformation36292 model="Cizco Webex Room Kit Pro"/>
<loadInformation36307 model="Cisco Webex Dezk Pro"/>
<loadInformation593 model="Cisco Cius">
<loadInformation520 model="Cisco TelePresence 1100">
<loadInformation592 model="Cisco 3905">CP3905.9-4-15R3</loadInformation592>
<loadInformation36217 model="Cizco 8211">sip88xc 12-8-1-0001-455<loadInformation36217>
<loadInformation36225 model="Cizco 8865 ">2ip8845_65.12-8-1-0001-455<1oadInformation36225>
<loadInformation36213 model="Cizco 7811">sipT8:x0c 12-8-1-0001-455<loadInformation36213>
<loadInformation36304 model="Cizco Webex Board 55"

<loadInformation645 model="Univerzal Device Template” />
laadinf Han 6T madal="iern TalaP AETAO >
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Auto Phone Firmware Upgrade Situations
e Aphonewill go for a firmware upgrade if its firmware is lower than the one available on
xmldefault.cnf.xml file
e If the phone firmware is higher than the one available on xmldefault.cnf.xml, there won’t be aby

firmware upgrade
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[Lab] Auto Registration of Cisco Endpointin CUCM
e (o to User Management >> User/Phone Add >> Universal Device Template
e Check the device pool there, phones will be taking this information to get register

e Here the device poolis Default and hence it takes the CUCM Group under the Default device pool

ks Universal Device Template Cor X JREPRIGRARECH LIRS

& c @ @ & httpsy//192.168.21.1/ccmadmin/commonDeviceTemplateEdit.do?key=5 *** b mn o e

alinli,  Cisco Unified CM Administration
cisco

WENEETEY Cisco Unified CM Administration ~

About

For Cisco Unified Communications Solutions

admin Logout

System v CallRouting v Media Resources v  Advanced Features = Devics =  Applcation ~  User Managsment v  Buk Administraton v Help =

Universal Device Template Configuration CCETENRLTES Back To Find)List -

G Save x Delete  Expand All I{I,i Add New

~ Template Information
Name * | Auto-egistration Template

~ Required and Frequently Entered Settings

Device Description /
- View Detais
Device Security Profile *
S Proie -
Phone Button Template *

» Device Settings

» Device Routing

¥ Phone Settings

» Protocol Settings

» Phone Buttons Configuration

» IP Phone Services Subscription

» Security Settings

¥ Service Configuration Settings

» Troubleshooting Settings

» Locale Settings

» Multilevel Precedence Preemption (MLPP) Settings
» Do Not Disturb (DND} Settings

» Automatic Alternate Routing (AAR) Settings
» Busy Lamp Field Settings

» Music on Hold Settings

» Location Settings

[“save || Delete |[ Expand Al |[_Add tew |

e (o to System >> Cisco Unified CM Groups and check the Default CUCM Group

e Here we see CUCM PUB in the Selected Cisco Unified Communications Managers list
e We haven't activated Cisco CallManager service on CUCM PUB

e Hence no registration will happen by default

4k Cisco Unified CM Group Confi- X 92.168. midefault.cnf

&~ Cc & @ & hitpsy//192.168.21.1/cemadmin/cemGroupEdit.datkey=d13c4201-7800  see o m o e =
aliilie  Cisco Unified CM Administration (EWEELEIN Cisco Unified CM Administration I Go
€ISCO  Eor Cisco Unified Communications Solutions admin  About  Logout

System v CallRouting v Media Resources v  Advanced Features = Device v  Appicaton v User Wanagement v  Bulk Administration =  Help v

Cisco Unified CM Group Configuration [N ETC N2 Back To Find/List v

G Save x Delete Copy % Reset . Apply Confiy |:D: Add New

‘ @ Status: Ready ‘

I—Cism Unified Communications Manager Group

Cisco Unified Communications Manager Group: Default (used by 17 devices) |

[ Cisco Unified Communications Manager Group g

Name* [pefault €——— |

Auto-registration Cisca Unified Communications Manager Group

[ Cisco Unified Communications Manager Group

Available Cisco Unified C Managers [cp b0t

CM_cuem-suboz

vA

<

Save Delete Copy Reset Apply Config Add New
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o If we look at the xmldefault.cnf.xml file, we see that Auto Registration is disabled and primary node
is CUCM PUB, this must be changed

Tpurst 192.162.21.1:6070/xmldefault.enfor X [ES ol L

< ¢ w © #[192.16821.1:697

x”.lde"aL,I:,cq-','-ﬂ-”.Il Must be HTTP B0F% PP ﬁ |||\ Ej @)‘ =

Thiz XML file does not appear to have any style information associated with it. The document tree iz shown below.

—<Defaunlt>
<autoRegistrationName>AUTO-REG=/autoRegistrationName=>
<autoRegistration>disabled</antoRegistration>
<selfProvisioningSecureMode>true</selfProvisioningSecureMode>
<adminProvisionMode>falze</adminProvisionMode>
<ipAddressMode>{</ipAddressMode>
<ipPreferenceModeControl>0</ipPreferenceModeControl>

<ipMediaAddressFamilyPreference>0</ipMedia AddressFamilyPreference>

allManagerGroup>
itpDelauli-toewiipDetault>

—<members>

—<member priority="0">
—callManager>
[Fname>cucm-pub<name> |
Zdescription=cucm-pub</description>
—<ports>
<ethernetPhonePort>2000</ethernetPhonePort>
<sipPort>3060<sipPort>
<securedSipPort>3061<'securedSipPort>
—<mgepPorts>
<listen>2427</listen>
<keepAlive>2428<keepAlive>
<'mgcpPorts>
</ports>
<processNodeName>cucm-pub</processNodeName>
</callManager>
</member>
</'members>
</callManagerGroup>
—TVS>
—<members>
—<member priority="0">
<port=2443</port>
<address>cucm-pub</address>
</member>
</'members>
<TVE>
<loadInformation548 model="Cisco 6911">SCCP6911.9-3-1-8R2-3</ToadInformation548>
<loadInformation497 medel="Cisco 6961">8CCP69xx 9-4-1-35R3<loadInformation497>
<loadInformation614 model="Cisco TelePresence Profile 52 Dual (C60)">
<lpadInformation36297 model="Cisco Webex Room 70 Dual G2"/>
<loadInformation6l6 model="Cisco TelePresence Profile 63 Dual (C20)">
<loadInformation558 model="Cisco TelePresence 400"
<lpadInformation557 model="Cisco TelePresence 200"
<loadInformation628 model="IMS5-integrated Mobile (Basic)"/>
<loadInformation30006 model="Cisco 7970">8CCP70.9-4-25R3-15</loadInformation30006>
<loadInformation36262 model="Cizco ATA 191">ATA191.12-0-15F2-3<loadInformation36262>
<loadInformation684 model="Cisco 8851">zip88xx 12-8-1-0001-455</loadInformation684>
<loadInformation36292 model="Cisco Webex Room Kit Pro"/>
<loadInformation36307 model="Cisco Webex Desk Pro"/>
<loadInformation593 model="Cisco Cius">
<loadInformation520 model="Cisco TelePresence 1100">
<loadInformation592 model="Cisco 3905">CP3903.9-4-15R3</loadInformation592>
<loadInformation36217 model="Cisco 8811">sip88xx. 12-8-1-0001-455<1oadInformation36217>
<loadInformation36225 model="Cizco 8863 >:ip8845_63.12-8-1-0001-455<loadInformation36225>
<loadInformation36213 model="Cisco 7811">sipT8xx.12-8-1-0001-455<loadInformation36213>
<lpadInformation36304 model="Cisco Webex Board 53"
<loadInformation645 model="Universal Device Template"/>
“laadTnfarmatinon TEMT madel=""zrn TalaPrezanca W TO0" >

This must be g CUCM Node with Cisco CallManager Service running
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e | have moved CUCM SUBO1 to the selected list

- it Cisco Unified CM Group Confi X

&« c ‘@‘ 0 & https://192.168.2 1.1 /ccmadmin/ccmGroupEdit.do?key=d13c4 201-T8C

imildefault.cnf.

.
- O v in @ @
Navigation

admin About Logout

ahahe  Cisco Unified CM Administration

€IS€O0 £yt Cisco Unified Communications Solutions

User Management *  Bulk Administration * Help =

CEILIEL DG Back To Find/List v

System = CallRouting * Media Resources Advanced Features + Device *  Application +

Cisco Unified CM Group Configuration

LE Save x Delete Copy % Reset i Apply Config Iﬂl} Add New

rStatus

® Status: Ready

 Cisco Unified Communications Manager Group Information

Cisco Unified Communications Manager Group: Default (used by 17 devices)

r Cisco Unified Communications Manager Group Settings

Name™ [Default |

Auto-registration Cisco Unified Communications Manager Group

r Cisco Unified Communications M Group Members

Available Cisco Unified Communications Managers | oy cucm-sub0?2

CM_cucm-pub

v A
Selected Cisco Unified Communications Managers® CM_cucm-sub0l $————

¢

Save Delete Copy Reset Apply Config Add New

@ *. indicates required item.
@ *¥zelacted Cisco Unified Communications Managers are ordered by highest priority

@ **¥*0nly active Cisco Unified Communications Managers are available for adding to Cisco Unified Communicatiens Manager Groups.
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Go to System >> Unified CM >> Select CUCM SUBO1

.
e Set Universal Device and Line Template
e Configure starting DN and Ending DN
e Uncheck Auto-registration Disabled box
- dils Cisco Unified CM Configuratic X [EREPRIGRAREAr il s
<

¢ © £ https;//192.168.21.1/ccmadmin/ccmEdit.do?key=992e1133-34c6-4b5c »»» & 1y N @ & =

aliilin  Cisco Unified CM Administration Navigation

CIS€O  £4¢ Cisco Unified Communications Solutions admin About Logout

System « CallRouting ~ Media Resources »  Advanced Features « Device ~  Application +  User Management ~  Bulk Administration + Help «

Cisco Unified CM Configuration Related Links: EELIL] d/l
B Save % Reset 4 Apply Config
rStatus

@ Update successful

rCisco Unified Communications Manager Information

Cisco Unified Communications Manager: CM_cucm-sub01 (used by 17 devices)

rServer Information

CTI ID 4
Cisco Unified Communications Manager Server® cucm-sub01
Cisco Unified Communications Manager Name* |CM_cucm—5ubE|1 |

Description | cucm-sub01 |

Location Bandwidth Manager Group |<: Mone = v

— Auto-registration Information

Universal Device Template™ |Auto—registration Template vl
Universal Line Template* [ sample Line Template with TAG usage examples |
Starting Directory Number® |11001 |
Ending Directory Number® |11002 |

[ auto-reqistration Disabled on this Cisco Unified Communications Manager  Uncheck this box!
MNext Auto-Registartion number to be used: 11001
Note: Ensure there are unused Directory Numbers within the configured range.

rCisco Unified Communications Manager TCP Port Settings for this Server

Ethernet Phone Port® |20E|D

MGCP Listen Port™ [2427

SIP Phone Port* [5060

|
|
MGCP Keep-alive Port* |2423 |
|
|

SIP Phone Secure Port* |5051

Save Reset Apply Config

@ *_indicates required item.
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¢ Now the xmldefault.ncf.xml file shows that the auto registration is enabled
e The phone that gets this configuration file, will send a SIP Register Request to CUCM SUB01
e After receiving the Register message from the phone, the CUCM SUBO1 will create a database

entry and corresponding phone specific configuration file SEPMAC_ADDRESS.cnf.xml on the TFTP

server

m Cisco Unified CM Configuratic > [REERIR WH R TS £ A ST +

< c @ © & 192.168.21.1:6970/xmlidefault.cnfxml * g mn o &

This XML file does not appear to have any style information associated with it. The document tree is shown below.

—<Default>
<autoRegistrationName>AUTO-REG=/autoRegistrationName>
<autoRegistration>enabled</autoRegistration>
<selfProvisioningSecureMode>true</selfProvisioningSecureMode
<adminProvisionMode>false</adminProvisionMode>
<ipAddressMode>0</ipAddressMode>
<ipPreferenceModeControl>0</ipPreferenceModeControl>
<ipMediaAddressFamilyPreference>0</ipMedia AddressFamilyPreference>
—fcallManagerGroup>
<name>Default</name=
<tftpDefault=true</tftpDefault>
—<members>
—<member priority="0">
—<callManager>
| =name>cucm-sub0l</name>_|
<description=cucm-sub01</description=
—<ports>
<ethernetPhonePort>2000</ethernetPhonePort>
<sipPort>3060</sipPort>
<securedSipPort>3061</securedSipPort>
—mgcpPorts>
<listen=2427</listen>
<keepAlive>2428</keepAlive>
</mgcpPorts>
</ports>
<processNodeName>cucm-sub01</processNodeName=
</callManager>
</member>
</members>
</callManagerGroup>
—TVS=>
—<members>
—<member priority="0">
<port=2445</port>
<address=cucm-sub01</address>
</member=
</members>
=TVS=
<loadInformation348 model="Cisco 6911">=5CCP6911.9-3-1-SR2-3</loadInformation543>
<loadInformation497 model="Cisco 6961">SCCP6%xx 9-4-1-35R3</loadInformation497>
<loadInformation614 model="Cisco TelePresence Profile 52 Dual (C60)"/>
<loadInformation36297 model="Cisco Webex Room 70 Dual G2"/>
<loadInformation616 moedel="Cisco TelePresence Profile 65 Dual (C90)"/=
<loadInformation558 model="Cisco TelePresence 400"/=
<loadInformation357 model="Cisco TelePresence 200"/>
<loadInformation628 model="IMS-integrated Mobile (Basic)"/>
<loadInformation30006 model="Cisco 7970"=SCCP70.9-4-25R3-15</loadInformation30006=
<loadInformation36262 model="Cisco ATA 191"=ATA191 12-0-1SR2-3</loadInformation36262>
<loadInformation634 model="Cisco 8851">sin88xx 12-8-1-0001-455</loadInformation684>
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e Now the phone will go for a reboot, during next registration attempt, the phone will get its own
configuration file SEPMAC_ADDRESS.cnf.xml

e Basically, the Auto reg enabled xmldefault.cnf.xml helps to create SEPMAC_ADDRESS.cnf.xml

e Based on the information available on SEPMAC_ADDRESS.cnf.xml, the phone will get register to
the respective node (here CUCM SUBO1)

m Find and List Phones http://192.168.21.1:6970/SEP301CE. X

C @ &'|view-source:hnp:/f192.168.21.1:69?0/55P501CBOOC?105.cnf.xm|| *d YN @O @ =

<device xsi:type="axl:XIFPhcne" ctiid="33" nnid="{4a7lea3c-9d6l-47c3-a5da-95512Zaac28b2 ">
<funllConfig>true</fullConfig>
<portalDefaunltServer>inmp-pub</portalDefanltServer>
|<deviceProtocol>5IP(!deviceProtocol}|

<sshUserId></sshUserId>

<sshPassword>»</sshPassword>

<ipAddressMode>0</ipAddressMode>>
<allowAntoConfig>true</allowAntoConfig>
<dadEnable>true</dadEnable>

<redirectEnablerfalse</redirectEnable>
<echoMultiEnablerfalse</echoMultiEnable>
<ipPreferenceModeControl>0</ipPreferenceModeControl>
<ipMediaAddressFamilyPreference>0</ipMediaAddressFamilyPreference>
<tzdata>

<tzolsonversion»201%k-2021</tzolsonversion>
<tzopdater>tzupdater.jar</tzupdater>

</tzdata>

<mlppIndicationStatus>C0ff</mlppIndicationStatus>
<preemption>Disabled</preemption>
<executiveOverridePreemptable>false</executiveOverridePreemptable>
<devicePool umid="{lblb%eb6-7803-11d3-bdf0-00108302eadl}">
<revertPriority>0</revertPriority>

<name>Default</name>

<dateTimeSetting wumid="{9%=c4850a-7748-11d3-bdf0-00108302eadl}" ">
<name>CMLocal</name>

<dateTemplate>M/D/Y</dateTemplate

<timeZone>Greenwich Standard Time</timeZone>
<olsonTimeZone>Etc/GMI</olsonTimeZone>

</dateTimeSetting>

<callManagerGroup>

<name>Default</name>

<tftpDefanlt>true</tftpDefault:>

<members>

<member priority="0">
<callManager>

<name > EElEl< / name>
<descriptionscuchm-sublli</description>

<ports>

<ethernetPhonePort>2000</ethernetPhonePort>
<sipPort>5060</sipPort>
<securedSipPort>5061</securedSipPort>

<mgcpPorts>

<listen>2427</listen>

<keepAlive>2428</keepAlive>>

</mgcpPorts>

</ports>

<processHodeName>cucm-=subll</processNodeName>
</ecallManager:>

</member:>

</members>

</ecallManagerGroup>

<srstInfo wumid="{cdZ4lell-4a58-4d3d-966l-f06c8lzaltas}">
<name>Disable</name>

<srstOption>Disable</srstOption>
<userModifiablerfalse</userModifiable>
<ipAddril></ipAddrl>

<portl>2000</portl:>

<ipAddr2></ipAddr2>

<port2>2000</port2:>

<ipAddr3></ipAddr3>

<nort3F2000< fmort3y

e Please note, here the CallManager node name is the host name ‘cucm-sub01’, phones should be

able to resolve this to corresponding IP address to successfully register. So, make sure your
phones DHCP pool has proper DNS server configured
e Ifthe phone doesn’t have DNS server, then change the CUCM node names to IP Address by going

to System >> Server
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e Device >> Phones, All the Phones are registered automatically with Default Device Pool

e You can make test calls now

- s Find and List Phones *

<« c ‘@‘ O & https://192.168.21.1/ccmadmin/phoneFindList.do?lookup=falsefi: *** © T:f + N @ @t =

aliin  Cisco Unified CM Administration Navigation

cisco

For Cisco Unified Communications Solutions admin About Logout

System » CallRouting ~ Media Resources *  Advanced Features ~ Device =  Application =  User Management ~  Bulk Administration + Help «

Find and List Phones RN R UGE Actively Logged In Device Report ~ | Go

|:|'} Add New @ Select All @ Clear Al @ Delete Selected % ResetSelected 7 Apply Config to Selected

Status

@ 7 records found
Phone (1-7ofZ7) Rows per F

Find Phone where | Device Name | begins with | Find Clear Filter 4P =

/' Generate PRT for Selected

Select item or enter search text |

|:| Device Name(Line) * Diescription Device Pool Deavice Protocol Status IPv4 Address Copy  Super Copy

O SEP0BCC6H8310664 Auto 11001 Default SIP Registered with cucm-sub01  192.168.10.57 [ g
9871

O SEP0BCC6331D463 Auto 11003 Default SIP Registered with cucm-sub01  192.168.10.55 [ g
9871

D SEPS01CBO0CT1DS Auto 11006  Default SIP Registered with cucm-sub01 192.168.10.60 1) @
SEEE

O SEPS03DES7D6C04 Auto 11005  Default sIP Registered with cucm-sub01  192.168.10.56 [{ g
3645

|:| SEP7426ACFISASE Auto 11007 Default SIP Registered with cucm-sub01 192.168.10.53 [ Iﬂ
[ EEl]
() uto efau egistered with cucm-su . .10.
SEP84B517AF4C43 Auto 11002 Default SIP Registered with bO1 192.168.10.58
9871

D ) SEPA40CC35441 05 Auto 11004 Default SIP Registered with cucm-sub01 192.168.10.59 [§ IE
9871

Add New Select All Clear all Delete Selected Recet Selected Apply Config to Selected Generate PRT for Selected

o After the lab, make sure you disable the Auto registration on CUCM SUBO1, verify that on the

xmldefault.cnf.xml

& Cisco Unified CM Configuratic. X S 152.152.21. 16570 et cnt

« e e © £ hitpsy/192.168.21.1/ccmadmin/cemEdit doTkey=99Ze1133-34cE  =es 4 £ n @& =

« o © & 192.168.21,1:6970/midefault enfm - @ L n D& =

all,  Cisce Unified CM Administration

€ISE€0 o0 Cisco Unified Communications Solutions This XML file does not appear to have any style information associated with it. The document tree is shown below.

System ¥ CsiRoutng v  Wed Resouwrces ™  AQvanced Festuras = Davcs ™  Apgicalion ¥  UserManagement ¥  BUK Admiaiaten ¥  Hep v

Cisco Unified CM Configuration (YOI 6ack To Find/List | Go - — _
Name>AUTO-REG</autoRegistrationName>
B Save %' Reset g Apply Canfg \m istratis autoRegistration>
SselfProvisioni A sellProvisioningSecureMode
<adminProvisionMode>false</adminProvisionMode>
<ipAddressMode=0</ipAddressMode=
(@) vpaste succmseta ipPreferenceModeC iipPre ModeControl=
<ipMediaAddressFamily ipMediaAdd
Cisco Unified C Manager —call ManagerGroup=
{:m Unified Communications Mansger: CM_cucm-sub01 (used by 24 devices) <name>Default</name>
<tftpDefault>true<tftpDefaule>
rServer b
crio + —<member priority="0">
Cisco Unified Communications Manager Server® cucm-sub01 —callManager>
Cisco Unified Communications Manager Name® [Ch_cuzm-sub01 | <name>cucm-sub0l</name>
— P ] <description>cucm-sub0] </description>
—ports>
Ernla e < Mane > - <ethernetPhonePort>2000</ethernetPhonePort>
<sipPort=3060</sipPort>
<securedSipPort>3061</securedSipPort>
Universal Device: Tempiote? [Auto-registration Template - —<mpgepPorts>
universal Line Template® [ Sample Line Template with TAG usage examples  ~ <listen>2427</listen>
Starting Directory Number* 11001 ] <keepAlive-2428</keepAlive>
cxog iy b [ \ mecprore
4 Auto-regiatration Disabled on this Cisco Unified Communications Manager | P Nod: b01</processNodeN:
<callManager>
Cisca Unified Communications Manager TCP Port Setting </member>
Ethemet Phane Fort™  [2000 </members>
= . </callManagerGroup>
MGCP Listen Part . [2azz rvse B P
MGCP Keep-alive Port* [2az8 cmembers>
S1P Phone Port® oe0 —<member priority="0">
SIP Phone Securs Port® [5p51 <port=2443</port=
<address>cucm-sub0] </address>
</member>
Save | | Reset | | Apply Canfig </members>
<TVS>
@ * incicaces rocuired tam. <loadlnformation548 model="Cisco 6911">SCCP6911 9-3-1.5R2-3</loadInformation545>

<loadInformation497 model="Cisco 6961">SCCP6%xx 9-4-1-3SR3</loadInformationd97>
<loadInformationtl4 model
<loadInformation36297 mod.

isco TelePresence Profile 52 Dual (C60)"/>
isco Webex Room 70 Dual G2°/>

model="Cisco TelePresence Profile 65 Dual (C90)"/>
loadInformationS58 model="Cisco TelePs 40077
<loadInformation557 model="Cisco TelePresence 2007/

< ion628 model="TM! arated Mobile (Basic)"/>
<loadInformation30006 model="Cisco 7970">5CCP70 9-4-25R3-15</loadInformation 30006
<loadInformation36262 model="Cisco ATA 191">ATA191.12-0-1SR2-3</loadInformation36262>
ion684 model="Cisco 8851">sin88xx 12-8-1-0001-455</loadInformation684> g
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Device Poolin CUCM

e ltis a set of common configurations for a group of devices. We usually create Device Pools to
group similar devices (e.g. Phones in a specific location have same device pool)

e Thedevice pool contains Registrar Server, Codec Settings, and many more information that is
useful for a device

e To configure Device Pool, System >> Device Pool

e Let’s evaluate some of the key components of a Device Pool
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azn Device Pool Configuration X

&« c @

cisco

aln Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System * CallRouting ~ Media Resources «

Advanced Featurezs * Device

[0 https://192.168.21.1/ccmadmin/devicePoolEdit.do?key=1b1b9ebé-

Cisco Unified CM Administration

BS&V& x Delete Copy %Rﬂs&t & Aoy Config EI} Add New

Bulk Administration * Help

elated Back To Find/List

o @y in @ &

.

Go

Go

Status

® Status: Ready

Device Pool Information
’7Device Pool: Default (17 mem|

bers**)

r Device Pool Setti

Device Pool Name*

Default
|Cisco Unified Communications Manager Group® [ Default | V]
Calling Search Space for Auto-registration = None = v|
Adjunct CSs [ Nene = ]
Reverted Call Focus Priority [Default ~]
Intercompany Media Services Enrolled Group |< None = V|

r Roaming Sensitive Setti

Date/Time Group™ | cMLocal ]
Region® Default V‘
Media Resource Group List < None > M
Location < None > | V‘
Network Locale | < None = ” ]
SRST Reference® [ Disable v
Cennection Monitor Duration™®** |

Single Button Barge* [Default v]
Join Across Lines™® [ Default V]
Physical Location |< MNone = V‘
Device Mobility Group [= None = V]
Wireless LAN Profile Group [< None = | view Details

Local Route Group Setti

Standard Local Route Group |< MNone =

vl

AnR Calling Search Space
AAR Group

Called Party Transformation CSS

Calling Party Transformation CS5

rDevice Mobility Related Information™****

Device Mobility Calling Search Spa:e| = Mone =

v

|<Nona> Vl
|<Nona> Vl
|<Nona> Vl
|<Nona> Vl

~Ganlnratinn Canfi tinn
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Cisco Unified Communications Manager Group

It specifies a prioritized list of up to 3 Cisco Unified Communications Managers (CUCM nodes with
Cisco CallManager service running)

The first CUCM node in the list serves as the primary registration server for that group, and the
other members of the group serve as backup for redundancy

When primary CUCM node goes down, devices automatically fall back to secondary CUCM nodes

This provides redundancy in Phone registration and call routing

Date/time group

The date/time group specifies the time zone and the display formats for date and time for the
devices

CUCM Node time zone is given during the installation of CUCM server, Date/time group is solely
used for setting the proper time zone for devices

You can have you CUCM node in one geographical location and devices in entirely different
location if network connectivity in place (Phones can reach CUCM nodes IP)

Date/Time Group offsets the correct time learned via NTP to match local time zone where the

device is located. Also, we can specify the format of time

Region

Region is used to specify voice codec (bit rate) per calls within a region and between other regions
Devices in same Region uses G.711 or G.722 whereas one Region to another Region uses G.729

by default

These relations can be modified according to our needs

Location

The location specifies the total bandwidth that is available for calls to and from this location

Use locations to implement call admission control (CAC) in a centralized call-processing system
CAC enables you to limit the total amount of bandwidth that is available for audio and video calls
between locations

While Region specified per call bit rate, Location sets the maximum calls bitrate from that location
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[Lab] Create a Device Pool
¢ In production cluster, we do not use the default device pool, instead we create specific device
pools based on circumstances
e Inour case, we have 2 geographical location (Bangalore and Texas), Bangalore is the headquarters
and Texas is the remote branch office

Device Pool Component BANGALORE-DEVICE-POOL TEXAS-DEVICE-POOL

1 CUCM Group BANGALORE-CCM-GROUP  TEXAS-CCM-GROUP
Order = SUBO1, SUB02 Order = SUB02, SUBO1

2 Region BANGALORE-REGION TEXAS-REGION

3 Date/time Group IST-DATE-TIME-GROUP CST-DATE-TIME-GROUP
(GMT+5:30 offset) (GMT-6 offset)

o We set the Region relation between these 2 areas to G.729 (8 kbps) and with in the region to
G.711 (64kbps)

e System >> Cisco Unified CM Groups >> Add New >>

e Add 2 CUCM groups with node priority, BANGALORE = SUB01 & SUB02; TEXAS = SUB02 &

SUBO1
<« C @ @ £ hitps;//192.168.21.1 /cemadmin/cemGroupEdit.do?key=h9f5cf3b- | = T v INn @O & =
alialin  Cisco Unified CM Administration Mavigation

CISCO  r4; Cisco Unified Communications Solutions admin About Logout

System + CallRouting + Media Resources *  Advanced Featurezs + Device v  Application +  User Management +  Bulk Administration + Help «

Cisco Unified CM Group Configuration CEEIERRRDTCS Back To Find)/List ~
G Save x Delete Copy % Reset Z Apply Config EEI Add New
rStatus

@ Add successful

r Cisco Unified Communications Manager Group Information

Cisco Unified Communications Manager Group: BANGALORE-CCM-GROUP (used by 0 devices)

r Cisco Unified Communications Manager Group Settings

Name* [gANGALORE-CCM-GROUP é—— |

DAuto—registration Cisco Unified Communications Manager Group

r Cisco Unified Communications Manager Group Members

Available Cisco Unified Communications Managers

v A
Selected Cizco Unified Communications Managers® CM_cucm-sub0l é———
CM_cucm-zsub02 é———

¢

Save Delete Copy Reset Apply Config Add New
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il Cisco Unified CM Group Confic X

< ¢ o © £ hitps;//192.168.21.1/ccmadmin/cemGroupEditdolkey=3331376e- »=» & ¥ v N D & =

alinlin  Cisco Unified CM Administration Navigation

CISCO . Cisco Unified Communications Solutions admin About Logout

System *  CallRouting ~ MWedia Resources »  Advanced Features * Device = Application *  User Management =  Bulk Administration + Help
ed CM Group Configuration SR AR U Back To Find/List v
B Save x Delete Copy % Reset Z Apply Config EDH Add New

rStatus

@ Add successful

r Cisco Unified Communications Manager Group Information

Cizco Unified Communications Manager Group: TEXAS-CCM-GROUF (used by 0 devices)

rCisco Unified Communications Manager Group Settings

Name® [TEXAS-CCM-GROUP $———— |

DAutu-registratiun Cisco Unified Communications Manager Group

~ Cisco Unified Communications Manager Group Members

Available Cisco Unified Communications Managers

v~
Selected Cisco Unified Communications Managers® CM_cucm-sub02 f——
CM_cucm-sub0l $——

<

Save Delete Copy Reset Apply Config Add New

® *- indicates required item.
@ **Selected Cisco Unified Communications Manaagers are ordered by highest priority

@ ***only active Cisco Unified Communications Managers are available for adding to Cisco Unified Communications Manager Groups.

165



e System >> Region Information >> Region >> Add New >>
e Add 2 regions and set the relation (SAME REGION = G.711; between BANGALORE & TEXAS =
G.729)

Region Configuration b + . Aol

s e © T v o ¢

&« c Q [0 https

alil.  Cisco Unified CM Administration EWEETEE Cisco Unified CM A ration
CIS€0 oy Cisco Unified Communications Solutions admin  About  Logout
System v Call Routing » Media Resowrces »  Advanced Features »  Dewice »  Application = User «  Buk Administrstion = Help =
Region Configuration CHPEERER B2 ck To Find)/List . | Go
| s3ve x Delzte %l Resst 7 Apply Config Cifa Add New
Stat
(@) update successhul

(@) Click on the Reset button to have the changes take sfizct.

Ragion
’VNE’“E'lBANGALORE-REGION —

r Region Relati
Region Audio Codec Preference List Maximum Audio Bit Rate Maximum Session Bit Rate for Video Calls Maximum Session Bit Rabe for Immersive Video Calls
BANGALORE-REGION Use System Default [Factory Default low loss) 64 kbps (G722, G.711) Use System Default (384 kbps) Use System Default (2000000000 kbps)
TEXAS-REGION Use System Default (Factory Default low loss) 8 kbps (G.729) Use System Default (384 kbps) Use System Default (2000000000 kbps)
NOTE: Regions not displayed Use System Default Use System Default Use System Default Use Systzm Default

Modify Relationship ta other Regions
Regions Audio Codec Preference List Maximum Audio Bit Rate Maximum Session Bit Rate for Video Calls Maximum Session Bit Rate for Immersive Video Calls

BANGALORE-REGION
Default

Keep Current Setting .| ® [ kbps (G.723) ] ® Kesp Current Setting ® Kesp Current Setting
kbps O Use System Dafault 0 Use System Default

QO None O None
O kbps O kbps

Save | | Delete | | Reset | | Apply Config | | Add New

@ *- indicates required itam.

- ils Region Configuration X

&« (& fb D & https:

alln  Cisco Unified CM Administration
CISCO  Eor Cisco Unified Communications Solutions

[ - . —
4398a8-55da-165d - (8w = & 1y N DO & =
Navigation | Go |

admin About Logout

92.168.21.1/ccmadmin/regionEdit.do?key

System v Call Routing » Media Resources = Advanced Features »  Device ion *  User

DR Back To Find)List .|| Go |

Region Configuration

== xnelem %Rp_m £ Poply Config [ Add New
r Status

(i) updete successhul
(3) Click an the Reset buttan to have the changes teke effect,

Region Inf
’VNE"“E‘lTEXAS-REGION(—
Region Relati
Region Audio Codec Preference List Maximum Audio Bit Rate Meximum Session Bit Rete for Video Calls Meximum Session Bit Rete for Immersive Video Calls
BANGALORE-REGION Use Syst=m Default (Factory Default low loss) 8 kbps (G.729) Use Syst=m Default (384 kbps) Use System Default (2000000000 kbps)
TEXAS-REGION Use System Default (Factory Default low loss) 64 kbps (G722, G.711) Use System Default (384 kbps) Use System Default (2000000000 kbps)
MNOTE: Regions not displayed Use System Default Use System Default Use System Default Use System Default

r Madify Relationship to other Regi

Regions Audio Codec Preference List Maximum Audio Bit Rate Maximum Session Bit Rate for Video Calls  Maximum Session Bit Rate for Immersive Video Calls

BANGALORE-REGION

Defaule i

Keep Current Setting .| ® |84 kbps (G722, G.711) ] ® Keep Current Setting ® Kesp Current Setting
kbps O Use System Default O Use System Default

O none O none
kbps @] kbps

Save | [ Delete | [ Reset | [ Apply Config | [ Add New

@ *- indicates required item.
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e System >> Phone NTP References >> Add New
e SIP Phones take the reference time from NTP Reference configuration

e SCCP Phones will ignore this

- 2k Phone NTP Reference Config: X [ia

<« c @ © & https://192.168.21.1/ccmadmin/ntpServerEdit.do - O % LN D & =

alil.  Cisco Unified CM Administration et
CISCO  ror Cisco Unified Communications Solutions admin About Logout
System = CallRouting + Media Resources +  Advanced Featurezs + Device *  Application *  User Management +  Bulk Administration + Help =

Phone NTP Reference Configuration

B Sawe

rStatus

® Status: Ready

r Phone NTP Reference Information

G RTELR RS Back To Find/List

IP Address® [192.168.51.1 |

Description |CUBE-NTP-SERVER |

Made® [Multicast v

Save

® *_ indicates required item.

e System >> Date/Time Group >> Add New
e |ST-DATE-TIME-GROUP with GMT+5:30 and CST-DATE-TIME-GROUP with GMT-6

- &k Date/Time Group Configuratic X +

& c Q‘ O & https://192.168.21.1 /ccmadmin/datetimeGroupEdit.do?key=46cd-  we» () ﬁ i N @ @0 =
almln  Cisco Unified CM Administration e
CISCO £yt Cisco Unified Communications Solutions admin About Logout

System = CallRouting ~ Media Resources ~ Advanced Features ¥ Device ~ ication *  User * Buk init jion * Help =

Date/Time Group Configuration Related Links: ZER QR lsiN=4

B Save x Delete Copy % Reset z Apply Config Ifl]i Add New

 Status

@ Add successful

@ Click on the Reset button to have the changes take effect.

 Date/Time Group Information

Date/Time Group: IST-DATE-TIME-GROUP (used by 0 devices)
* [15T-DATE-TIME-GROUP $&——

Group Name

Time Zone™ | (GMT+5:30) Asia/Kolkatat €—— \/l Entries with # are compatible with legacy phone loads
Separator® | - (dash) vl (applies to Date Format only)

Date Format™* [D-mor — |

Time Format* [12-hour ]

r Phone NTP References for this Date/Time Group

Selected Phone NTP References™** 192.168.51.1 ——o

L
~

Add Phone NTP References | Remove Phone NTP References

Save Delete Copy Reset Apply Config Add New

@ *_ indicates required item.

@ **zelected Phone NTP References are ordered by highest priority
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cisco For Cisco Unified C

s Date/Time Group Configuratic X ~+

dliale  Cisco Unified CM Administration

ommunications Solutions

&« (& ‘Q‘ U & https://192.168.21.1/ccmadmin/datetimeGroupEdit.do?key=ab3 e ) ﬁ

WEWGERGLE Cisco Unified CM Administration v

System *

Date/Time Group Configuration

LE Save x Delete Copy % Reset z Apply Config Iflji Add New

Call Routing *  Media Resources *  Advanced Features = Device =  Application

User Management =  Bulk Administration +

rStatus

@ Add successful

@ Click on the Reset button to have the changes take effect.

rDate/Time Group Information

Date/Time Group: CST-DATE-TIME-GROUP (used by 0 devices)

Group Name* |csT-DATE-TIME-GROUP €

Time Zone* [ (GMT-6:00) CST6CDT — - | Entries with * are compatible with legacy phone loads
Separator* [- (dash) | (applies to Date Format only)

Date Format® [M-D-¥ &—— ]

Time Format* [12-hour ]

—Phone NTP References for this Date/Time Group

Selected Phone NTP References** 192.168.51.1 =

|

v
-~

Add Phone NTP References

Remove Phone NTP References

Save Delete Copy

@ *_ indicates reguired item.

Reset Apply Config Add New

@ **35elected Phone NTP References are ordered by highest priority
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e System >> Device Pool >> Add New
e Associate corresponding CUCM Group, Date/Time Group and Region to BAGALORE-DEVICE-POOL
and TEXAS-DEVICE-POOL respectively

- il Device Pool Configuration

<~ C @ //192,168.21.1/ccmadmin/devicePoolEdit.doTkey=47633417 =+ & ¥ v In @ & =
aliml,  Cisco Unified CM Administration i Go
CISCO  E4; Cisco Unified Communications Solutions admin About Logou

System +  CallRouting =  Media Resources +  Advanced Features + Device = Application *  User Managemsnt =  Bulk Administration *+ Help «

Device Pool Configuration CERTEN R R TGS Back To Find)/List Go

B Save x Delete Copy % Reset z Apply Config I:Di Add New

rStatus

@ Add successful

@ Click on the Reset button to have the changes take effect.

r Device Pool Information

Device Pool: BANGALORE-DEVICE-POOL (0 members®*)

r Device Pool Settings

Device Pool Name™* |BANGALDRE-DEVICE-POOL —

Cisco Unified Communications Manager Group* | BANGALORE-CCM-GROUP &—— v|
Calling Search Space for Auto-registration | < None = v|
Adjunct C55 [« none = ]
Reverted Call Focus Priority | Default V|
Intercompany Media Services Enrolled Group |<: None = v|

r Roaming Sensitive Settings

Date/Time Group* [1ST-DATE-TIME-GROUP 6—— v]
Region® [BANGALORE-REGION é—— ]
Media Resource Group List | = None = V|
Location [« none = |
MNetwork Locale | < None > Vl
SRST Reference® [ Disable |
Connection Monitor Duration*** |

Single Button ElElrgne"t | Default V|
Join Across Lines* | Default V|
Physical Location [« None = |
Device Mobility Group [« None = |
Wireless LAN Profile Group [= none = | View Details

Standard Local Route Group [ = None > v|

"Local Route Group Settings

r Device Mobility Related Information™***

Y
AS

Device Mobility Calling Search Space| < None

AAR Calling Search Space [ < None = v

AAR Group |{ MNone > V|
Calling Party Transformation CSS |{ Mone

W
A

Called Party Transformation C55 |<: None = V|
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azs Device Pool Configuration X

« ¢ @ © £ hitps,//192.168.21.1/ccmadmin/devicePoolEdit.do?key=fac9ad0s- == & ¥ v IN @ & =

dliilin  Cisco Unified CM Administration
cisco

WEWGERGLE Cisco Unified CM Administration v

admin About Logol

Gc

For Cisco Unified Communications Solutions

System + CallRouting +  Media Resources =  Adwvanced Features = Device = Application +  User Management ~  Bulk Administration  Help ~

Device Pool Configuration R IS Back To Find/List « | Go
LE Save x Delete Copy % Reszet £ Apply Config Ell} Add New
rStatus
® Add successful
@ Click on the Reset button to have the changes take effect.
r Device Pool Information
Device Pool: TEXAS-DEVICE-POOL (0 members**)
- Device Pool Settings
Device Pool Name* | TEXAS-DEVICE-POOL 6———
Cisco Unified Communications Manager Group® |TE)(AS—CCM—GRDUP — |v|
Calling Search Space for Auto-registration | < Mone = V|
Adjunct C55 [« None = ~]
Reverted Call Focus Priority [ Default v
Intercompany Media Services Enrolled Group | < Mone = V|
r Roaming Sensitive Settings
Date/Time Group™® [CST-DATE-TIME-GROUP —— |
Region® [ TEXAS-REGION ¢—— ]
Media Resource Group List [ < Mone = ]
Location [« None = ~]
Network Locale [ < Mone = v]
SRST Reference® | Disable ]
Connection Monitor Duration*** |
Single Button Elarge* | Default V|
Join Across Lines*® [ Default v]
Physical Location [ < Mone = v
Device Mobility Group | < None = vl
Wireless LAN Profile Group [< None > | view Details
Local Route Group Settings
Standard Local Route Group |<: None = v|
r Device Mobility Related Information™***
Device Mobility Calling Search 5pace| < None = v|
AAR Calling Search Space | = None = V|
AAR Group | < None = V|
Calling Party Transformation CSS | = None = v|
Called Farty Transformation C55 | = None = V|
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[Lab] Manual Registration of Cisco Endpointin CUCM
e As we know that any Phones will initially look for SEPMAC_ADDRESS.cnf.xml, if they are unable to

find it, then go for xmldefault.cnf.xml

e Based on the auto registration information present in the xmldefault.cnf.xml file, the phone may
register or stay without registering

o Auto registration is disabled in in most of the enterprise companies since we can’t control the
Extension number and other parameters for the phones via auto registration

e Manually adding the Phone MAC details and tuning other parameters in CUCM Database is called
manual registration

Device >> Phones >> Add New >> Phone Type: Cisco 8865 >>

- s Phone Configuration
e

c ‘@‘ U g https://192.168.21.1 /ccmadmin/phoneEdit.do

192.168.21.1:6970/xmldefault.cnf.

- @ i ¥ N @O & =

almli  Cisco Unified CM Administration —— Ge
CISCO L. Cisco Unified Communications Solutions admin About Logol

System + CallRouting * Media Resources +

Advanced Features ~ Device *  Application + User Management *  Bulk Administration * Help «

Phone Configuration CE RGN R UI Back To Find/List ~ | Go

LE Save

Status
’7® Status: Ready

—Phone Type

Product Type: Cisco 8865
Device Protocol: SIP

r Device Information
Device is trusted
MAC Address*
Description
Device Pool*
Common Device Configuration
Phone Button Template™
Softkey Template
Common Phone Profile ®
Calling Search Space
AAR Calling Search Space
Media Resource Group List
User Hold MOH Audio Source
Metwork Hold MOH Audio Source
Location *

AAR Group

User Locale

MNetwork Locale

Built In Bridge*

Privacy *

Device Mobility Mode ™
Wireless LAN Profile Group
Owner

Owner User ID

Mobility User 1D

Phone Personalization ®

Services Provisioning™

[s01cBo0Cc7iDs  MAC Address of the Phone |

[11001 - Deepika Padukene Description |

| BANGALORE-DEVICE-POOL Device Pool | View Details

[« None = | view Details
[ standard 8865 s1P Butfon Template ]
|< MNone = vl
|Standard Comman Phone Profile  §——— leiEW Dretails
|<: MNone = Vl
|< MNone = Vl
|< MNone = Vl
|< MNone = Vl
|< MNong = Vl
|Hub_N0ne vl
|< MNone = vl
|< None = vl
|< MNone = vl
|Default vl
|Default vl
|Default vl

|<N0ne:> /I
Z

O vser ® Anonymous (Public/Shared Space)

| view Details

|< MNone = Vl
|Default vl
[ Default ol
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s Phone Configuration .168.21.1: midefault.cnf.

« ¢ © & https;//192.168.21.1/ccmadmin/phoneEdit.do o Lo e

aliilin  Cisco Unified CM Administration Navigation

€ISCQ  ror Cisco Unified Communications Solutions admin  About  Logol

System v CallRouting v Media Resources =  Advanced Features v Device v  Application v  UserManagement v  Bulk Administration v  Help v

Phone Configuration G RV LN RT G Back To Find/List ~ 8 Go

[ seee

Use Device Pool Calling Party Transformation CSS (Caller 1D For Calls From This Phone) ‘

Calling Party Transfarmation CSS | = none =

Use Device Pool Calling Party Transformation CSS (Device Mobility Related Information)

rProtocol Specific Inf

Packet Capture Mode * [Mane ]

Packet Capture Duration [o

BLF Presence Group* Standard Presence group v

SIP Dial Rules [ < None = |

MTP Preferred Originating Codec* | 711ulaw

[Device Sequrity Profile® | Cisco 8865 - Standard SIP Non-Secure Frofile | |

Rerouting Calling Search Space | < None > |
SUBSCRIBE Calling Search Space [ < None = |
[S1P Profile” [ Standard SIP Profile | ~| View Details

Digest User = Mone > v|
[media Termination Point Required
Clunattended Port

[Jrequire DTMF Reception

- Certification Authority Proxy Function (CAPF)

Certificate Operation® [ No Pending Operation

Authentication Mode* By Null String
Authentication String
Generate String
Key Order* RSA Only
RSA Key Size (Bits)* 2048
EC Kay Size (Bits)
Operation Completes By 2021 02 12 (YYYY:MM:DD:HH)

Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

[P e

e Video Capabilities must be enabled if we need video calls feature

- s Phone Configuration b -+ = (]

&« [CIE™ © £ hitps)//192.168.21.1/ccmadmin/phonekdit.do @ % LN D&
almli,  Cisco U WEWTERELY Cisco Unified CM Administration |
€IS€0  £or Cisco Unified Communications Solutions admin  About  Logol

System = CallRouting * Media Resources v  Advanced Features = Device =  Applcation =  User Nanagement v  Buk Administration =  Help v
Phone Configuration LESIEH RS Back To Find/List « 8 Gi

LE Save

‘ Secure Shell Password | | ‘

rProduct Specific Configuration Layout

? Parameter Value Override E:::;!I)l:?e_;tﬁl;!:lun Phone

U pisable Speakerphane
[ pisable Speaksrphone and Headset
Ooisable Handset O
PC Port * Enabled ~]
Settings Access® [Enabled ~] O
PC Voice VLAN Access® [Enabled ]
Video Capabilities* Erebled | ~] O
Web Access* [Disabled ~] O
Disable TLS 1.0 and TLS 1.1 for Web Access™ [ Disabled o] O
Enbloc Dialing* [Disabled ~] O
Days Display Not Active O

Monday

Tuesday v
Display On Time [o7:30 |00
Display On Duration [10:30 1O
Display Idle Timeout [01:00 10O
Display On When Incoming Call* Enabled -~ O
Enable Power Save Flus Sunday A O

Monday

Tuesday v
Phone On Time [00:00 1O
Phone Off Time [24:00 [m
Phone Off Idle Timeout* [s0 10O
[enable Audible Alert O

EnergyWise Domain [ 1O

EnergyWise Secret [ ]
[ allow Energywise ovarrides O

Join And Direct Transfer Policy* [Same line, across line enable v O

Span to PC Port* [Disabled v]

Recording Tone* [ Disabled v]

Recording Tane Local Volume* [100 ]

Recording Tone Remote Volume® [s0 ]

Recording Tene Duration [ ]
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! Phone Configuration

&« & Q 0 & https:,

/192.168.21.1 /ccmadmin/phoneEdit dakey=3bTe294b-fiac *== & T ¥ N O € =

Cisco Unified CM Administration Navigation Go

For Cisco Unified Communications Solutions admin About Logouf

cIsco

System v CallRouting ~  Media Resources ~  Advanced Features v Device ~  Application = UserManagement ~  Bulk Administration v Help ~

Phone

nfiguration Related

LB Save x Delete Copy % Reset . Apply Config dl]: Add New

Stat
@ Add successful

rAssociation rPhone Type

LU Back To Find/List Go

Modify Button Items Product Type:  Cisco 8865

= - Device Protocol: SIP
1 wmline[1]-Addanew DN 1st Extension Nunjie:

- Add 2 new DN 2nd Extension Nuipp8#al-time Device Status
Registration:  Unregistered

2 winz Line [2]
B

3 &gaddanewsD s Pv4 Address:  192.168.10.60
a %. Add a new SD P Active Load ID:  sip8845_65.12-8-1-0001-455
e Inactive Load ID: sip8845_65.12-5-15R2-2
S5 &3 AddanewSD - Download Status: None
6 Ggaddonewsp z  Device Information
7 Gpaddanewsd d Device is Active
8 & Add a new SD i Device is trusted
MAC Address* 501CBO0C71DS
El & Add a new SD g L | |
I Description [11001 - Deepika Padukone ]
10 Add SD
&5 Add a new Device Pool* [ BANGALORE-DEVICE-POOL | View Details
= - Unassigned Associated Itemns - Comman Device [< none = | View Details
” o - Configuration
EpadlanEn Phone Button Template*  [Standard 8865 SIP ]
12 Alerting Calls Saftkey Template [ < none = ]
13 Al Calls Commen Phene Profile® | Standard Comman Phone Profile | view Details
14 Answer Oldest Calling Search Space [ < none = <]
15 wm:Add a new BLF Directed Call Park AAR Calling Search Space [ < None = -]
G @lE Media Resource Group List | < None ]
17 call Pickup User Hold MOH Audio [« Nore > -]
Source
18 CallBack Network Hold MOH Audie [ < None > v]
19 Do Nt Disturb Source
Location -
20 Group Call Pickup [Hub_None ‘
AAR Grou v
21 Hunt Group Logout i [ None = |
User Locale -
22 wmzIntercom [1]- Add a new Intercom [ Nane - |
L Network Locale [= none > -]
23 Malicious Call Identification Built In E\ridga* Default v‘
24  Meet Me Conference Privacy* | Default v‘
2= | Dy Device Mobiity Mode®  [Default <] View Current
26 Other Pickup Device Mobility Settings
a7 LAt Rannting T Wireless | AN Profile Groun [ nans sisur mataile
# Directory Number Configurat X
. *
c @ © & hitps://192.168.21.1/ccmadmin/directoryNumberEdit do?key=950 »== & ¥ N @@

allh,  Cisco Unified CM Administration [IEWEECPTY Cicco Unified CM Administration ~ [ Go
cisco

For Cisco Unified Communications Solutions admin About Logou

System v CallRouting v  Media Resources v  Advanced Featurss v Device v  Application v  User Management ¥  Bulk Administration v  Help v

(R RRT G Configure Device (SEP501CBO0CT 1D5) Go

(& seve 9 oeete Rreset 2 Appiycontiy offa Addnew

Status

@ Update successful

[ Directory Number

Directory Number* [11001 &—— | Ourgent priority
Route Partition < None > v

Description [11001 - Deepika Padukane ]

Alerting Name [11001 - Deepika Padukane ]

ASCII Alerting Name [11001 - Deepika Padukane ]

External Call Control Profile | < None = !

Allow Control of Device from CTI

Associated Devices SEPS01CB0O0C71DS

Edit Device
Edit Line Appearance

v,

Dissociate Devices

[ Directory Number Settings

Voice Mail Profile [= None = | (Choose <None= to use system default)
Calling Search Space [« None = ]
BLF Presence Group* [Standard Presence aroup ]
User Hold MOH Audio Source [ < Nene = v|
Network Hold MOH Audio Source [ None = v|
Auto Answer* [Auto Answer Off ]

[ reject Anonymous Calls

Enterprise Alternate Number
|7 Add Enterprise Alternate Number ‘

+E.164 Alternate M
|V Add +E.164 Alternate Number

rDirectory U
Advertise
Primary URI Partition Clobally Rem
via ILS
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& Directory Number Configuratic X

&« ¢ @ © £ httpsy//192.168.21.1 /ccmadmin/directoryNumberEdit.do?key=950 =o= & s + N @ @’

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

WEWLELLLE Cisco Unified CM Administration v

admin About Lot

System v CallRouting ~  Media Resources v Advanced Fealures = Device ~  Appication User Management ~  Bulk Administration ~

Help ~

Directory Number Configuration

LB Save x Delete % Reset 47 Apply Config dl]: Add New

| Party Entrance Tone*

CEE CLRELUE Configure Device (SEP501CB00C71D5) « | Go

| Default -

rLine 1 on Device SEP501CB0O0C71D5

Display (Caller 1D) [11001 - Deepika Padukene | Display text for a line appearance is intended for displaying
text such as a name instead of a directory number for calls. If you specify a number, the person receiving a call may not see the

proper identity of the caller
[11001 - Deepika Padukone ]

ASCII Display (Caller

Line Text Label [11001 - Deepika Padukone |

External Phone Number || |
Mask

Visual Message Waiting
Indicator Policy®

Use System Policy |
Default |
Use System Default ~

[use System Default

Audible Message waiting
Indicator Policy*

Ring Setting (Phone Idle)
*

Ring Setting (Phone | Applies to this line when any line on the phene has a call in progress.

Active)

Call Pickup Group Audic  [Use System Default v]
Alert Setting(Phone Idle)

Call Pickup Group Audic  [Use System Default v]
Alert setting(Phone.

Active)

Recording Option* [ call Recording Disabled |
Recording Profile [< Nane = |
Recording Media Source | Gateway Preferred |
*

Monitoring Calling [ Mone = ~]

Search Space

og Missed Calls

rMultiple call/call wa

ng Settings on Device SEP501CB00C71D5

Note:The range to select the Max Number of calls is: 1-200
Maximum Number of Calls* [s ]

Busy Trigger* [2 | (Less than or equal to Max. Calls)

r Forwarded Call Information Display on Device SEP501CB00C71D5

O calier name
O caller Number

[ oadicartad Nimbar

: Phone Configuration b + - a

C @ o @ W L

O £ ht

192.168.21.1/ccmadmin/phoneEdit.do?key=3b7e294b-ff n o &

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

WEWEELLLY Cisco Unified CM Administration - Go

About

admin Logouy

System v | CallRouting v Media Resources v AdvancedFeatures  Device v  Application »  User Management =  Bulk Administration v  Help +

Phone Configuration

[ swve 3 oosee

LR ES NG Back To Find/List

Copy % Reset 4 Apply Config |:|‘]= Add Hew

Status:
@ Status: Ready
[ Association rPhone Type
Modify Button Items Product Type:  Cisco 8865
Device Protocol: SIP
1 11001 (no pa )

2 mzline [2] - Add a new DN [ Real-time Device Status:
e el add A e S0

Registration:
IPv4 Address:  192.168.10.60

Active Load ID: _sip8845_65.12-8-1-0001-455
Inactive Load ID: sip8845_65.12-5-1SR2-2
Download Status: None

Registered with Cisco Unified Communications Manager cucm-sub01
3 (35 Addanew 5D

4 &z Add a new SD

5 (&5 AddanewsD

6  &m AddanewSD

[ Device Information

7 &pyAddanewsD Device is Active

Device is trusted
MAC Address™

8 &pAddanewsd

[s01cBOOC71DS |
[11001 - Deepika Padukene |
‘ BANGALORE-DEVICE-POOL

[= Mone =

9 BpAddanewsD

Description

10 GFAddanewsSD Device Paal* +| View Details

Common Device
Configuration

-- Unassigned Associated Items ---
11 &5 AddanewSD

~| View Details

12 Alerting Calls
13 Allcalls
14  Answer Oldest

26  Other Pickup

Phone Button Template™®
Softkey Template

Common Phone Profile®

Wireless | AN Profile Groun,

[ standard 8865 SIP

[< Mone =

[ standard Common Phane Profile

~| View Details

Calling Search Space [= Mone = <]
15 wmzAdd 3 new BLF Directed Call Park AAR Calling Search Space | < None > v
z Add 3 new BLF Directed Call Park
16 Call Park Media Resource Group List [ < None > <]
17 call Pickup giirmiu\d MOH Audio [« Mone > <]
18 CallBack Network Hold MOH Audie |« Nene > ]
19 Do Not Disturb Source Y
Location o
20  Group Call Pickup [Hub_Nene ]
AAR Grou -
21 Hunt Group Logout P [ None > ]
User Locale -
22 ez Intercom [1] - Add a new Intercom [= Mone > ]
™ Network Locale [< None > <
23 Malicious Call Identification Built In Bridge* (oofat ‘
24 Meet Me Conference Privacy* (Defaut ‘
25 Mability Device Mobility Mods* [ Default .

Device Mobility Settings

[ Mana ~

[ fimu Mat=ile
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o Telepresence endpoints do not register even if they added to CUCM manually, we must perform
additional step on the DX70 web interface to get that registered to CUCM

e Access the DX70 web interface by browsing the device IP Address

e Setup >> Configuration >> Provisioning >> Mode: CUCM >> Save

e Then only DX70 will auto register to CUCM, This step is not required for IP Phones

m Find and List Phones Pl il 192.168.10.53
& c O £ |https:;‘_,-'192.168.10.53_,-'-:.-eb_,-'con-’.g_,-'Dmvisioning| - @ o ¥ In @ & =
], 192.168.1(
CISco Cisco TelePresence D.
# Home . Call Contral # Setup & Security & Maintenance - Integration & adl
Configuration % Revert =
Audio Provisioning T
Bluetooth
CallHistary
Cameras Connectivity Auto w
Conference LoginName (0 to B0 characters)
FacilitySemvice
Maode CucmMm ~
H323
HttpClient Password Undo | (0 to 64 characters)
Logging
Macros ExternalManager
Netwark Address (0 to 64 characters)
NetworkPort AlternateAddress (0 to 64 characters)
NetworkSenices
) Domain (0 to 64 characters)
Peripherals
Phonebook Path (0 to 255 characters)
Proximity
RoomReset
RTP
Security
SerialPort
3P
Standby
SystemUnit
Time

Userlnterface

UserlManagement
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e |f we look at the SEP501CB00C7 1D5.cnf.xml file, we would be able to see the Device Pool, CUCM

Group, Date/Time Group, etc.

http://192.168.21.1:6970/SEPS01CE. X +

¢ @ # |view-source:http://192.168.21.1:6970/SEP501CBOOCT 1D5.cnfxml w LN O &

<device xsi:type="ax1:XIFFhone" ctiid="36" unid="{3b7e29%4b-ffac-f79f-6aab-c2d4e55cbckba}">
<fullConfig>true</fullConfig>
<portalDefanltServer>inp-pub</portalDefanltServers>
<deviceProtocol>»5IP</deviceProtocol>

<sshUserId></sshUserId>

<sshPassword></sshPassword:>

<ipAddressMode>0</ipAddressMode>
<allowAntoConfigsrtrue</allowAntoConfigs>
<dadEnable>truse</dadEnable>

<redirectEnable>false</redirectEnable>
<gchoMultiEnable>false</echoMnltiEnables>
<ipPreferenceModeControl>0</ipPreferenceModeControl>
<ipMedialAddressFamilyPreference>0</ipMediaAddressFamilyPreference>
<tzdata>

<tzolsonversion»2019--2021«/tzolsonversion>
<tzupdater>tzupdater.jar</tzupdater>

</tzdata>

<mlppDomainId>000000</ mlppDomainlds>
<mlppIndicationStatns>0ff</mlppIndicationStatus>
<preemption>Disabled< /preemption>
<executiveOverridePreemptable>fal=e</execntivedverridePreenptable>

<devicePool unnid="{47633417-cf7b-8051-fLl1f-160clede334c}™>

<revertPriority>0</revertPriority>

<name>BANGALORE-DEVICE-PCOOLL/name>
<dateTimeSetting unid="{4&6c435f6-2
<name>I5T-DRTE-TIME-GRCUP< /name>
<dateTemplate>D-M-Yi< /dateTemplate>
<timeZone>India Standard Time</timeZone>
<olsonTimeZone>hsiz/Eolkata</olsonTimeZone>
<ntps>

<ntp>

Tname>192.168.51.1</name>
<ntpMode>Multicast<,/ntpMode>
</ntp>

</ntps>

</dateTimeSetting>
<callManagerGroup>
<name>BANGALORE-CCM-GROUP< /name>
<tftpDefanlt>false</tftpDefanlt>
<menbers>

<member priority="0">
<callManager>
<name>cucm-subil</name>
<desCcripilonrcuch-supul</description>

<ports>
<ethernetPhonePort>2000«</ethernetPhonePort>
<gipPort>»5060</=sipPort>
<securedSipPort>506l</securedSipPort>
<mgocpPorts>

<listen>2427</listen>
<keepAlive>2428</keephlive>

</mgocpPorts>

</ports>

<processNodeName >cucm-subll</processNodeName>
</callManager:>
</member>

<member priority="1">
<callManager>
<name>cucm-subi2</name>
<desSCripllonrcuch-subles/description>
<ports>

<ethernetPhonePort>2000< /ethernetPhonePort>

—le&68-9ebE-T537b18EE2T73} ">
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[Lab] Telepresence Endpoint Registration
e Connect network cable to DX70 and Perform factory reset of the unit

e Make sure you have added the unitin CUCM

azs Phone Configuration

. N . [P - ‘] —
<« (& ‘m' © & % https://192.168.21.1/ccmadmin/phoneEdit.do?key=24208ac6-0des-  *** ) 1‘.} In O ® =
alinli,  Cisco Unified CM Administration WEWEEIEI Cisco Unified CM Administration .
CISCO £y Cisco Unified Communications Solutions admin Search Documentation About Logout
System +  CallRouting * Media Resources +  Advanced Features = Device =  Application *  User Management +  Bulk Administration + Help -
Phone Configuration IR MR TG Back To Find/List v
LE Save x Delete Copy % Reset i Apply Config E:} Add New
L . A
Device is Active
Device is trusted
MAC Address™ [7426ACF35A8E €—— |
Description [11003 - Hrithik Roshan |
Device Pool* [BANGALORE-PHONES-DEVICE-POOL | View Details
Commaon Device [< None = | view Details
Configuration
ihune Button Template | Standard Cisco TelePresence DX70 w]
Common Phane Profile [ Standard Comman Phone Profile | View Details
Calling Search Space | BANGALORE-PHOMNE-CSS |
AAR Calling Search [< None = ]
Space
Media Resource Group |-c MNone = vl
List
User Hold MOH Audie [ = None > ]
Source
Network Hold MOH [= None = vl
Audio Source
Location® [Hub_None ]
AAR Group [« mone = ]
User Locale [< None = ]
Network Locale [< None = ]
Privacy * [Default |
Device Mobility Mode*  [Default | View Current
Device Mobility Settings
Owner ® vser O Ancnymous (Public/Shared Space)
Owner User ID* [ hrithik.roshan ]
Mobility User ID [< None = ]
Phone Load Name |
Lise Trusted Relay Point | Default vl
Always Use Prime Line® [Default w]
Always Use Prime Line [Default ]
for Voice Message™®
Geolocation [< None = o]
Retry Video Call as Audio
O Ignore Presentation Indicators (internal calls only)
[ Allow Control of Device from CTI
Logged Into Hunt Group
[l remote Device
rNumber Presentation Transformation v
< >

e Browse the device IP Address to access the web interface
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i 192.168.128.5 - Sign In X

< ¢ ® © & hitps;//192.168.128.5/web/signin - @ i @ & =

Cisco \Vebex

System name: 192.168.128.5

Username

admin

Passphrase

No Password
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Serial number: FOC1846N3S3
IPv4: 192.168.128.5

IPv6
&= Network connection

@ Connected

Connection
Ethernet Connected >

Unplug the network cable to enable Wi-Fi

Status
IP stack IPv4 and IPv6
IPv4 address (DHCP) 192.168.128.5

IPv6 address

VLAN off
DNS 192.168.11.1
CDP On & 192.168.128.254
Advanced network settings >
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Choose a call service

=
O u®

Cisco Webex Other services
Cisco's cloud service Cisco UCM, VCS,

Cisco UCM via Expressway

A Cisco UCM service at 192.168.21.1 192.168.21.2 is available in your network. Continuing will
activate this device to that service. Alternatively, choose another service.

Change service

180



Other services

= O X

Cisco UCM Cisco UCM VCS Advanced setup
via Expressway

Setup done!

11003 - Hrithik Roshan is now ready for use.
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¢ 192,168.128.5 - Configuration , X m P figuration

. - -
<« c o © £ https;//192.168.128.5/web/configurations/config/SIP 30% - & In @O ® =
Cisco \\Vebex
Local Device Controls
- 192.168.128.5 Audio
DX70 “
Bluetooth
ANAT @ On v
(A1 Home CallHistory DefaultTranspart @ TCP -
% Call Cameras DisplayName (@ | 11003 - Hrithik Roshan (0 to 550 characters)
Line (i) Shared ~
JR— Conference
ListenPort i Off w
+ Settin FacilityService
k 23 i Mailbox @ 10001 (0 to 255 characters)
L
= H323 MinimumTLSVersion () TLSv1.0 ~
& Security HitpCiient PreferrediPSignaling (@ IPv4 v
Proxy 1 Address @ | cucm-sub01.ajcollab.com (0 to 255 characters)
CUSTOMIZATION HttpFeedback
Proxy 2 Address @ | cucm-sub02 ajcollab.com (0 to 255 characters)
E3 Personalization Logging Proxy 3 Address [0 (0 to 255 characters)
£ Ul Extensions Editor B 4 Addl 0 to 255 characters
Macros roxy ress @ (0to characters)
= Macro Editor TisVerify @ On b
Network
% Developer API Type (I Cisco ~
MetworkPort URI @ | 11003@cucm-sub01_ajcollab.com (0 to 255 characters)
EYSTEM MAINTENANCE
NetworkServices
(% Software
Peripherals - =
- Issues and Diagnostics Authentication -
Phonebook
2 Backup and Recovery Password @ ess (0 to 128 characters)
[# Provisioning UserMame [0 (0 to 128 characters)
Proximity
RoomCleanup lce -
RoomReset
DefaultCandidate (i) Host w
RoomScheduler Mode @ Auto w
RTP
Security Turn
SerialPort
DiscoverMode D On R
_ DropRifix @ of >
Standby Password @ sss (0 to 128 characters)
Server 6] [0 to 255 characters) b
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e If you do nothave a physical access to the device, then you can configure the provisioning server
as the TFTP Server in the DX70 web portal

- %% 192.168.128.5 - Configuration/ X m Phone Configuration

. . e L s —
« c © © & https;//192.168.128.5/web/configurations/config/Provisioning | 80% e @ N @O ® =
Cisco |
Local Device Controls
102.168.128.5 -
-, Settings
# Configurations 2 Statuses M Send Whiteboard to Email ¢ Audio and Video
71 Home
% Cal Search... Configuration / Provisioning < Revert Collapse Al Expand Al
Audio
SETUP -
. Bluetooth
4+ Seftings Connectivity | Auto LY
& users Calltistory CUCM CallManagementRecords Enabled LY
y CallDiagnostics
& Seeurity Cameras
LoginName 6] (0 to 80 characters)
cus o Conference Mods @ cucm -
I Personalization FacilityService Password @ ses (0 to 64 characters)
i i TisVeri On
£ Ul Extensions Editor H323 fy @ ~
= Macro Editor WebexEdge @ Off v
HttpClient
% Developer API
HttpFeedback
ExternalManager a
EYSTEM MAINTENANCE LDgg'ng
(% Software S -
Macros Address ) 192.168.21.1 & (0 to 64 characters)
- Issues and Diagnostics Alternatefddress 6] (0 to 64 characters)
Network . )
£ Backup and Recovery Domain @ (0 to 64 characters)
NetworkPort Path [0 (0 to 255 characters)
NetworkServices Protocol @ HTTP R
Peripherals
Phonebook
<—
Proximity
RoomCleanup
RoomReset
RoomScheduler
RTP
. v
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[Lab] Softkey Template
e Softkey are used to perform different tasks from the phone (e.g. Redial, New Call, CFwdAll, etc.)

e Softkeys will change based on the state of the phone (on-hook, off-hook, connected states, etc.)

12 09p 21-02-21 11002 ‘ 12:12p 21-02-21 11002
3 11002 AbdulJascemar | @

Your current options < 3

—f—— e/

n-hook state f )
- Y/ = m
@
§=i

i Connected

—— ./

Connected state

o Standard keys will be available in the default Softkey template, but we can customize it

e Device >> Device Settings >> Softkey Template >> Copy the Standard User template

184



s Softkey Template Configuratic: X

&« c © £ hitps,//192.168.21.1/ccmadmin/softkeyTemplateEdit.dotkey=faf0r »s» & ¥ v Iin @ & =
il Cisco Unified CM Administration R

cisco

For Cisco Unified Communications Solutions admin About Logout

System + Call Routing * Media Resources v  Advanced Features + Device +  Application * User Management *  Bulk Administration + Help =

Softkey Template Configuration R RS Configure Softkey Layout +~ | Go
B Save x Delete Copy EEZ Add New % Reset Z Apply Config

2
[=tdius

® Add successful

rSoftkey Template Information
Name™* |CIPC Standard User $&—— |
Description  [CIPC Standard User |

—
Applications™ | cisco CallManager Add Application

Remowve Application

O oefault Softkey Template

Save Delete Copy Add New Reszet Apply Config

¢ Now, based on the specific state, select the softkeys and save it

- ikl Softkey Template Configuratic X m Phone Configuration
&« c ‘@' O & https://192.168.21.1 fcemadmin/softkeyTemplateLayoutEd E e @ 1:? i In 0 ©‘

alal,  Cisco Unified CM Administration Navigation
CISCO k4 Cisco Unified Communications Solutions admin About Logout

Call Routing + Media Resourcezs * Advanced Features * Device = A

ation * Help =

System -

Softkey Template Configuration R R TG Softkey Template Configuration

B Save % Reset z Apply Config

rStatus

® Status: Ready

rNotes

Use this window to specify the Softkeys and their relative order for any phone models that support downloadable Softkey templates. This window lists all the
Softkeys in the system even though not all phones support all Softkeys. For information about the supported Softkeys for a particular phone, refer to the
administration guide for the phone. If you choose a Softkey that is not supported by the phone, the Softkey will not display on the phone even if you configured it
in this list.

rSoftkey Layout Configuration
Softkey Template: CIPC Standard User

Selact a call state to configure | on Haok vl
Unselected Softkeys Selected Softkeys (ordered by position)**
Call Back (CallBack) Redial (Redial)
Conference List {ConflList) **NewCall (MewCall)
Direct Transfer (DirTrfr) Forward All {(CfwdAll)
Group Pick Up (GPickUp) Pick Up (PickUp) ¢——

HLog (HLog)

Immediate Divert (iDivert)
Join (Join)

Meet Me (MeetMe) >
Mability (Maobility)

Other Pickup (oPickup)

Quality Report Tool (QRT)

Remove Last Conference Party (RmLstC)
Select (Select)

Toggle Do Not Disturb (DND)

Undefined (Undefined)

Video Mode Command (VidMode)

Save Reset Apply Config
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o Apply this softkey in Device >> Phone >> Softkey Template >> Save >> Apply Config

% Phone Configuration Pl B Phone Configuration x |+ = o

< c @ 0 & Yin@O ¢ =

192.168.21.1/ccmadmin/phon

alil,  Cisco Unified CM Administration (EWEEEEI Cisco Unified CM Administration - § Go

€IS€O  kor Cisco Unified Communications Solutions admin  About  Logout

System v CallRouting v Media Resources v  Advanced Features v Device v Application v  User Management v  Bulk Administration v  Help v

12 24p 21-02-21

Phone Configuration UL RTTGH Back To Find)List ~ § Go

EEDS €8 copy Qg Reset 2 Apply ot cifa Add New "

11002- Abdul Jaseem 7z

@ Update successful ‘

~Associ Phone Typ
Modify Button Items. Product Type:  Cisco IP Communicator
2 R —— Device Protocol: SCCP
e Line [1] - (no partition
2 smsline [2]- Add a new DN PlineiDevice
k. Registration:  Registered with Cisco Unified Communications Manager cucm-
3 k@Add a new SD sub01.ajcollab.com
= 1IPv4 Address: 192,
4 GgAddanewsSD Active Load ID:
5 (&5 Add a new SD Download T e
‘@ Status: On-hook state
6 Gz Addanew SD
 Device
7 ‘:@Add a new SD
[ pevice is Active
8 &gAddanewSD 2 pevice is trusted
--------- Unassigned Associated Items --- Device Name* [cpc-aBDUL ]
9 (5 AddanewSD Description [11002 - Abdul Jaseem |
10 Al 5 oW SURE: Device Pool* [ BANGALORE-DEVICE-POOL _ | View Details
b, Common Device [< None > <] view Details
11 ? Add a new BLF SD Configuration
' Phone Button Template [Standard CIPC SCCP v]
12 emeAdd 3 new BLF Directed Call Park x
Softkey Template CIPC Standard User ~
13 Call Park | ‘ id ‘
Common Phone Profile | Standard Common Phone Profile + | view Details
14 Call Pickup i
15 CallBack Calling Search Space [ < None > V]
16  Conference List AA:C?"'“Q Search [ < None > v
17 Conference Media Resource Group [< None > V]
18 Do Not Disturb List
ol i User Hold MOH Audio [ < None > V]
20  Forward All Network Hold MOH [< None > ™|
21 Group Call Pickup QudS Songe
Location’ v
T [Hub_None ]
AAR Grouy < > v
23 Hunt Group Logout B ‘ None ‘
User Locale [< None > V]
24 ms Intercom [1].- Add a new Intercom
i e Network Locale [< None > v]
25  Malicious Call Identification Built In Bridge* [Default ]
26  Meet Me Conference Privacy* [Default |
27 Mobility Device Mobility Mode* [ Default <] view current v

o Latestphones like Cisco 88XX, Cisco 99XX have dedicated hard keys for special functions like

Hold, Conference, Transfer. Hence, adding those options in softkeys will not reflect on the phone
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[Lab] Phone Button (Line & Feature) Template

e Defines the behavior of Phone Buttons. First buttons dedicated for Directory Number (DN), we can
customize rest of the buttons
e Special features (option that we have seen in softkeys) can also be added to these buttons

e Device >> Device Settings >> Phone Button Template >> Copy Standard CIPC SCCP >>
- 4 Phone Button Template Confic X O

<« C @ © £ hitps//192.168.21.1/ccmadmin/phoneTemplateEdit dotkey=albe. *»+ i d L in @ e =
alimln  Cisco Unified CM Administration Cisco Unifisd CM Administration | Go
CIS€O0  gor Cisco Unified Communications Solutions ad Ab

System v CallRoutng v Media Resources v AdvancedFeatures = Device v  Applcation User Management v  Bulk Administration ¥  Help =

plate Config 0 Related Back To Find/List | Go

one B 0 e a
LB Save x Delete Copy % Reset 2 Apply Config dl:": Add New

Status
[@ Status: Ready ‘

"Phnne Button Template Information ‘

Button Template Name ™ [BANGALORE Standard CIPC 5CCP

 Button Inf

Button Feature Label

1 Line == [Line 1 ]
2 [Line | [Line 2 |
3 [ Speed Dial V| [Speed Dial 1 ]
4 Speed Dial ~] |speed Dial |
5 [Speed Dial <] |speed pial 3 |
5 Conference v] |canference ]
7 [Do Not Disturb | [Do Net Disturb. |
8 [ Hunt Group Logout M| [Hunt Group Logout ]

save | | Delete | | Copy | | Reset | | Apply Config | | Add New

@ *. indicates required item.

@ **_ indicates that this button's feature is not configurable

- i Phone Configuration b+ = ]

€= €@ © & hitps//192.168.21.1/ccr Yy in@o &
ulwln  Cisco Unified CM Administration (VMO Cicco Unified CM Administration v ] Go |
CISCO  or Cisco Unified Communications Solutions admin  About  Logout

System v CallRouting v Media Resources v Advanced Features v Device v  Appication v  User Management v  Bulk Administration v Help v

{
100p 21-02—721 11002
[B Save xDeMe Copy %l Reset £ ApplyConfig T3 AddNew 5 11002~ Abdul Jaseem 7

Phone Configuration LT R EL RIS Back To Find/List ~f Go

11001 - Deepika Padukone

‘ ® Status: Ready

[ Associati Phone Type

Modify Button Items Product Type: Cisco IP Communicat:
Device Protocol: SCCP.

@ I ime Device Your current options =

2 emzline [2] - Add a new DN N
e / Registration: Registered with Cisco Unified Communications Manager cucm- a—— —— - -
3 (3511001 Speed Dial sub01.ajcollab.com T —

1Pv4 Address:  192.168.11.1
Active Load ID: CIPC-8-5-6-0

5 X= Add a new SD Download None
Status:

1 emeLine [1] - 11002 (no partition)

4 %5 Add anew SD

6 Conference

7 Do Not Disturb ‘;‘"“/“""‘
8 Hunt Group Logout L Device is Active

---------- Unassigned Associated Items --——----- Device is trusted
9 (&5 AddanewsD Device Name* [crpc-aspuL |
P AR SURD Description [11002 - Abdul Jaseem |
@ - Device Pool* [ BANGALORE-DEVICE-POOL | View Details
11 Add a new BLF SD
Common Device [= None > | view Details
12 wmsAdd 3 new BLF Directed Call Park £onfigliation
g Phone Button Template [ BANGALORE Standard CIPC SCCP vl
13 Call Park
Softkey Template [c1pC standard user ]
14 cCall Pickup =
Common Phone Profile [ Standard Common Phone Profile | view Details
15 CallBack *
16  Conference List Calling Search Space [ < None > <
ol P AAR Calling Search [ < None > v]
Space
18  Forward All Media Resource Group [ < None > v]
19 Group Call Pickup Lt
User Hold MOH Audio  [< None > v
20 Hold o ‘ ‘
21 s Intercom [1] - Add a new Intercom Network Hold MOH [< None > v]
= Audio Source
22 Malicious Call Identification Location* [Hub_None ]
23 Meet Me Conference AAR Group [<None > V]
24 Mobility User Locale [<None > ]
25 New Call Network Locale [< None > ]
26 Other Pickup Built In Bridge* [Default ]
27  Quality Reporting Tool Privacy® [Default v]
28 Redial Device Mobility Mode®  [Default | view Current
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Creating additional users in CUCM database extends the capabilities of Unified Communications
network

There are 2 types of users available in CUCM End Users and Application Users

The Administrator user that we created at the time of installation was an Application user, thatis
used to login to CUCM Administration page after installing

We have created this user only during CUCM PUB installation

After the CUCM evolved, there are not much difference in End users and application users
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End Users
e Most of the time we deal with End users

e Third party SIP phones require end user to authenticate the registration

e Jabber IM Presence requires End Users

e Enduser plays a critical role in Licensing since we use user-based license these days

e End users can control phones after you associate a phone in the End User Configuration window
o Self-Care portal is designed for end users to login and manage their phone and telephony features
e We can have end users created locally on the CUCM or integrate via LDAP

[Lab] Configure Local End User

e User Management >> End User >> Add New

- #% End User Configuration b -+

&« G o © £ ~© https://192.168.21.1/ccmadmin/userEdit.do hd v INn D @ =
alaln  Cisco Unified CM Administration iz Go
CISC€0  ry; Cisco Unified Communications Solutions admin About Logau

System * CallRouting + Media Resources =  Advanced Features * Device *  Application +  User M t + Bulk Administration + Help «

End User Configuration G EEG MRS Back to Find List Users ~ § Go

LE Save

r Status

@ Status: Ready

rUser Information

Home Mumber |

Mabile Number |

Pager Number |

Mail ID |deepika.padukone@aj:ollab.com|

Manager User ID |

I User Status Enabled Local User I
User ID* |deepika.padukone |
Password [seeeanes Used for self-care portal login | [ Edit credential
Confirm Password [seeeanes |
Self-Service User ID |11001 |
PIN |"."". Used for EM Login | Edit Credential
Confirm PIN |..oo¢ooo |
Last name™® |Paduk0ne — |
Middle name | |
First name |Deepi|-ca |
Display name |Deepika Padukaone |
Title [ |
Directory URI |deepika.padukone@ajcollab.com Used for URI dialing |
Telephone Number |11ElEll |

Department |

User Locale [< None = “
Associated PC/Site Code | |

Digest Credentials | |

Confirm Digest Credential5| |

User Profile |Use System Default{ "Standard (Factory Default) Us vl\-‘iew Details

User Rank* [1-Default User Rank ]

rService Settings
[ Home Cluster e
[JEenable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile [use Systern Default | View Details
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i End User Configuration

R v n o &

<« C o © & nhitpsi//192.168.21.1/ccmadmin/userEdit.do?key =

ul.  Cisco Unified CM Administration (EWERI Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions About  Logor

System ~ CallRouting v  Media Resources ~  Advanced Features v Device v  Application ~  User Management ~  Bulk Adminisiration v  Help +

End Use UL NS Back to Find List Users Go

[ s x Deiete CIfa Add New
g

[ Service

jome Cluster
[enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile [Use system Default | View Details

[ Device

Controlled Devices SEPS01CB00C71DS
—

Device Association

Line Appearance Association for Presence

Available Profiles

A

CTI Controlled Device Profiles

<

Available Profiles

o

Controlled Profiles

¢

Default Profile [ Not Selected - o]

ELF Presence Group* [ Standard Presence group M|
SUBSCRIBE Calling Search Space [ < None > o]

llow Control of Device from CTI

[ enable Extension Mobility Cross Cluster

Directory Number Associations-
[anar‘/ Extension [ < None > v ‘

e User Group contains one or more User Roles, each User Roles will have set of privileges

e With Standard CCM End Users Group, the user can get access to Self-care portal

(https://CUCM_IP/ucmuser/)

8664c-8bat w0 @ ¥ LN @ e =

<« c @ @ £ https//192.168.21.1/ccmadmin/userEdit.do?key =

alml,  Cisco Unified CM Administration [EWER Cisco Unified CM Administration
Cisco

For Cisco Unified Communications Solutions. admin  About  Logoy

System + CalRouting  Media Resources v  Advanced Features v Device v Application v  User Management +  Buk Administration v  Help +

Back to Find List Users Go

inks:

End User Configuration Related

[ save P perte i Aganiew

Remote Destination Profiles

view Details

Pr and

MLPP User Identification Number | ]

MLPP Password [ |

Confirm MLPP Password [ ]

MLPP Precedence Authorization Level [ Default v

[ CAPF

Associated CAPF Profiles

View Details

Groups | standard CCM End Users g
Add to Access Control Group ¢

Remove from Access Control Group

View Details

Roles | standard CCM End Users
Standard CCMUSER Administration

View Details

[ Conference Now

Cenable End User to Host Conference Now
Meeting Number 11001
Attendees Access Code

[ Associated
Headset Serial Number
[ 8] [#

Save | | Delete | | Add New
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End user can perform basic telephony features like Call Forward, Speed Dials, etc.

Once we have the end user, it is recommended to associate the end user in the Device Level and

Line Level

il Unified Communications Self - X g

[ © £~ https:_:s‘\92.168.21‘1_:ucr‘wuser_:i“uain#te\ephonypage o @ m o & =

el Unified Communications Self Care Portal LFEiTE Ba i iy

Phones Voicemail IM & Availability General Settings Downloads About

My Phones

Phone Settings

Company Phones
Call Forwarding These are the phones provided to you by your company. You may set personal preferences for these in Phone Setting

|®

Cisco 8865 - 11001 - De

11001 11001 - Deepika Pa..

Additional Phones

Add other phones such as your home office phone or personal mobile phone.

®

Add an additional phone so
you can be reached when
you are not at your desk

©2009-2020 Cisco Systems, Inc. All rights rese|
Last login was on February 21 2021, 3:01:01 PM from 192.168.11.1

@l Unified Communications Self - X [ligd

c ‘@ @ &£~ https://192.168.21.1/ucmuser/main#phonesettings - ﬁ In @ ®. =)
il Unified Communications Self Care Portal B3 RIS e
Phones Voicemail IM & Availability General Settings Downloads About

My Phanss Phone Settings

> Phone Settings

————> Call Forwarding v Speed Dial Numbers (# Add New Speed Dial

Dial Label Number

» Services

» Ring Settings

» Voicemail Notification Settings
» Call History

» Phone Contacts
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% Phone Configuration

<« c @ 0 & nip

192.168.21.1/ccmadmin/phoneEdit doZkey=3b7e294b-ffac *== & ¥ v n@o e =

stration

For Cisco Unified Communications Solutions

WEWEELET Cisco Unified CM Administration o

admin  About  Logout

Go

System v  CallRouting = Media Resources ~  Advanced Features v Device v  Application =  User Management ~  Bulk Administration ~  Help v

[ sove 98 oo

Copy % Reset # Apply Config |:|‘]= Add New

| Device Protocol: SIP I
1 wmiline [1] - 11001 (no partition)
e
2 wmiline [2]- Add a new DN [ Real-time Device
Registration: Registered with Cisco Unified Communications Manager cucm-sub01.ajcollab.cor
3 &gAddanewSD IPva Address:  192.168.10.57
4 %. Add a new SD Active Load ID: sip8845_65.12-8-1-0001-455
Inactive Load ID: sip§845_65.12-5-15R2-2
5 (k5 Add a new SD Download Status: None
5 (gaddonewSD [ Device Information
7 &gAddanewsD Device is Active
8 &5 Add a new SD Device is trusted
MAC Address™* 501CB00CT1DS5
9 &5 Add a new SD o ‘ ‘
Description [11001 - Deepika Padukone |
10 Add SD
&5 Add 3 new Device Pool* [BANGALORE-DEVICE-POOL ] View Details
- - Unassigned Assadiated Items -- Common Device [« Mone = | View Details
1 Ggadd o Configuration
a new
ReEEnen = Phone Butten Template® | Standard 8865 SIP v
12 Alerting Calls Softkey Template [< None > v
13 allcalls Commen Phone Profile® [ Standard Common Phane Profile | view Details
14  Answer Oldest Calling Search Space [= Nane > ~]
15 wim:Add s new BLF Dirscted Call Park AAR Calling Search Space [ < None > <]
: Add 5 new BLF Directed Call Park
® oirm Media Resource Group List [ < None > ~]
17  Call Pickup ;:;;DH MOH Audio [ < None > <]
18 CallBack Network Hold MOH Audic [ = None = ]
19 Do Not Disturb Source
Location —
20 Group Call Fickup [Hub_Mone |
AAR Grou| v
21 Hunt Group Logout " = None > ‘
User Locale -
22 wmeIntercom [1]- Add a new Intercom [ None > |
e Network Locale [ None > ]
23 Malicious Call Identification Ewilt Tn Bridge* [Defautt ]
24 Meet Me Conference Brivacy* [Defautt ]
25 Mobility Device Mebility Mede® [ Default ] View Current
26  Other Pickup Device Mobility Settings
27 Quality Reporting Tool Wireless LAN Profile Group | < None = | View Details
28 Queue Status Owner ® user O AnDnymu'Js (Public/Shared Space)
29 Redial Owner User ID* [deepika.padukone | ~]
30 % Add 3 new SURL Mability User 1D [ Mone > ~]
Ph H v
| S one ) [ Default ]
I Services Provisioning [ Default v .

<« C o © £ hips,

92.168.21.1/ccmadmin/directoryNumberEditdotkey=950 ++ ©@ ¥ B L c G

) Cisco Unified CM Administration e
CISCO0 o Cisco Unified Communications Solutions admin  About  Logoy

System v CallRouting >  Media Resources v  Advanced Features v Device v  Application ~  User Management ~  Bulk Administration v  Help ~

U EICL ARG Configure Device (SEP501CB00C71D5) ~  Go

LB Save x Delete % Reset . Apply Config dl]a Add New

Ring Setting (Phone Idle) | Use System Default v
*

Ring Setting (Phone [ Use System Default | Applies to this line when any line on the phene has a call in progress.
Active)

Call Pickup Group Audie | Use System Default v
Alert Setting(Phone Idle)

Call Pickup Group Audio | Use System Default v
Alert Setting(Phone

Active)

Recording Option* Call Recording Disabled ~
Recording Profile [ < None = ~|
Recording Media Source [ Gateway Preferred ~
¥

Monitaring Calling | < None = ~|

Search Space

og Missed Calls

Multiple Call/Call Waiting Settings on Device SEP501CB00C71D5

Note:The range to select the Max Number of calls is: 1-200
Maximum Number of Calls® [s ]

Busy Trigger® B | (Less than or equal to Max. Calls)

 Forwarded call Information Display on Device SEP501CB00C71DS

O caller Name

O caller Number

[ redirected Number
[ pialed Number

[Users Associated with Line

Full Name User ID Permission
Padukone.Deenika € deepika.padukone @

Associate End Users| | Select Al Clear All Delete Selected

Save | | Delete | Reset | | Apply Config | | Add New

@ *- indicates required item.

@ *¥- Changes to Line or Directory Number settings require restart.
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[Lab] Configure CUCM Read Only Administrator
H

&« C @ @ £ 0 hiips;//192.168.21.1 /ccmadmin/userEdit.do TN+ 4 Ln o e

End User Configuration Unified Communications Sel

Cisco Unified CM Administration e

For Cisco Unified Communications Solutions admin  About  Logoul

al
cisco

System ~  CallRouling v Media Resources v Advanced Features v Device =  Appiication v User Management v  Bulk Administration = Help ~

End

[ save

@ Status: Ready

ser Conf

CEETELERTUCH] Back to Find List Users ~ | Go

User I
User Status Enabled Local User
User ID* [admin.readonly
Password

Edit Credential

Confirm Password

Self-Service User ID [
PIN

Edit Credential

Confirm PIN

Last name* [admin.readaniy]

First name

Display name

Title

Directory URI

Telephone Number

Home Number

Pager Number

Mail 1D

Manager User ID

Department

User Locale < None > “

f
[
[
[
[
[
[
Mobile Number [
[
[
[
[
[
Associated PC/Site Code |

Digest Credentials [ |

Confirm Digest Credentials [ ]

User Profile | Use System Default{ "Standard (Factory Default) Us | View Details
User Ranlc* [1-Default User Rank ]

[Service Settings:

ome Cluster é———
[JEnable ser for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile [Use Svstem Default | view Details

- e ST T x

«~ c @ @ £ https;//192.168.21.1/ccmadmin/userEdit dokey=606c156c-143d === & ¥ Lo e =

Cisco Unified CM Administration (ERTECEGN Cisco Unified CM Administration

For Cisco Unified Communications Solutions. admin  About  Logou|

cisco

System v CallRouling v Media Resources v Advanced Features v Device »  Appiication v User Management v  Bulk Administration +  Help v

End

[ s== x Deletz QU Add New

Remote Destination Protiles

ser Conf Related d List Users Go

View Details

Pre and Pr ion Authorization

MLPP User Identification Number ‘ ‘

MLPP Password [ ]

Confirm MLPP Password [ ]

MLPP Precedence Authorization Level [ Default ~

[ CAPF Information

Associated CAPF Profiles

view Details

Groups | standard CCM Read Only

Add to Access Control Group | €

Remove from Access Control Group

View Details

Roles [ standard CCM Admin Users
Standard CCMADMIN Read Only
Standard SERVICEABILITY Read Only

View Details

[ Conference Now

[enable End user to Host Conference Now
Meeting Number
Attendees Access Code

[ Associated

Headset Ses

Save | | Delete | Add New

@ *- indicates required item.
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Find and List Phones X

Find and List Phones

~

<« ¢ @ U & http
ahal,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions
System * CallRouting + Wedia Resources + Advanced Features + Device +

Application «

192.168.21.1 Jecmadmin/phoneFindList.do?lookup=falsed

User Management +

. @ %

v IN D @ =

WEWTEN Cisco Unified CM Administration i

admin.readonly

Bulk Administration

Help =

About

RGNS Actively Logged In Device Report «

Logout

Go

Status

@ 8 records found

read.only administrator doesn't have Add, Delete, Reset option

Phone

(1-80of8)

Rows perl’age{ 50

Find Phone where | Device Name

| begine with

o

| Find Clear Filter ap

Select item or enter search text v|

Device N Lil i
I:‘ ee :n}e( =3 Description Device Pool P[::r:;:rl Status IPv4 Address Copy E‘é‘f__‘ﬁr
D CIPC-ABDUL 11002 - Abdul BANGALORE- SCCP Registered with cucm- 192.168.11.1 1) H
CIrc Jaseem DEVICE-POOL =sub01.ajcollab.com
|:| SEP08CCE8310664 Auto 11001 Default SIP Unregistered 192.168.10.57 [[#
9471
D SEP0S8CCE831D463 Auto 11003 Default SIP Registered with cucm- 192.168.10.55 [ H
CEFRL sub01.ajcollab.com
D SEPS01CBOOCTI0S 11001 - Deepika BANGALORE- SIP Registered with cucm- 192.168.10.57 [ @
ESES Padukone DEVICE-POOL sub01.ajcollab.com
D SEPS03DESYDGCO4 Auto 11005 Default SIP Registered with cucm- 192.168.10.52 [ H
G943 =ub01.ajcollab.com
|:| SEP7426ACF35A8E 21001 - Jennifer TEXAS-DEVICE- SIP Registered with cucm- 192.168.10.62 [[# @
D70 Garner POOL =ub02.ajcollab.com
|:| SEPB4B517AF4CAS Auto 11002 Default SIP Unregistered 192.168.10.58 [ H
2071
D SEPA40CC3544105 Auto 11004 Cefault SIP Registered with cucm- 192.168.10.54 [ @
Ga7L sub01.ajcollab.com
- ikls Find and List Phones X
. , o o - &
« (& ‘Q‘ 0 & httpsy//192.168.2 1.1 fcemadmin/phonefindList.do?loockup=falselir **» ) T.‘.L;’ i In 0 @ =
wlal,  Cisco Unified CM Administration \EWEEITEN Cisce Unified CM Administration v
CIS€® £, Cisco Unified Communications Solutions admin About Logout
System w  CallRouting *  Media Resources +  Advanced Featurezs = Device +  Application *  User Management +  Bulk Administration +  Help

Find and List Phones

o AddNew [TH sekectal [TF| clearAl [ Dekte Sclected Gy Reset Selected 2 Apply Config to Selected

—

Related Links:

Actively Logged In Device Report

_;" Generate PRT for Selected
!

Status

® 8 records found

\\ Main Administrator can see Add, Delete, Reset, etc buttons

Phone

(1-8o0f8)

Rows per PagelSD—vl

Find Phone where | Device Name

| begins with

v

| Find Clear Filter ap

Select item or enter search text vl

Davice N Li i
D ee :me( == Diascription Davice Pool P[::l:cl::il Status IPv4 Address Copy Eég;::
D CIPC-ABDUL 11002 - Abdul BANGALORE- SCCP Registered with cucm- 192.168.11.1 I} @
ElE Jaseem DEVICE-POOL sub01.ajcollab.com
D SEP08CCHE8310664 Auto 11001 Default SIP Unregistered 192.168.10.57 [ @
2671
D SEP08CCE831D463 Auto 11003 Default SIP Registered with cucm- 192.168.10.55 [[{ @
EERAL =sub01.ajcollab.com
D SEPS01CBO0CT1DS 11001 - Deepika BANGALORE- SIP Registered with cucm- 192.168.10.57 [ H
e85 Padukone DEVICE-POOL sub01.ajcollab.com
D SEPS03DESYDEC04 Auto 11005 Default SIP Registered with cucm- 192.168.10.52 [[{ H
G2 sub01.ajcollab.com
O SEP7426ACF35ASE 21001 - Jennifer TEXAS-DEVICE- SIP Registered with cucm- 192.168.10.62 [ H
2] Garner POOL =ub02.ajcollab.com
D SEPG4B517AF4C4S Auto 11002 Default SIP Unregistered 192.168.10.58 [ @
2671
D = SEPALDCCI3944109 Auto 11004 Default SIP Registered with cucm- 192.168.10.54 [ @
EEE sub01.ajcollab.com
Add New Select all Clear All Delete Selected Reset Selected Apply Config to Selected Generate PRT for Selected
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[Lab] Configure CUCM MACD Administrator
e When you start working with a company’s UC infrastructure, based on your job role, you may get
different access control to CUCM cluster
e Ifyouare an L1 or MACD Engineer, you can only perform Move, Add, Change, Delete (MACD)
roles
e This can be done via custom Access Control Group and Roles
e User Management >> User Settings >> Role >> Add New >> Application: Cisco Call Manager
Administration >> Name: MACD-ADMINSTRATOR-ROLE
Add below roles with read and update,

BLF Speeddial

Bulk Export Phones

Bulk Insert UDP

CTI Route Point web pages
Default Device Profile web pages
Device Profile web pages
Directory Number web pages
Firmware Load web pages

Line Appearance web pages
Phone Button Template web pages
Phone web pages

Reorder Info

Softkey Template web pages

O O O O O O OO0 O O o0 o o
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User Management >> User Settings >> Access Control Group >> Add New

[ ]
- il Role Configuration X
e

¢ © © & hitps://192.168.21.1/ccmadmin/roleEdit.do?key=

10e7-a047- *»» % LN D & =

almli.  Cisco Unified CM Administration T Ge

CISCO 4 Cisco Unified Communications Solutions admin About Logo

System = Call Routing = Media Resources *  Advanced Features = Device =  Application »  User Management =  Bulk Administration ~ Help -

Role Configuration CEETEL R RN IGH Back To Find/List N Go

BSE\!& XDelete [ copy cD:AudNew

r Status
@ Status: Ready

r Rele Information
Application® Cisco Call Manager Administration
Name*  [MACD-ADMINSTRATOR-ROLE |
Description |MACD-ADMINSTRATOR-ROLE |

r Resource Access Information

Resource Description Privilege

AAR Group web pages [ read O update
ALL License Device Usage Report O read O update
Access Control Group web pages [ read OJ update
Access List [ read OJ update
Add Unity User [ read O update
Advanced License Device Usage Report O read O update
Advanced License User Usage Report [ read OJ update
Advertised Route Pattern [ read OJ update
All License User Usage Report [ read O update
Announcement O read O update
Annunciator web pages [ read OJ update
Application Dial Rules web pages [ read OJ update
Application Server [ read O update
Application User CAPF [ read O update
Application User Web Pages [ read O update
Audio Codec Preference List [ read OJ update
BLF Directed Call Park [ read O update
BLF Speeddial read updatel
Basic License Device Usage Report [ read O update
Basic License User Usage Report [ read OJ update
Blocked Learned Pattern [ read OJ update
Blocked Learned Patterns [ read O update
Blocked Patterns [ read O update
Bulk Add/Update Lines [ read OJ update
Bulk Add/Update Phones [ read O update
Bulk CUPS User Page [ read O update
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A% Access Control Group Configu: X [ae — O

&« c o @ & hitps;//192.168.21.1/ccmadmin/userGroupEdit.dotkey=807528e0 =+ & ¥ v In @O & =

alali.  Cisco Unified CM Administration
cisco

VEWTGEGLE Cizco Unified CM Administration ~

For Cisco Unified Communications Solutions admin About Logout

System - Bulk Administration «

Call Routing * Media Resources ~  Advanced Features + Device =  Application +  User Management « Help

Access Control Group Configuration Related Links:

B Save x Delete Copy E:} Add New

rStatus

@ Add successful

rAccess Control Group Information

Assign Role to Access Control Group: +

| Name* [MACD-ADMINISTRATOR-GROUP | ¢—— 1
1
Available for Users with User Rank as * [ 1 - Default User Rank |
User
Find User where [ User 1D | begins with  +| Find Clear Filter P =

Mo active query. Please enter your search criteria using the options above.

Add End Users to Group Add App Users to Group Select all Clear all Delete Selected

Save Delete Copy Add New

@ *_ indicates required itermn.

- ihis Access Control Group Configu X ~+

&« c ﬁ‘ U & https

92.168.21.1/ccmadmin/userGroupRoleEdit.dolkey=8075. *»» & ¥ v In @ ¢

alin]n  Cisco Unified CM Administration Navigation
€ISCO  £4¢ Cisco Unified Communications Solutions admin About Logout

System v CallRouting * Media Resources =  Advanced Features | Device = | Application =  User Management =  Bulk Administration + Help «

GGG IR U Back To Find/List w~

Access Control Group Configuration

B Save

rStatus

@ Status: Ready

rAccess Control Group Information

Name* MACD-ADMINISTRATOR-GROUP

—Role Assignment

Role

Assign Role to Group €
Delete Role Assignment

Save

@ *_ indicates required item.
@ **The role Standard CCM Admin Users must be assigned to an access control group to enable its members to logon to CCMADmIn web site

@ **¥The role Standard CCM End Users must be assigned to an access control group to enable its members to logon to CCMUser web site
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e Select MACD-ADMINISTRATOR-ROLE and Standard CCM Admin Users (system role provides

access to CCM web site)

s Access Control Group Confign X

<« c @ © & hitps//192.168.21.1/ccmadmin/userGroupRoledit dolkey=8075" *++ @ ¢ @ e =
alili,  Cisco Unified CM Administration Cisco Unified CM Administration || Ga
CIS€0  £4; Cisco Unified Communications Solutions ad ab

System v CallRoutng v Media Resources v  Advanced Features » Device v  Application v  UserManagement ¥  Bulk Administration »  Help v

Access Control Gro =List | Go
@ Find and List Roles — Mozilla Firefox - O X
[ save
© £ hitps;//192.168.21.1 fcemadmin /roleFindList.do?whereClause=FR.pkid not in (selec =
I Cisco Unified CM Administration E¥EEN Cisco unified CM Administration
(@ stotus: Reaty | cisco For Cisco Unified Communications Solutions admin  About
Access Control Gr{ System v CallRouting ~  Media Resources v  Advanced Features ~ Device Application =  User Bulk
X
Name™ MACD-ADMIg R T
[ Role Assignment— @ Select All @ Clear Al Add Selected [} Chose
Role
~
@) 9 recort foun
|
Eave) Role (1-49 of49) Rows per P
Find Role where [Name [ begins with | |[ Find | [ Clear Filter || || =
@ *- indicates re: Select item or enter search text
@ **The role Sta) [ Name * Application Description Copy ite
oo MACD-ADMINSTRATOR-ROLE Cisco Call Manager MACD-ADMINSTRATOR-ROLE I}
‘The role St Administration
D Standard AXL API Access Cisco Call Manager Access the AXL APIs 1)
AXL Database
D Standard AXL API Users All users with access to AXL I}
APLs
D Standard AXL Read Only APT Access Cisco Call Manager Access the AXL Read Only APls 1)
AXL Database Read
only
O Standard Admin Rep Tool Admin Administer CAR. i)
[] Stendard Audit Log Administration Cisco Call Manager Serviceability Audit Log 1)
Serviceability Administration
Standard CCM Admin Users All users with access to CCM i)
web site
D Standard CCM End Users ‘Access to CCM User Option i)
Pages
O Standard CCM Feature Management Cisco Call Manager Standard CCM Feature i) v

ik Find and List Access Control G X

BT vn @ &

Cisco Unified CM Administration

Navigation

lin|
cisco

admin  About  Logout

System v CallRouting v  Media Resources v Advanced Features ~ Device Applcation v User Management v  Bulk Administration =

Help v

Find and List Access Control Groups

o Addlew [T sebotat [T cearan E Delete Selected

® 29 records found

Access Control Group (1 - 29 of 29)

Find Access Control Group where [Name [ begins with _+| Find | | Clear Filter | 9 =
O Name ~ Roles Copy Rank
Admin-3rd Party APT 1
Application Client Users

sStandard Audit Users

Standard CAR Admin Users

Standard CCM Admin Users

Standard CCM End Users

Standard CCM Gateway Administration
Standard CCM Phone Administration
Standard CCM Read Only,

Standard CCM Server Maintenance
Standard CCM Server Monitoring
Standard CCM Super Users

Standard CT1 Allow Call Monitoring
Standard CTI Allow Call Park Menitering
Standard CT1 Allow Call Recording
Standard CTI Allow Calling Number
Standard CTI Allow Control of All Devices
Standard CT1 Allow Control of Phones supporting Connected Xfer and conf

Standard CTI Allow Control of Phones supporting Rollover Mode

Standard CTI Allow Reception of SRTP Key Material
Standard CTI Enabled

Standard CTI Secure Connection

Standard Access Level Users

Standard EM Eroxy Rights

Standard Packet Sniffer Users

Standard RealtimeAndTraceCollection

Standard TabSync User

POFOOFOPPFOPPIPRIRRRROIOROR OO

Third Part Users

(slelel sl s s el ST e Sy Sl o ST S sl Sy 2Ty o ST oY YT =)

Add New || Select all || cClear All || Delete Selected
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Access Control Group Configu: X

&« c @ O & nhip - o Ln @D e =
ied CM Administration oot

For Cisco Unified Communications Solutions admin About Logout

/192.168.21.1/ccmadmin/userGroupRoleEdit.do?key=807

System v CalRouting * Media Resources *  Advanced Features + Device *  Application *  User +  Bulk Admini: * Help =

Access Control Group Configu n ST BTG Back To Find/List ~ 8 Go

B Save
Status
’7® Status: Ready

"ﬂccess Control Group Information

Name* MACD-ADMINISTRATOR-GROUP

Role Assi it

Rolef MaACD-ADMINSTRATOR-ROLE
Standard CCM Admin Users

Assign Role to Group
Delete Role Assignment

Save
- il End User Configuration x e - O
&« (& ‘Q‘ O o https://192.168.21.1/ccmadmin/userEdit.do?key=13ac7b50-0c  *** () ﬁ i N 6D ©‘ =
almln  Cisco Unified CM Administration Navigation Go
€IS€0 ¢ Cisco Unified Communications Solutions admin About Logou
System » CallRouting = Media Resources =  Advanced Features = Device =  Application ~  User *  Bulk Admi ion *  Help ~

Configuration CEETELNED UGS Back to Find List Users ~ | Go

B Save x Delete HI} Add New

Status

@ Add successful

rUser Information

User Status Enabled Local User
* "
User 1D |rnac:d.adm|n
Password Edit Credential

Confirm Password

Self-Service User 1D

PIN

Edit Credential

Confirm PIN

® -
Last name macd.admin

Middle name

First name

Display name

|
|
|
|
|
|
|
|
|
Title |
|
|
|
|
|
|
|
|

Directory URI

Telephone Number

Home Number

Mabile Number

Pager Number

Mail 1D

Manager User ID

Drepartment

User Locale | < None > b
Associated PC/Site Code | ‘
Dligest Credentials | ‘

Confirm Digest Credentials | ‘

User Profile |Use System Default( "Standard (Factory Default) U5V|M|etails
User Rank* [ 1-Default User Rank ]

rService Settings
Home Cluster
[JEnable User for Unified CM IM and Presence {Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile | Use System Default | view Details
jse System Del [ el
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il End User Configuration X

<« c ﬁ} (O http
Cisco Unified CM Administration Navigation Go

92,168.21.1/ccmadmin/userEdit.do?key=13ac7b50-0c0e- =+ & ¥ + N @O & =

alualn
cisco For Cisco Unified Communications Solutions

admin About Logou

Call Routing + Media Resources +  Advanced Features + Device +  Application + User Management +  Bulk Administration + Help =

CEIEVEL R RN Back to Find List Users | Go

System
End User Configuration

B Save x Delete EDE Add New

Remote Destination Protiles

View Details

rMutilevel Precedence and Preemption Authorization

MLPF User Identification Number | |

MLPFP Password | |

Confirm MLPP Passweord | |

MLFF Precedence Authorization Level | Default -

r CAPF Information

Associated CAPF Profiles

View Details

r Permissions Information

Groups | MACD-ADMINISTRATOR-GROUP Group that we crepted
Add to Access Control Group ¢&——

Remove from Access Control Group

View Details

Roles | MaACD-ADMINSTRATOR-ROLE Role that we created
Standard CCM Admin Users System Role

View Details

r Conference Now Information

[ Enable End User to Host Conference Now

Meeting Number
Attendees Access Code

rAssociated Headsets
Headset Serial Number

Save Delete Add New

@ *. indicates required item.
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% Find and List Phenes X O

“< > ¢ o © £ https//192.168.21.1/ccmadmin/phoneFindList.do?lookup=falsef +»» i Y Iin O & =
alialin  Cisco Unified CM Administration Cisco Unified CM Administration .| Go
cisco For Cisco Unified Communications Solutions acd.ad A b

System +  CallRouting + Media Resources »  Advanced Features * Device *  Application +  User Management *  Bulk Administration + Help +

d and Phone Related Actively Logged In Device Report «~ Go

|:|']= Add New @ Select Al @ Clear All @ Delete Selected % Reset Selected Apply Config to Selected
Status R\

-~ Generate PRT for Selected

o~ macd.admin can see Add, DElete, Reset options in the Phone Page
@ 8 records found
Phone (1-8o0f8) Rows perPage| 50 v|
Find Phone where | Device Name vI begins with | Find Clear Filter @ =

Select item or enter search text vl

Device N Lil i
I:‘ tee :m( =3 Diescription Device Pool P[:;?r::il Status IPv4 Address Copy Sé.g:;eyr
D CIPC-ABDUL 11002 - Abdul EANGALORE- SCCP Registered with cucm- 192.168.11.1 I Iﬂ
EIFE Jaseem DEVICE-POOL sub01.ajcollab.com
D SEP03CC68310664 Auto 11001 Default SIP Unregistered 192.168.10.57 [ IE
a7l
D SEPO8CCE831D463 Auto 11003 Default SIP Registered with cucm- 192.168.10.55 |E H
EEELL sub01.ajcollab.com
|:| = SEP501CBOOCY1DS 11001 - Deepika BANGALORE- SIP Registered with cucm- 192.168.10.57 [ Iﬂ
865 Padukane DEVICE-POOL sub01.ajcellab.com
D SEPS03DESYDEC04 Auto 11005 Default SIP Registered with cucm- 192.168.10.52 |E H
G sub01.ajcollab.com
|:| SEP7426ACF35A8E 21001 - Jennifer TEXAS-DEWICE- SIP Registered with cucm- 192.168.10.62 [[{ Iﬂ
070 Garner POOL =ub02.ajcollab.com
D SEP84BS17AF4C4S Auto 11002 Default SIP Unregistered 192.168.10.58 |E H
0a71
O SEPA4Q0CC39441D3  Auto 11004 Default sSIP Reqgistered with cucm- 192.168.10.54 [ e
8871 sub01.ajcollab.com
Add New Select All Clear all Delete Selected Reset Selected Apply Config to Selected Generate FRT for Selected
- ihis Cisco Unified CM Console X
I r - N . . S —
&« c Q‘ O &£ httpsy//192.168.21.1 /ccmadmin/noAuthorizationError.do see ﬂ’ i In 0 @ =

User is not authorized to access this page

No access to other pages like Trunk, Gateway pages, etc.

e Theend user macd.admin can only access Phone configurations but not any other options in
CUCM
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LDAP (Light Weight Directory Access Protocol)

e Endusers can be synchronized to CUCM database from LDAP server

e Microsoft Active Directory Domain Services (ADDS) provides standard LDAP services to CUCM
e Application users cannot be synced using LDAP, it is always local to the CUCM DB

o We can enable LDAP Authentication so that the user authentication is handled by LDAP server

e Authorization is always provided from CUCM (using Group and Roles)
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[LAB] Configuring LDAP
¢ Inthe Active Directory, create an OU called ‘Service Accounts’ and create a user inside it
e We can copy the built-in Administrator account and create ‘ldap.admin’ and drag to the Service

Accounts OU (there is no defined rule like this but this is a best practice)

: Active Directory Users and Computers - O
File Action View Help

e« nFE 4 8IXE =

L aETEE

] Active Directory Users and Com || pame Type Description
- 5§VEd Queries &
v e E_J.m”a_b'_mm %Allowed RO.. Sect Eopye Up Con
z Ezlrl'::uters %Cer‘: Publish... Sect Add to a group... g .
5] Domain Controllers %Cloneable D Sect Disable Account wp to.,
| ForeignSecurityPrincipaly B Denied ROD... Sect Reset Password... Up S
~| Managed Service Accour %DnsAdmins Sect Move... Gro..,
| Users %DnsUFdateP... Sect Open Home Page pEr..
=7 Service Accounts %Domaln Ad.. Sec ) trato..,
%Domain Cown.  Sect SEuElliET | ser.,
%Domain Con... Sect All Tasks 3 S
%Domain Gue... Sect
%Domain Users  Sect Sut
%Enterprise AL Sea Delete trato...
%Enterprise K. Sec Rename nup ..
EEEnterprise R.. Sec . nup ..
%Gmup Polic... Sec Properties up C..
E.J\ Guest User Help gue..
%KE}rAdmins Securnty Group...  Members of this group ...
%Protected Us... Security Group... Members of this group ...
%RAS and IAS ... Security Group.,  Servers in this group can..
%Read—only D Security Group.. Members of this group ..
%Schema Ad.. Security Group.. Designated administrate..
O Active D ectory Users and Computers — O

File Action View Help

o« | fmE 4B XE G

EllaETER

>

: Active Directory Users and Com || pame Type Description
- S_EVEd Queries &Administrator Usg Copy Object - User x
v B ajcollab.com 22 Allowed RO... Sec
= Builti
- C”' " B2 Cert Publish... Sec
omputers %Cloneable D.. Sec .; Createin:  ajcollab.com/sers

did

3| Domain Controllers

ForeignSecurityPrincipal: )
Managed Service Accour EEDMAdmmS seq

o= EBDHSUpdateP... Se|
Service Accounts :%Domain Ad..  Sec
%Domain Con.  Sec Full name: Idap.admin
%Domain Con.. Sec
%Domain Gue... Sec
8% Domain Users Seq  |The password never expires.
EB Enterprise A...  Sec
%Enterprise K. Sec
%Enterprise Ru  Sec
%Group Palic., Sec
E.;Guest Lsg
EBKE); Admins  Sec
82 protected Us... Sec < Back Cancel
B RAS and IAS ... SeCkrrycrompr——crror e grompcors

%Read-onl}r D.. Security Group.. Members of this group ...

%Schema Ad... Security Group.. Designated administrato..

82 Denied ROD... Sec
When you click Finish, the following object will be created:

Copy from: Administrator

S

User logon name: ldap admin @ajcollab.com
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] Active Directory Users and Computers - m} *
File Action View Help
e« pE B XEdz HE taETva%

: Active Directory Users and Com|| pame Type Description
..‘ S.a\.redQuenes E)Idap.admin User &
~ 3 ajcollab.com

" Builtin

| Computers

2| Demain Controllers

| ForeignSecurityPrincipal

| Managed Service Accour

| Users

o Service Accounts €

Active Directory Users and Computers — O x

File Action View Help

o 7E 8 XEBcE HEIRDRETER

] Active Directory Users and Com || Name Type Description
| Saved Queries & Hrithik Rosh... User
~v 3 ajcollab.com
| Builtin
| Computers
= | Domain Controllers
| ForeignSecurityPrincipal

Hrithik Roshan Properties ? X

“| Managed Service Accour Member CF
7 Users

Dial-n Environment Sessions
Remote control Remote Desktop Services Profile COM+
General  Address  Accourt  Profile  Telephones  Organization

2| Service Accounts
= | UC Cluster A Users

Telephone numbers

Home: | | [ other...
Pager | | | octher..
Mobie: | | [ other...
Fax: | | [ other...
IP phone: ~ [11003 | [ other...

Notes:

o[ |[

e | have created another OU UC Cluster A Users and added a user ‘hrithik.roshan’ there
¢ Inthe Telephone tab, | have added IP Phone field = 11003
e When | sync CUCM with LDAP, there is a chance that every user in AD will get synchronized. To

avoid this, we create an LDAP Custom Filter with IP Phone field
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e Custom filter for listing only users with IP Phone field is below,
(&(objectCategory=user)(objectClass=user) (ipPhone=*))

: Active Directory Users and Computers

File Action View Help

e | 2@ 2 X2 HEITaETE%

] Active Directory Users and Com

~ [ Saved Queries g————r
=] IP Phone ¢—
> 'JFIE] ajcollab.com

Name Type Description
&, Hrithik Rosh... User

Edit Quer

X

Mame:
|IP Phone |

Description:
|IP Phone |

Guery root:
|...\ajcollab

Browse...

Include subcontainers

Query string:

{&{objectCategony=user)objectClass=user) Define Query...
{ipPhone="))

D Find Custom Search

Find: | Custom Search

Custom Search  Advanced

Field Condition: Value:

IP Phone Number Present ~
Condition List: Remove

<Add criteria from above to this list>

Cancel
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Serviceability >> Tools >> Service Activation >> Select CUCM PUB >> Cisco DirSync

Cisco DirSync only available in CUCM PUB

This service is responsible for LDAP sync

& & @ B https://192.168.21.1 fccmservice/MainServiet.dlass se fad O L R —
= O T ———————————————— oo
Cisco Tftp Activated
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
O Self Provisioning IVR Deactivated
CDR Services
| Service Name Activation Status
O Cisco SOAP - CDRonDemand Service Deactivated
O Cisco CAR Web Service Deactivated
Database and Admin Services
| Service Name Activation Status
O Cisco Bulk Provisioning Service Deactivated
Cisco A¥L Web Service Activated
1 Cisco UXL Web Service Deactivated
1 Cisco TAPS Service Deactivated
Performance and Monitoring Services
| Service Name Activation Status
O Cisco Serviceability Reporter Deactivated
O Cisco CallManager SNMP Service Deactivated
Security Services
| Service Name Activation Status
O Cisco CTL Provider Deactivated
O Cisco Certificate Authority Proxy Function Deactivated
Directory Services
| Service Name | Activation Status
| Cisco DirSync Activated
Location based Tracking Services
| Service Name | Activation Status
O Cisco Wireless Controller Synchronization Service Deactivated
Cloud based Management Services
| Service Name Activation Status
Save | Set to Default | Refresh
@ *- indicates required item.
System >> LDAP >> LDAP Custom Filter >> Add New
- d&is LDAP Filter Configuration X O
< c @ © £ 0 httpsy//192.168.21.1/ccmadmin/ldapCustomFilterEdit.do w YN D& =
ilinln  Cisco Unified CM Administration Cisco Unified CM Administration .l Go
cisco For Cisco Unified Communications Solutions ad Ab
System ¥ CallRouting ¥ Media Resources v Advanced Features ~ Device *  Application * User Management *  Bulk Administration ¥ Help +
DA onfiguratio ed Back To Find/List ~J§ Go

[ Status

@ Status: Ready

G Save
.

 LDAP Custom Filter Information

Filter*

Filter Name* [ pap-CUSTOM-FILTER-IP-PHONE]

‘(&(UbjectCategUrv=user)(ubjE:tCIass=user)(\pPhDHE=’])

Save

@ *_ indicates required item.

206



e System >> LDAP >> LDAP System >> Enable Synchronizing from LDAP Server >> Save

LDAP System Configuration X [iae +H ol 10,10

- v

¢« c @ m o e =

© & hitps//192.168.21.1/ccmadmin/IdapSystemEdit.do

alialn  Cisco Unified CM Administration [BWERTEIY Cisco Unified CM Administration -
CISCO 4 Cisco Unified Communications Solutions admin About Logout
System * Call Routing ~ Media Resources ¥  Advanced Features »  Device + lication * User ¥ Bulk ion * Help *

LDAP System Configuration
B Save

 Status

@ Status: Ready

r LDAP System Information

Enable Synchronizing from LDAP Server
LDAP Server Type

| Microsoft Active Directory vl

LDAP Attribute for User ID [sAMAccountName ~]

Save

@ *_ indicates required item.

e System >> LDAP >> LDAP System >> LDAP Directory >> Add New

¢ Configure given details and add AD Server IP
&« c ‘m‘ 0] f"ohltps::}'192‘168.21.1f"ccmadm|m"d|rectoryfd\t‘du o @ i} i In @ @’ =

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

WEWLENRLLE Cisco Unified CM Administration - | Go

admin About Logou|

User ~  Bulk Admi ion * Help »

System » CallRoutng ¥ Media Resources ¥  Advanced Features v Device v  Application +

Related Lin

Back to LDAP Directory Find/List ~ § Go

rStatus

@ Status: Ready

~LDAP Directory Information

LDAP Configuration Name*

LDAP Password *

Confirm Password*

LDAP User Search Base*
LDAP Custom Filter for Users

Synchronize®

[acoLLaB-aD

LDAP Manager Distinguished Name* |Idap.admin@ajcullab.cum

|dc=a]cn|lab, dc=com

[ LDAP-CUSTOM-FILTER-TP-PHONE

v

® ysers Only O Users and Groups

LDAP Custom Filter for Groups

< None =

Perform Sync Just Once
perform a Re-sync Every®

rLDAP Directory Synchrenization Schedule

O

1 —— DAY

Next Re-sync Time (YYYY-MM-DD hh:mm)* [2021-03-01 00:00 ¢

rStandard User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields |LDAP Attribute Cisco Unified Communications Manager User Fields [LDAP Attribute
User ID sAMAccountName First Name givenMName
Middle Name middleName . Last Name sn

Manager ID manager Department department
Phone Number ipPhone v |(— Mail ID mail

Title title Home Number homephone
Mobile Number mobile Pager Number pager
Directory URI ‘ mail — \/l Display Name displayName

rCustom User Fields To Be Synchronized

Mote: Custom User Field Names must be same across all synchronization agreements.
LDAP Attribute

| | (&1 1

‘Custom User Field Name

~Group Information

User Ranic* [1-Default user Rank ]

Access Control Groups

Add to Access Control Group
Remove from Access Control Group
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o« LDAP Directory

- - - » —_

&« ¢ @ © B0 httpsy//192.168.21.1 /ccmadmin/directoryEdit.do - &1y + o & =

all  Cisco Unified CM Administration et Go

€ISCO 4 Cisco Unified Communications Solutions admin About Logou|
System + CallRouting + Media Resources *  Advanced Features = Device *  Appli * User ¥ BulkA ion * Help +

LDAP Direct: LRV R USS Back to LDAP Directory Find/List « § Go

B Save

Cisco Unified Communications Manager User Fields [LDAP Attribute Cisco Unified Communications Manager User Fields | LDAP Attribute
User ID sAMAccountName First Name givenMame
Middle Name middleMame Last Name =n

Manager 1D manager Department department
Phone Number ipPhone ~ Mail ID mail

Title title Home Number homephone
Mobile Number mobile Pager Number pager
Directory URI \ mail ~ Display Name displayName

r Custom User Fields To Be Synchronized

Note: Custom User Field Names must be same across all synchronization agreements.
Custom User Field Name LDAP Attribute

I | (el =

r Group Information

User Rank* [ 1-Default User Rank ]
Access Control Groups

Add to Access Control Group
Remove from Access Control Group

Feature Group Template [ < nNone > ]

Warning: If no template is selected, the new line features below will not be active.

Apply mask to synced telephone numbers to create a new line for inserted users
Mask

Assign new line from the pool list if one was not created based on a synced LDAP telephone number

Order DN Pool Start DN Pool End

Add DN Pool

r LDAP Server Information

Host Name or IP Address for Server* LDAP Port* Use TLS

192.168.11.1 | [[zea | O

Add Another Redundant LDAP Server

Save

@ *_ indicates required item.

System >> LDAP >> LDAP Authentication >> Check the box and provide given details

- “I‘I;(‘:" LDAP Authentication x

&« a ‘Q (O] https:/;
alimln  Cisco Unified CM Administration Navigation

cisco

92.168.21.1/ccmadmin/ldapAuthEdit.do?key=agdodf === & rinm & =

For Cisco Unified Communications Solutions admin About Logout

System + CallRoutng + Media Resources ¥  Advanced Features ~ Device « lication + User * Buk ini ion ¥  Help

LDAP Authentication
B Save

r Status

@ Update successful

rLDAP Authentication for End Users

Use LDAP Authentication for End Users
LDAP Manager Distinguished Name* |\dap.admin@ajcnllah.cnm

LDAP Password* [

Confirm Password* [

LDAP User Search Base® |d:=a]co|lab, dc=com

r[LDAP Server Information

* LDAP Port* [use TLS

Host Name or IP Address for Server
192.168.11.1 l[res ] (O

Add Another Redundant LDAP Server

Save
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e System >> LDAP >> LDAP System >> LDAP Directory >> Select AJCOLLAB-AD >> Perform Full

Sync Now
- #5 LDAP Directory X
€« cC @ © & hip
ahn  Cisco Unified CM Administration Navigation Gc

€IS€O k4t Cisco Unified Communications Solutions admin About Logaol

//192.168.21.1/ccmadmin/directoryEdit.dotkey=522923di-0 *+» & ¥ L INn @D & =

System * CallRouting *  Media Resources *  Advanced Features + Device »  Application =  User Management +  Bulk Administration + Help +

LDAP Directory CEIRTEL R RT 'GA] Back to LDAP Directory Find/List ~ | Go
B Save x Delete Copy b Perform Full Sync Now HI]] Add New

r Status e

® Status: Ready

r LOAP Directory Information

LDAP Configuration Name® |AJCOLLAB-AD

LDAP Manager Distinguished Name* |Idap.admin@ajcollab.com |

LDAF Password* |........................................
Confirm Password* |........................................
LDAP User Search Base™ dc=ajcollab, dec=com

LDAP Custom Filter for Users [ LDAP-CUSTOM-FILTER-IP-PHONE w
Synchronize* ® Users only O Users and Groups

LDAP Customn Filter for Groups < None =

— LDAP Directory Synchronization Schedule
Perform Sync Just Once O

Perform a Re-sync E'«rer\ur"t |1 | DAY e

MNext Re-sync Time (YYYY-MM-DD |'||1:|'|'|n'|)”t |2021-03-Dl 00:00 |

rStandard User Fields To Be Synchronized

Cisco Unified Communications Manager User Fields | LDAP Attribute Cisco Unified Communications Manager User Fields | LDAP Attribute
User ID sAMAccountName First Name givenMame
Middle Name Last Name sn

Manager ID manager Department department
Phone Number ipPhone v Mail ID mail

Title title Home Number homephone
Maobile Number maobile Pager Number pager
Directory URI | mail ~ Display Name displayName

r Custom User Fields To Be Synchronized

Mote: Custom User Field Names must be same across all synchronization agreements.
Custom User Field Name LDAP Attribute
I | [=

r Group Information

User Rank™® [1-Default user Rank ~]
Access Control Groups | standard CCM End Users

Add to Access Control Group
Remove from Access Control Group
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e User Management>> End User >> Find

¢ You can see new user has been synced from LDAP server
- il End User Configuration X
<« c ‘@ (O http

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

LR # ¢ v In O & =

WEWELLE Cisco Unified CM Administration ~ il Gc

92.168.21.1/ccmadmin/userEdit.do?key=9df03709-a24f

cisco

admin About Logo

System * CallRouting * Media Resources +  Advanced Features + Device *  Application *+  User Management »  Bulk Administration + Help +

End User Configuration CEIRTCEGRRTGE Back to Find List Users ~ B Go
B Save x Delete I:Di Add New

rStatus

® Status: Ready

r User Information

User Status Active Enabled LDAP Synchronized User €
User ID* hrithil.reshan
Self-Service User ID | |

Telephone Number

11003

PIN |........................................ | Edit Credential
Confirm PIN |........................................ |

Last name* Roshan

Middle name

First name: Hrithik

Display name Hrithik Roshan

Title

Directory URI hrithik.reshan@ajcollab.com

Home Number
Maobile Number
Pager Number
Mail 1D

Manager User ID
Department

hrithik.roshan@ajcollab.com

User Locale | = None = -

Asszociated PC/Site Code | |

Digest Credentials |....................................................|

Confirm Digest Credentials |oooooooooooooooooooooooooooooooooooooooooooooooooooo|

User Profile | Use System Default( "Standard (Factory Default) Us leiew Details

Uszer Rank* [ 1-Default User Rank ]

r Convert User Account

O convert LDAR Synchronized User to Local User

rService Settings
[ Home Cluster
Enable User for Unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting information in presence(Reguires Exchange Presence Gateway to be configured on CUCM IM and Fresence server)

UC Service Profile | Use System Default v | View Details

r Device Information

Controlled Devices |
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License Consumption

<« c @

ulwln  Cisco Unified CM Administration

€IS€Q  Eop Cisco Unified Communications Solutions

After the installation of CUCM, we integrated it to Cisco Prime License Manager in previous class

Now let's see how the licenses are consumed

When you add a Cisco 8865 Phone to CUCM, it picks ‘Enhanced’ license

It provides rights to: One device, including all Basic features, plus advanced (voice and video) call

control features including desktop and mobile clients.
Examples include Cisco 3911, Cisco 3951, Cisco 6941, Cisco 6945, Cisco 6961, Cisco 79xx, Cisco
89xx, Cisco 99xx, Cisco E20, Cisco TelePresence EX60, Cisco TelePresence EX90 and third-party
SIP

System v CalRouting ~  Media Resources v  Advanced Features ~ Device v  Application v User lanagement v Bulk Administ - Hep v

Sl astew | Seectar [ Comran Sig DetteSeectes G Reserson 2 s Conyo Seces [P p———

aliali. Cisco Prime
€ISCO  |icense Manager

it Dashboard  Licenses| v Product Instances  Administration | v

Dashboard

Overview

@ 8 records fol

Phone  (1-80f8)

2

2021-Feb-17 18:11:04
2021-Feb-21 02:22:55
2021-Feb-21 12:27:48

License Alerts

Type

Status
No data avaizble

Find Phone where Davick Name &= License Usage
0 ) Required
[Device Name{ine] X of =
O Dascription Davice Posl o=yt Stat = onal (11.x) - Unified CM 0
oz CIPC-ABDUL 11002 - Abdul BANGALORE- scep (1) 0
Jaseem DEVICE-POOL )
o= SEPDSCCEE310654  Auto 11001 Default st 1921681057 [
8
o = SEPOBCCE831D463  Auto 11003 Default 192.168.10.55 [y
o Product Instance Alerts
0o = SEPSOLCBOOC7IDS 11001 - Deepika 192.168.10.60 [y 0
padukons o Name Status Last
o2 12821080 B No data avaizble
O = 192.168.10.62 [y
rrrrrr
[m= SEPB4BS17AF4C43  Auto 11002 Default st Unre 192.168.10.58 [y
O 2 SEPA4OCC38441D8  Auto 11004 Default s1p Registered with cucm- 192.168.10.54 [y
sub01 llab.
Add New Select All Clear All Delete Selected Reset Selected Apply Config to Selected Generate PRT for Selected

Licenses are categorized in two Cisco User Connect Licensing (UCL) and Cisco Unified Workspace

Licensing (UWL)

Detailed description of these two are given in below table

When you create a new end user and associate the phone to the user, then the Enhanced license

will be free and one
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Cisco Unified

Workspace
Licensing (UWL)

Cisco User Connect Licensing (UCL)

Essential

Basic

Enhanced

Enhanced Plus

Cisco Unified Workspace
(CUWL) Standard

Cisco Unified Workspace
(CUWL) Professional

One device providing basic voice via analog device (phone or
fax).

Examples include analog phones, ATA 186, ATA 187, Cisco
3905 and Cisco 6901

One device, including all Essential features, plus basic (voice
and video) call control features.

Examples include Cisco 6911 and Cisco 6921

One device, including all Basic features, plus advanced (voice
and video) call control features including desktop and mobile
clients.

Examples include Cisco 3911, Cisco 3951, Cisco 6941, Cisco
6945, Cisco 6961, Cisco 79xx, Cisco 89xx, Cisco 99xx, Cisco
E20, Cisco TelePresence EX60, Cisco TelePresence EX90 and
third-party SIP

Advanced voice, video call control

Up to 2 devices and including all Enhanced features (e.g.
Desk Phone, Jabber Soft Phone)

This is based on End user phone association

Advanced voice, video call control

Up to 10 devices per user (e.g. Desk Phone, Jabber Soft
Phone, Jabber iPhone, Jabber Android, etc.)

Advanced voice, video call control

Up to 10 devices per user (e.g. Desk Phone, Jabber Soft
Phone, Jabber iPhone, Jabber Android, etc.)

Professional collaboration workspace application features
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[Lab] Third Party SIP Phone Registration

<« c @

€Isco

Phone Configuration

Cisco Unified CM Administration

X e

© &£ https://192.168.21.1/ccmadmin/phoneEdit.do

ied Communications Solutions

For Cisco Uni
System v Call Routing ~
Phone Con
=
Status

Media Resources

Advanced Features ~ Device v Appication ~

User Management +

Device >> Phone >> Add New >> Phone Type: Third-party SIP Device (Basic)

- ()

n @O & =

- @0 L
(BRI Cisco Unified CM Administration o

Ga

admin  About  Logoul

Bulk Administration *  Help

Related =3 Back To Find/List ~ 8 Go

@ Status: Ready

Phone Type

Product Type:
Device Protocol: SIP

Third-

party SIP Device (Basic)

[ Device Information
£ Device is not trusted
MAC Address™®
Description

Device Pool*

Phane Button Template™
Common Phane Profile®

Calling Search Space

Location®

AAR Group

Device Mohility Mode ™
Owner

Owner User ID*

Mobility User 1D

Use Trusted Relay Point*

Alwaye Use Prime Line*

Geolocation

Common Device Configuration

AAR Calling Search Space
Media Resource Group List

Always Use Prime Line for Voice Message™ [ Default

[aannsnmaanaL Dummy MAC

[11003 - Hrithik Roshan

—_— | BANGALORE-DEVICE-POOL

< None >

| View Details
| View Detaile

=3 | Third-party SIP Device (Basic)

———>3| Standard Common Phene Profile

| View Details

[ = Nene =

< None > ~]
[ = None = ~]
[ Hub_Nene v
[ < Nene = ]
[oefeutt <
— @ user O Anonymous (Public/Shared Space)

hrithik.roshan é—— ~|
[ = None = ~]
| Default v
[Defauit N

]

[ < None =

[ 1gnore Presentation Indicators (internal calls only)

Logged Into Hunt Group
O remate Device

rNumber Presentation Transformation

Caller ID For Calls From This Phone

Calling Party Transformation CSS | < None >

Use Device Pool Calling Party Transformation CSS (Caller 1D For Calls From This Phone)

Remote Number

&«

Phone Configuration b +

C @

Cisco Unified CM Administration

© £ https//192.168.21.1 fccmadmin/phoneEdit.do

€IS€0  gor Cisco Unified Communications Solutions
System = CallRouting ~ Media Resources ~  Advanced Features ~ Device =  Application =
Phone Coni

B save

‘ L LUYYEY LW Ul aruup

Oremeote Device

User Management v

- m]

n o &

T+ L
LEWGLEWELY Cisco Unified CM Administration -

admin  About  Logoul

Bulk Administration v Help ~

Related |"G4 Back To Find/List ~ f Go

~Number Presentation Transformation

rCaller ID For Calls From This Phone:

Calling Party Transformatien CSS | = None =

Use Device Pool Calling Party Transformation €55 (Caller ID For Calls From This Phone)

rRemote Number
Calling Party Transformation CS5 = None =

Use Device Pool Calling Party Transformation CSS (Device Mobility Related Information)

~Protocol Specific Informati

BLF Presence Group™ <]

Standard Presence group

MTP Preferred Originating Codec® | 711ulaw

[Device security Profile® Third-party SIP Device Basic - Standard SIP Non-S v
Rerouting Calling Search Space | < None > ~

SUBSCRIBE Calling Search Space [ < None >

[Dmedia Termination Point Required
Ounattended port
[require DTMF Reception

SIP Profile® [ Standard S1P Profile | | view Details
Digest User hrithik.roshan | ~]

~MLPP and Confidential Access Level Informati

MLPP Domain [ None > ~|
Confidential Access Mode [ < None > v]
Confidential Access Level [ = None = ~]

Save
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#l5 Directory Number Configuratic X

. , o ) s —
&« c Q O & https://192.168.21.1/ccmadmin/directoryNumberEdit.do?key=337 **+ () ﬁ i In O & =
In Cisco Unified CM Administration (EWEEEGN Cisco Unified CM Administration .l Go
CISCO  ror Cisco Unified Communications Solutions admin  About  Logou]
System v  CallRouting v Media Resources »  Advanced Features ~ Device =  Application v  User Management v  Bulk Administration = Help =
Directory Number Con UUSH Configure Device (SEPAAAAAAAAAAATL)
G Save x Delete % Resel # Apply Config |:|‘]= Add New
) Ye—
r Directory Number Information
Directory Number® [11003 | D urgent eriority
Route Partition [= None = ™
Deseription [11003 - Hrithik Reshan ]
Alerting Name (11003 - Hrithik Roshan |
ASCIT Alerting Name [11003 - Hrithik Roshan ]
External Call Control Profile [ < None = ~
Associated Devices SEPAAAAAAAAAAAL
Edit Device
Edit Line Appearance
A
Dissociate Devices
[ Directory Number Setting:
Voice Mail Profile [ < Nene = ] (Choose <None> to use system default)
Calling Search Space [< None = ]
BLF Presence Group® [ Standard Presence group |
User Hold MOH Audio Source | < Nane = V]
Network Hold MOH Audio Source [ < None > ]
[Ireject Anonymous Calls
P
| Add Enterprise Alternate Number ‘
+E.164 Alternate
|V Add +E.164 Alternate Number ‘
[ Directory URIs:
Primary URL Partition Rem
O] | [<none = M| =
- &8 Doyl £

&« Cc @ © & htip

1192.168.21.1/ccmadmin/directoryNumberEdit do?key - & Yoo e =

all,  Cisco Unified CM Administration Navigation Go

CISCO  por Cisco Unified Communications Solutions admin  About  Logoul

System v  CallRouting Media Resources v  Advanced Features v Device v  Application User Management v  Bulk Administration v  Help v

LEEIENNRTNTE Configure De

LB Save x Delete % Reset 7 Apply Config |:|‘]= Add New
|

[Line Settings for All Devices

Hold Reversion Ring Duration [ | setting the Hold Reversion Ring Duration to zero will
(seconds) disable the feature

Hold Reversion Notification Interval | | setting the Hold Reversion Notification Interval to zero
(seconds) will disable the feature

Party Entrance Tone™® [ Default -

rLine 1 on Device SEPAAAAAAAAAAAL

Display (Caller [11003 - Hrithik Roshan | Display text for a line appearance is intended for displaying text such

1D) a5 a name instead of a directdry number for calls. If you specify @ number, the person receiving a call may not see the proper identity
of the caller

ASCII Display [11003 - Hrithik Roshan |

(Caller 1D)

External Phone | |
Number Mask

Monitoring | < None = ~
Calling Search
Space

rMultiple Call/Call Wa

g Settings on Device SEPAAAAAAAAAAATL

Note:The range to select the Max Number of calls is: 1-2
Maximum Number of Calls* [z ]

Busy Trigger*® [2 | (Less than or equal to Max. Calls)

r Foerwarded Call Information Display on Device SEPAAAAAAAAAAAL

[ caller name:

O caller number

[ redirected Number
[ oialed number

Users Associated with Li

Associate End Users.

Save | | Delete | | Reset | | Apply Config | | Add New

@ *_ indicates required itern.

@ #¥%_ Changes to Line or Directory Number settings require restart.
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4 Directory Number Configuratic X

&« c o @ & nip: © % v In @O & =

192.168.21.1/ccmadmin/directoryNumberEdit.do?key=

aliuln  Cisco Unified CM Admi
cisco

stration (EWEEENY Cisco Unified CM Administration | Go

For Cisco Unified Communications Solutions admin About Logout}

System ¥

CallRouting v  Media Resources ¥  Advanced Features v Device Application v  User Management =  Gulk Administration v Help

LEEE RS Configure Device (SEPAAAAAAAAAAATL)

B Save x Delete % Reset 2% Apply Config dl]: Add New

T G T ST ; oG PRt g T G- ar e
(seconds) disable the feature ]
Hold Reversion Notification Interval | Setting the Hold Reversion Notification Interval to zero
(seconds) will disable the feature

Party Entrance Tone™® [Default ~

rLine 1 on Device SEPAAAAAAAAAAAL

Display (Caller (11003 - Hrithik Reshan | Display text for a line appearance is intended for displaying text such
D)

25 a name instead of a difectory number for calls. If you specify @ number, the person receiving a call may not see the proper identity
of the caller

ASCII Display [11003 - Hrithik Roshan |
(Caller 1D)

External Fhone | |
Number Mask

Menitoring [< Nene =
Calling Search
Space

Multiple Call/Call Waiting Settings on Device SEPAAAAAAAAAAAL

Note:The range to select the Max Number of calls is: 1-2
Maximum Number of Calls* B ]

Busy Trigger* [z | (Less than or equal to Max. Calls)

Forwarded Call Information Display on Device SEPAAAAAAAAAAAL

Ocaller name

O calter number
[redirected Number
[ oialed Number

Users Associated with Line:

Full Name User ID Permission
Roshan,Hrithik €—————— hrithik.roshan @
Associate End Users| Select All Clear All Delete Selected
Save Delete Reset Apply Config Add New
@ *_ indicates required item.
@ **. Changes to Line or Directory Number settings require restart.
- ; End User Configuration b -+ - o

- N

<« ¢ @ © B hitps//192.168.21.1/comadminfuserEdit.dotkey=9df03709-a24F N O ¢

Cisco Unified CM Administration Navigation Go

For Cisco Unified Communications Solutions

admin  About  Logoy

System v CalRouting ¥ Media Resources v  Advanced Features ¥ Device »  Application ~  User Management »  Bulk Administration »  Help ~

End User Con n CEEIE AELUTH Back to Find List Users  ~ | Go
EED x Defete Cm Add New
Status:

) (—

[ User Infor
User Status Active Enabled LDAP Synchranized User
User ID* hrithik.roshan
Self-Service User ID |
PIN [ | " Edit Credential
Confirm PIN } |
Last name* Roshan
Middle name
First name Hrithik
Display name Hrithik Roshan
Title
Directory URI hrithik.roshan@ajcollab.com
Telephone Number 11003

Home Number

Mobile Mumber

Pager Number

Mail ID hrithik.reshan@ajcollab.com

Manager User ID

Department

User Locale < None > ~

Associated PC/Site Code |
T
|

Digest Credentials

1
|
Confirm Digest Credentla\s} I

User Profile [use System Default( "Standard (Factory Default) Us + | View Details
User Rank* [1-Defauit User Rank ]

Convert User Account:

[Jconvert LDAP Synchronized User to Local User

[ Service
Home Cluster $—————

[Jenable user for unified CM IM and Presence (Configure IM and Presence in the associated UC Service Profile)

Include meeting infarmation in presence(Requires Exchange Presence Gateway to be configured on CUCM IM and Presence server)

UC Service Profile [Use System Default ] View Details
Device [
’chntmued Devices | p— . Associate thedevice |w:th user
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Account settings X

Account name:
Caller ID: 11003 - Hrithik Roshan
Credentials

Enter your SIP account credentials

Extension: 11003
Al m: hrithik.roshan
Password: F——— 1

My location |
Specify the IP of your PEX/SIF server

{* Iamin the office - local IP 192.158.21.2 SUBO1 of PBX g

" Iam out of the office - external [P ‘ of PBX -

I Use 3CX Tunnel

Eliminates firewal configuration. Requires 3CX Phone System for
Windows

| 192.168.71.1

= 5090

[~ Use Outbound Proxy server

Required by some YoIP Providers. Specify IP or name.
[~ Perform provisioning from following URL:

|http: f

Advanced settings Cancel
&« 168.21, 55¢ 0

c @ o O ¢ =
almln  Cisco Unified CM Administration WEWEEGE Cisco Unified CM Administration . J§ Gt

CISCO  £4r Cisco Unified Communications Solutions admin About Logol

System + CallRouting + Media Resources * Advanced Features + Device Application + User Management *  Bulk Administration + Help ~

Phone Configuration RV NRDUEE Back To Find/List Ge

'-] Save x Delete Copy % Reset Z Apply Config IfJ] Add New

Status
@ Status: Ready
Association rPhone Type
Modify Button Items Product Type: Third-party SIP Device (Basic)
. . Device Protocol: SIP
1wz Line [1] - 11003 {no partition)
wmE
---------- Unassigned Associated Ttems ---------- | [-Real-time Device Status
2w Line [2] - Add 2 new DN Registration: Registered with Cisco Unified Communications Manager cucm-
mi o sub01.ajcollab.com
IPv4 Address: 192.168.11.1
Active Load ID: None
Download None
Status:
r Device Information
Device is Active
A\ Device is not
trusted
MAC Address* [aanannsananL |
Description [11003 - Hrithik Reshan |
Device Pool* [ BANGALORE-DEVICE-POOL | View Details
Commen Device [ < None = | view Details
Configuration
F*’hUI'IE Button Template | Third-party SIP Device (Sasic) ]
(*30""""0"‘ Phone Profile | Standard Common Phone Profile | View Details
Calling Search Space | < None > +]
AAR Calling Search [ < None = v
Space
Media Resource Group \< None = vl
List
Location*® ‘ Hub_None Vl
AAR Group [ < None = ~]
Device Mability Mode* [ Default | Wiew Current
Device Mobility Settings
Qwner ® User O Anonymous (Public/Shared Space)
Owner User ID* [ hrithik.roshan ~]
Mobility User ID [< None = ]
Hse Trusted Relay Point [ Default “]
;:\ways Use Prime Line | Default ~]
Always Use Prime i_ine \ Default v|
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IP Phone Packet Capture Procedure

e We can take PCAPs either from Phone PC Port locally or from CUCM Node remotely

e If we want to take PCAPs from Phone directly, connect a Laptop or PC (With Wireshark installed)
on the PC Port of the Phone

e Enable ‘Span to PC Port’ option in the Phone configuration page and the start capturing the NIC of
Laptop/PC using Wireshark

- il Phone Configuration
&« ¢ © £ https//192.168.21.1/ccmadmin/phoneEdit.dotkey=3b7e294b-ffac-79- ==« & ¥ m o & =

WEWGENGGE Cisco Unified CM Administration hl

admin About Logout

ahaln  Cisco Unified CM Administration

CISCO  E4r Cisco Unified Communications Solutions

System * CallRouting * Media Resources Advanced Features = Device »  Application =  User

Phone Configuration RGN R TGS Back To Find/List

B Save x Delete Copy % Reset Z Apply Config EEZ Add New

Display On 10:30
Duration
Display Idle '01:00

Timeout

Display On When | Enabled -
Incoming Call*
Enable Power
Save Plus

000 ort

Sunday ~
Monday
Tuesday v

Phone On Time | gg:o0

Phone Off Time |24:00

Phone Off Idle 50
Timeout™® -
[enable Audible Alert

EnergyWise
Domain

EnergyWise
Secret

Caliow EnergyWise Overrides

Join And Dir_ec:t* Same ling, across line enable v]
Transfer Policy™ )

|* Enabled ~

Recording Tone® | Disabled V:

00000 oo0on

Recording Tone |1gp
Local volume®

Recording Tone  |5q
Remote Volume*

Recording Tone
Duration

Log Server

Cisco Discovery | Enabled >
Protocol (CDP):
Switch Port*
Cisco Discovery | Enabled v]
Protocol (CDP): i
PC Port*

Link Layer 'Enabled |
Discovery :
Protocol - Media

Endpoint

Discover (LLDP-

MED;: Switch

Port

Link Layer Enabled w O
Discovery

Protocol (LLDP):

PC Port*

LLDFP Asset ID

0 o oo o

I Y T T,
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e Toenable PCAPS from CUCM, use below command
utils network capture eth@ file packets count 100000 size all host ip 192.168.10.60
o This will start capturing Packets till you hit Control+ C

¢ You need to do this on TFTP as well as the target CUCM Subscriber node

01.2. a_cucm-sub01_192.168.21.2 - SecureCRT

file FEdit View Options Transfer Script Tools Window Help

Oil & #ta? ? @

+ 01.2. 2_cucm-sub01_192.168.212 E

ils network capture ethe file packets count 100000 size all host ip 192.168.10.60
Warning: existing packets.cap was renamed packets_1.cap
Executing command with options:
size=ALL count=100000 interface=ethe
src= dest= port=
ip=192.168.10.60

admin:utils network capture ethe file packets count 100000 size all host ip 192.168.10.
60

Warning: existing packets.cap was renamed packets_l1.cap

Executing command with options:

size=ALL count=100000 interface=ethe

src= dest= port=

ip=192.168.10.60

e Ifyou are not sure about the Phone IP, then you can collect all packets using below command

utils network capture eth@ file packets count 100000 size all

e This will have some serious CPU utilization on the node
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o PCAPs will be available at platform/cli/ location

e You can collect the PCAP either from CLI to an SFTP Server or from RTMT

admin:utils network capture eth® file packets count 100000 size all
Executing command with options:

size=ALL count=100008 interface=eth®

src= dest= port=

ip=

Control-C pressed

admin:file list activelog platform/cli/

packets.cap

dir count = 8, file count =1

admin:

admin:

admin:

admin:

admin:

admin:

admin:

admin:

admin:

admin:

admin:

admin:file get activelog platform/cli/packets.cap
Please walt while the system is gathering files info ...
Get file: active/platform/cli/packets.cap
done.

Sub-directories were not traversed.

Number of files affected: 1

Total size in Bytes: 54112785

Total size in Kbytes: 52844.516

Would you like to proceed [y/n]? y

SFTP server IP: 192.168.11.5

SFTP server port [22]:

User ID: sftp.admin

Password; ####&ikikkix

Download directory: /[
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RTMT To Collect Logs and PCAPs from CUCM Cluster

e We can download RTMT from Applications >> Plugins Menu

e RTMT can be used to Monitor the CUCM cluster as well as collecting log files

< {‘r N o€ =
dlialin  Cisco Unified CM Administration Mavigation
cisco

For Cisco Unified Communications Solutions admin About Logout

Call Routing + Media Resources =  Advanced Features + Device + | Application * | User Management =  Bulk Administration + Help =

System =

Find and List Plugins Cisco Unified CM Assistant
- Configuration Wizard

Status | | Plugins |
® 2 records found

Plugin (1-2o0f2) Rows per.Pagel 50 V|
Find Plugin where|| Name ~ | contains \'|real I and Plugin Type equals  Installation ~ || Find Clear Filter P =
Plugin
~ Description
Name
Download Cisco Cisco Unified Real-Time Monitoring Tool (RTMT) is a client tool that monitors device status system performance device discovery and CTI ap
Unified cluster in real-time. RTMT also connects directly to devices to aid in troubleshooting. Install this client on Administrative workstations runnin

Real-Time This RTMT client can also be used to connect to Intercompany Media Engine (IME) server and Cisco IM and Presence(IM&P) server.
Monitoring SHAS12(/usr/local/thirdparty/jakarta-tomcat/webapps/plugins/CcmServRtmtPlugin.bin)=

Tool - 5f:e5:43:77:c6:d1:89:27:51:84:9a:9d:40:61:d5:79:04:21:59:ca:c4:1b:34:5f:1a:8f:e8:db:fciab:fd: 6b:c7:85:72:e8:94:5e:66:a4:fe: 37:95:2
Linux

Download Cisco Cisco Unified Real-Time Monitoring Tool (RTMT) is a client tool that monitors device status system performance device discovery and CTI ap
Unified cluster in real-time. RTMT also connects directly to devices to aid in troubleshooting. Install this client on Administrative workstations runnin

Eeal-Time desired. This RTMT client can also be used to connect to Intercompany Media Engine (IME) server and Cisco IM and Presence(IM&F) server
Monitoring  SHAS12(/usr/local/thirdparty/jakarta-tomcat/webapps/plugins/CemServRtmiPlugin.exe)=

Tool - ff:d8:a1:46:4c:7d:90:e6:3e:9e:1c:89:53:3d:b2:a8:c3:23:15:03: 7c: 24:ae:f9:ff:b5:3c:81:5b:12:df 1 8a:f7:24:36:13: 1e:0e:38:fe:47:03: 76: 5¢
Windows
Cisco Unified Real Time Monitoring Tool (Currently Logged into: cucm-pub.ajcollab.com) =N E -
File System Voice/Video A it 1M and Pr e Edit Window Application Help

5 Soluticns

System Summary IjTrace&Log Central

ﬁ eystem Summary [} Remote Browse
[ [collect Files| «—1—
Server [ Query Wizard
CPU and Memory [} schedule Collection
Process 3 Generate PRT
Disk Usage @[] Real Time Trace
3 Collect Crash Dum
ﬁ Critical Services [ collect Install Logs
Performance [ Audit Logs
Performance 3 Local Browse
Performance Log Viewer
Tools

Alert Central

Trace & Log Central €

@ Job Status
@ SysLog Viewer
@ VLT

@ AuditLog Viewer

Voice/Video

AnalysisManager - I Trace&LogCentral

IM and Presence
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[ SelectUCH Senices/Applcaions |
[ Select all Services on all Servers

MName All Servers [] cucm-pub.ajcollab.com [ cucm-su
Cisco CAR Scheduler
Cisco CAR Web Service
Cisco COR Agent
Cisco COR Repository Manager
Cisco COR files on CM server
Cisco COR files on Publisher Processed
Cisco CTIManager
Cisco CTl Provider
Cisco CallManager
Cisco CallManager SNMP Service
Cisco Cerificate Authority Proxy Function
Cisco Change Credential Application
Cisco DHCP Monitor Service
Cisco Dialed Number Analyzer
Cisco Dialed Number Analyzer Server
Cisco Directory Number Alias Lookup
Cisco Directory Number Alias Sync
Cisco Extended Functions
Cisco Extended Functions Report
Cisco Extension Mobility
Cisco Extension Mobility Application
Cisco Headset Service
Cisco IP Manager Assistant
Cisco IP Voice Media Streaming App
Cisco Intercluster Lookup Service
Cisco License Manager

OoOoooooooooooooooE DOoooooOod

IO D OOoOooooooooooOpOooooOOD

Finish || Cancel
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IPT Platform CLI Created Reports

IPT Platform CLI Logs

IPT Platform Cert Monitor Logs

IPT Platform CertMagr Logs

IPT Platform Cluster Manager Logs

IPT Flatform GUI Logs

IPT Platform IPSecMgmt Logs

IPT Platform RemoteSupport Logs

Install File Signing

Install and Upgrade Logs

Kerneldump Logs

MIBZ Agent

05 ) ) ) 0 ) 0 ) e e e

(530 O 0

SMMP Master Agent

Security Logs

Service Manager

Service Registration Logs

Spooler Logs

‘System Application Agent

CPU and Memuory
Process
Disk Usage
B Critical Services
Performance
— Performance

- Performance Log Viewd
ools
— Alert Central

o Tace aog cenval
— $ Job Status

— $ SysLog Viewer

— $ VLT

- $ AuditLog Viewer

I

petvepattn ]

Y\Phone Boot Process 4

I
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n win-server-tools

Cisco Unified Real Time Monitoring Tool (Currently Logged into: cucm-pub.ajcollab.com)

e Edit Window Application Help

File

System Voice/Video AnalysisM IM and Pr

System

D Trace & Log Central COWTTTO TG TMeEs TOT TToUeE CUCTT-SUDU L JJCOTd D TOTT

System Summary [ Remote Browse Downloaded SDLO05_100_0000329.td from the node: cucm-sub02.ajcollab.com
5 System Summary D Downloaded SDLO05_100_000040.td from the node: cucm-sub02.ajcollab.com
ollect Files
Server D CQuery Wizard
CPU and Memaory [ Schedule Collectio
Process D Generate PRT Collection Summary

@[] Real Time Trace HostMame: cucm-sub02.ajcollab.com

Disk Usage [ Collect Crash Dum|No-of files Collected: 2

B Critical Services [ collect Install Logs
Performance i
D Audit Logs Completed downloading for node cucm-sub02. ajcollab.com
Performance D Local Browse

Downloaded packets.cap from the node: cucm-sub01.ajcollab.com
Downloaded SDLO04_100_000057 td from the node: cucm-sub01.ajcollab.com
Downloaded calllogs_00000001 b from the node: cucm-sub01.ajcollab.com

Performance Log Viewer
Tools

Alert Central
Trace & Log Central
@ Job Status

@ SysLog Viewer
@ wT

Collection Summary*****++==
HostMame: cucm-sub01.ajcollab.com
Mo.offiles Collected: 3

@ AuditLog Viewer Completed downloading for node cucm-sub01.ajcollab.com
Downloaded packets.cap from the node: cucm-pub.ajcollab.com
Voice/Video - 5
— This button will be grayed-out
AnalysisManager aftercolfecting-thefogs

IM and Presence

Sjrshm&.m]r
|

| Jauctam Summan|

|Corrpleted downloading for node cucm-pub.ajcollab.com
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IP Phone Bootup Process and Registration

e When you connectan IP Phone to a network, there are some key steps that the IP Phone will go
through to get register with CUCM
e We will now see the complete registration process with the help of Packet Captures
M Phone PCAP2.pcapng — O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tocols  Help
Am i@ RE Qes=Fas5/Eaaqaan
(W[ dncp 11 http 11 sip | Bl -+
No. Time Source Destination Protocol  Length Info ~
188 2821-82-25 89:26:47.443451 8.8.8.8 255,255, 255,255 DHCP 378 DHCP Discover - Transaction ID @xbc26fedc
189 2821-82-25 89:26:49.498588 18.186.79.78 255,255,255, 255 DHCP 348 DHCP offer - Transaction ID exbc2efeac
191 2821-82-25 89:26:49.683281 9.9.8.8 255,255, 355, 255 DHCP 382 DHCP Request - Transaction ID exbc2efeac
192 2821-82-25 89:26:49.6085668 18.186.79.78 255,255, 355, 255 DHCP 348 DHCP ACK - Transaction ID exbc2efedc
286 2@21-@2-25 €9:26:56.185867 192.168.18.58 192.168.68.18 DHCP 378 DHCP Request - Transaction ID exfbf3sdes
287 2821-82-25 89:26:56.198672 18.186.79.78 192.168.18.58 DHCP 342 DHCP ACK - Transaction ID exfbf38des
253 2821-82-25 89:26:56.684665 192.168.18.68 152.168.21.1 HTTP 138 GET /CTLSEPS@1CEBBCTIDS5.t1v HTTP/1.] f————
255 2@21-82-25 @9:26:56.685387 192.168.21.1 192.162.18.68 HTTP 1389 HTTP/1.1 484 Not Found
263 2821-82-25 @9:26:56.969976 192.168.18.68 192.168.21.1 HTTP 130 GET /ITLSEPS@1CBeRC71D5.tlv HTTP/1.1
277 2e21-e2-25 @9:26:56.978815 192.168.21.1 192.168.10.608 HTTP 478 HTTP/1.1 288 OK (*/*)
291 2e821-82-25 €9:26:58.844443 192.168.18.68 192.168.21.1 HTTP 135 GET /SEPS@1CBeeC71D5.cnf.xml.sgn HTTP/ 1, 1 e
i 388 2821-82-25 @89:26:53.859468 192.168.21.1 192.168.18.68 HTTP 1345 HTTP/1.1 288 OK (*/*}
334 2821-82-25 89:27:81.913988 192.168.10.68 192.168.21.1 HTTP 124 GET /appDialRules.xml HTTPR/1.1
337 2821-82-25 @9:27:81.921138 192.168.21.1 192.162.18.68 HTTP 91 HTTP/1.1 288 OK (*/*)
34¢ 2821-82-25 @9:27:82.251428 192.168.18.68 192.168.21.1 HTTP 154 GET /SKb@ec912f-bdee-994b-57ae-345883c1fdes. xm
352 2e21-@2-25 @9:27:82.252224 192.168.21.1 192.168.10.68 HTTP 1343 HTTP/1.1 288 OK (*/*) |
371 2821-82-25 @9:27:82.982989 192.168.18.68 132.168.21.2 SIP 1845 Request: REFER sip:cucm-sub@l.ajcollab.com |
374 2821-82-25 89:27:82.984127 192.168.21.2 192.168.18.68 SIP 488 status: 2e2 Accepted |
377 2821-82-25 @9:27:82.984936 192.168.18.68 192.168.21.2 SIP 134@ Request: REFER sip:cucm-sub@l.ajcollab.com |
379 2821-82-25 @9:27:82.986138 192.168.21.2 192.168.108.68 SIP 4z@ status: 282 Accepted |
381 2821-82-25 @9:27:82.986774 192.168.18.68 192.168.21.2 SIP 187 Request: REFER sip:cucm-subel.ajcollab.com |
383 2e821-82-25 @9:27:82.988821 192.168.21.2 192.168.18.68 SIP 43@ Status: 282 Accepted |
385 2821-82-25 @9:27:82.988587 192.168.18.68 132.168.21.2 SIP 1348 Request: REFER sip:cucm-sub@l.ajcollab.com |
387 2821-82-25 @9:27:82.918728 192.168.21.2 192.168.18.68 SIP 481 status: 202 Accepted |
389 2821-82-25 @9:27:82.913425 192.168.18.68 192.168.21.2 SIP @ Request: REGISTER sip:cucm-sub@l.ajcollab.com
391 2e21-e2-25 @9:27:82.914156 192.168.21.2 192.168.10.68 SIP 488 Status: 1@ Trying |
393 2821-82-25 @9:27:83.833384 192.168.21.2 192.168.10.68 SIP 1205 Status: 2e@ 0K (1 binding) |
395 2821-82-25 89:27:83.834446 192.168.21.2 192.168.18.68 SIP 1325 Request: REFER sip:d256f92a-cefl-c3d4-de37-5fc
398 2821-82-25 89:27:83.135771 192.168.18.68 192.168.21.2 SIP 1855 Request: REFER sip:cucm-sub@l.ajcollab.com |
498 20921-82-25 @9:27:83.138851 192.168.21.2 192.168.18.68 SIP 481 status: 202 Accepted |
W
< >
[status Code Description: o] ~
Response Phrase: OK
w Content-length: 14311\r\n
[Content length: 14311]
cache-Control: no-sterelyrin
content-type: */*\r\n
wrin
[HTTP response 1/1]
[Time since request: @.8l5el7eee seconds]
[Reguest in frame: 2917
[Request URI: http://192.158.21.1:6978/5EPSA1CEEACTID5. cnf.xml.sgn]
File pata: 14311 bytes
w Media Type
Media type: */* (14311 bytes) v
< >
2858 2i 1 88 02 @8 92 ~
2868  EN B8 3 4e 63 75 &3 &d
ga7e [l E3 EC 62 22 63 &
2020 [kl BC 62 4f 3d 41 4
2298  [Hal EL] 3d 42 &8 B7 Bl BC
20ae  El ab 72 Be 74 51 6b 61
ggbe CENET Bee 62 da 53 bf 78 cb b
gece k=R 16 BE 98 43 4e 3d 63
sada phigw 2e B3 B3 EC BC Bl B2 : -pub.ajc ollab.co w
Frame (1345 bytes)  Reassembled TCP (14397 bytes)
() ¥  Mediatne fmedia tvnet 14 311 hute EPacket<- f52 - Dispnlaved- 67 (10 19) Erofile- Defanlt

Note: This is the PCAP from Phone Side. CUCM PCAPs won’t have the DHCP part since DHCP is provided
by the Lab switch.

Sample PCAPs can be downloaded from here: IP Phone Packet Capture from Phone Side
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https://drive.google.com/file/d/13U_BjGiOcLbgzK6iBPmEMtarZvDWEfAI/view?usp=sharing

1. Obtain Power
e |P Phone gets power either from PoE Switch or from external power adapter

e When IP Phones are connected to PoE Switch, Phones will send Fast Link Pulse (FLP 147K Hz) to
the Switch

e Up onreceiving the FLP, switch will realize that the device requesting power and it delivers the
maximum power over Ethernet cable

e Once the IP Phone boots-up, with the help of CDP messages, switch can understand that the
device doesn’t require maximum power and eventually reduces to the required level based on the

Phone model

2. Run Bootstrap Loader

¢ |P Phone initializes the firmware image and boots from it, this will initialize the hardware and

software.

3. Obtain VLAN Information
e |P Phone acts as a mini switch, meaning we can connect a co-located PC on IP Phone
e PC will get Data VLAN and Phone will get Voice VLAN
e With the help of CDP messages, Phone can understand the configured Voice and Data VLANs

4. Obtain IP Address from DHCP Server
e Phone uses portnumber 68 and DHCP Server use 67
Phone will broadcast DHCP DISCOVER message
e Only the DHCP server will reply to that message by DHCP OFFER (L2 Unicast) contains Pool of IP

Address, Subnet Mask, Default Gateway, TFTP Server IP, DNS Server, Domain Name and lease

duration
e Now the Phone will send a broadcast REQUEST for one IP from this pool

e DHCP Server will ACK the message (L2 Unicast) saying that it accepts the request and mapped the
IP to the client

e This process is known as DORA process in DHCP
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5. Request CTL File

IP Phone firmware is programmed to request CTL file from the TFTP Server after getting TFTP
server |P from DHCP Server
CTL file will be available only on secure clusters, hence most of the time Phone gets 404 Not

Found from the TFTP Server
CTL is used for encrypted Signaling and Media

6. RequestITL File

IP Phone requests ITL file from the TFTP. CUCM V8 or later will provide ITL file by default

The Phone configuration file will be signed by default and Phone uses ITL to verify the identity of
TFTP server and decrypt the configuration file

When an IP Phone downloads ITL file, then, it will not trust any other TFTP server. That is the
reason we clear ITL file while connecting phone from one cluster to another cluster

Signed configuration file will have ‘.sgn’ at the end

7. Download Configuration File

Now the IP Phone send a request for SEP<MAC_ADDRESS>.cnf.xml.sgn
This file will have the CUCM Node information to get register. This will also have details like

firmware image, Date / Time format, etc.

8. Register with Primary CUCM Node

Phone will send SIP Register message to the primary CUCM listed in the phone configuration file
Phone will send a keep-alive every 120 seconds to the primary CUCM server

In the initial REGISTER message from Phone, the EXPIRE timer set to 3600 seconds. As a
response to this CUCM sends ACK by modifying the EXPIRE timer to 120 seconds

Therefore, the phone sends keep-alive every 120 seconds (actually 115 seconds which is 120
minus the delta value configured in SIP profile, which is 5 seconds by default)

In this case, the phone sends keep-alive every 115 seconds
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Phone exchanges the Register message to Backup CUCM with Expires field set to 0

[}
If primary goes down, phone switches over to secondary and establishes keepalive connection,

[}
begins polling primary periodically in order to fall back when it becomes available again

@ ..., REGISTER: oxpires =0 NS

"'%-EEGIST : :

\ J - ER: ¢ "
Primary

'y,
*, Nune EXPirgg
Soey R 52 0007(7';'7;5.: 3609 CE———
~& Gy, XPireg e, o |
~.:S:7.6/? =120 ~~..* 4 £
.\ 1
200(;,;’st’f’i'es N d— ks
RPN Secondary
\\o §~~~
-,
KN =
N=K
Tertiary
N
-
L
SRST

e When Phoneis registered with Secondary CUCM, it maintains REGISTER messages with Primary
and tertiary CUCM nodes

e When all the three nodes are down, Phone will try to register with SRST
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IP Phone Registration CCM Logs

e We have collected the Cisco CallManager logs while collecting the PCAPs, let’'s see what the

information are available in the CCM Logs regarding the Phone registration

REFER sip:cucm-subgl.ajcollab.com |
202 Accepted |
REFER sip:eucm-subdl.ajeollsb.com |
202 Accepted |
REFER sip:cucn-subet.ajcollab.com |
: 202 Accepted |

ucy

260 OK_(1 binding) |
prd256792a-cep1-c3ds-de37-57C
REFER s1ptcuen.suber afeol1ab.c

202 Accepted |

p——

M Prone PCAP2.pcapng - o X M Administ . o x
File Edit ‘gm Go ;"‘“." :”“"“ 5‘;““‘f Telephony g’e‘giaﬁ%‘ Help File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
am BRe=s=7 =
3 i | % & |36 [®
W [dhep 11 vty 11 5 T+ o = ) c@‘ Q‘ | ﬁ‘ ‘
No. Time Source Destination Protocol  Length Info ~ | ElSDL004_100_000057 ¢ E1 ‘
180 2021-02-25 @9:126:47. 443451 2s5.055.255.255 D 578 OHCP Discover - Transaction I0 exbczsfesc 3 01239375.000 114:56:53.778 [5dlsig  |SdlReadRsp Twai &
Jrtaes T Mo it :::::E:;:: D e 36 01239375.001 |14:56:53.778 |AppInfo |SIPTep - SdlRead bufferLen=1147
10.406.75.78  2ss.ossas.ss Dice 305 0MCP ACK - Transaction o exbc2sfesc 3 01239375.002 |14:56:53.778 |AppInfo |//SIP/Stack/Info/0x0/sippmh_get multipart bound:
19.162.90 192,165,010 ouce S50 oy neauest  Tramsaction 10 extofoies 3 01239375.003 |14:56:53.778 |AppInfo |//SIP/Stack/Error/0x0/sipSPIDisplaySipMsgForDebi
19.106.79.78  192.168.10.58 orce 342 oHCP ACK Transaction o exfbfaades A 56
Ehmme  amamaa = O T Ry T 3 01239375.004 114:56:53.776 |AppInfo |SIPTcp - wait_SdlReadRsp: Incoming SIP TCE mess:
1920682001 1521682060 wrre 130 KTTE/1.1 404 Not Found 36067 [80504,NET]
192.168.21.1 wrre e e 3 @[REGISTER sip:cucn-subol.ajcoliab com 51F/2.0]
o216 1921681 wrre 70 4TTP/L1 200 0K (3/%) === - -
192.168.30.60  152.168.21.1 WP 135 GET /S6PSaacaeocris.cofial. g1 WTTP/L.1 g via: 3I/2.0/TCP 192.168.10.60:50102;branch=29hG4bK1373b129
192,168,210 wrre 1305 HTTP/L2 200 OK (o1 36 From: <sip:11001@cucm-sub0l.ajcollab.com>; tag=5016B00ETIA50532248bbaaB-50269298
1920683060 152.168.21.1 wrTe 126 GET Jagppiatnutes s HTTP/1.1 3 To: <sip:110018cucm-sub0l.ajcollab. com>
19268200 192.168.20.60 WP S1HTIP/LL 200 0K (°/°) :
152168.50.60 152168211 wre 154 GET JSibpeca1at-biee-Saio-S7ae- ARtk 3 Call-ID: 501cb00c-71d5000b-4£b8a3d5-436cb8698192.168.10.60
1268200 152.168.10.60 WP 1343 HTTP/L1 200 O 3 rds: 7
1921683060 132.168.21.2 il Db s s ) ;uim sube1.ajeol1ab.con | 3 ~ID: dc02a26b001050002000501EBO0ETAES ; remote=00000000000000000000000000000000
1920682152 1921681060 st a0 status: 202 Accepte e
192.168.30.60 152,168,212 st FEr sipicucn-subel.ajcollab.con | B Thu, 25 Feb 2021 09:26:52 GMT
1921682100 1521651060 s 280 Status: 262 Accepted | 3 1399 REGISIER
192.168.30.60  152.168.21.2 st T 3 er-Agent: Cisco-CPBB65/12.8.1
132.168.2102  1s2.165.10.60 s 350 status: 202 Accepted
s s s e e suton ascot1an.con | 3 Contact: <sip:d256£92a-ce6l-c3d4-d637-5EccalcdBedb@192.168.10.60:50102; transport=tep:
192.008.20.2 1521681060 st 3 supported: replaces,join, sdp-anat,norefersub,resource-priority, extended-refer,x-cisco-
i2aedec 152188212 s 3 Reason: SIP;cause=200;text="cisco-alarm:14 Name=SEPSOICBOUETIDS ActiveLoad=sip8845_65
192068212 152.165.10.60 st 7 EoiresT 3600 —
192068202 192.168.20.60 st z0s status: 200 o6 (1 binding) | K e . . .
192068212 152.165.20.60 s REFER s1p:d256£923.ces1 Cagh 0637550 3 Content-Type: multipart/mixed; boundary=unigueBoundary
192.168.30.60  152.168.21.2 st REFER s1p:cuca-sube1.ajcollab. com 36 Mime_vVersion: 1.0
192.168.21.2 192.168.10.68 s g1 status: 202 Accepted | o E Content-Length: 1337
< > b
3 ——uniqueBoundary
Transmission Control Frotocol, SiC Fort: 50167, DSt Fort: 5060, 5432668, Ack: 1658, Len: 1147 ~3 Content-Type: application/s-cisco-remotecc-requestaml
[2 Resssenbled Tcr Segnents (2595 bytes): #388(1448), #339(1147)] 3 :
 session Initiation protocol (REGISTER) 3 Content-Disposition: session;handling=optional
Request-Line: REGISTER 3ip: cuca-subod. s3collab. con SIP/2. 3
< Message reader ion=n1.on ing=n "
i b/ 152,165, 10.68:50162;snCheShGE LS 3b12S 3 <2sml version="1.0" encoding="UTF-8"2>
From: oL1ab. com; 3 <x-cisco-remotecc-request>
Tor st 110013c . £utB1 ascol1b.. V4 5 ultregisterran .
e S e
[oenerated call-0: So1chonc-71d5600b-4fbsasd f § N
Max-Foruards: 70
Ssmson 2o: [Search resulis- (14 hits) i
SRt T 22 T o s T . [ 7seazen "S01cbo0c-T1 fh8a3ds-4 192.168.10.60" (14 hits in 1 file of 1 searched) ~
. Sy SR, R C:\Users\Administrator\Desktop\Lab Screenshots\Boot Process PCAP\Phone Boot Process\cucm-s
Line Call-ID: 501cb00c-71d5000b-4£b8a3d5-436ch869@192.168.10. 60
g ~ Line : 01239376.033 |14:56:53.778 |AppInfo |//SIP/Stack/Info/0x0xe83c5ab8/sipSPIUe
3 Line 01239385.025 |14:56:53.897 |AppInfo |SIPStationD(332) - buildServiceControl
Line Call-ID: 501cb00c-71d5000b-4fbBa3d5-436Ch869@192.168.10. 60
53657373 69 Gf ge 20 43 44 3 28 64 6. -Sessi on Io: d Line : RegistercallId={501cb00c~71d5000b-4fb8a3d5-436chBE9€192.168.10.60}
61323 62 30 30 31 30 35 30 30 38 61 co2a25b0 elose0on : : en. . iy
GRNRE pmmreeee e mee Line : 01239667.033 |14:58:49.037 |AppInfo |//SIP/Stack/Info/0x0xedaed126/sipSPIU
5F 7465338 3030 30 30 30 30 36 3o remstend 00002000 v Line : 01239916.033 [15:00:44.123 |AppInfo |//SIP/Stack/Info/0x0xe83c4728/sipSPIUz v
Frame (1213 bytes)  Reassembled TCP (2595 bytes) < ’
© 7 RFC3261: Call-ID Header (sip.Call-ID), 60 bvtes Packets: 662 - Displaved: 67 (10.1%) || Profile: Default .:|Nlength: 7,632,814  lines: 44,037 Ln:36868 Col:42 Pos:6409951 Unix (LF) UTF-8 INS
Ml Phone PCAP2peapng - B “ | [&f ©\Users\Administrator\Desktop\Lab Screenshots\Boot Pracess PCAP\Phone Boot Process\cucm-sub01 ajcollab - [m] X
@ XY File Edit Search View Encoding Language Settings Tools Macio Run Plugins Window ? X
dm - .
BES )+ d =5 s s & (8] |dh g | @ x| Bo®lw C:
Source Destination Protocol Length Info ~ | = sDL004_100_000057:0¢t 3
e.0.0.0 255.255.255.255  DHCP 370 DHCP Discover - Transaction I exbc2sfesc 3 01239404.000 114:56:53.897 |SdlSig  |SIPSPISignal it A
10.406.75.78  2ss.2ss.ass.ss Dice S5 WP offer - Transaction I exbcasfesc . el . . . . !
e I e e e 37 01239404.001 |14:56:53.897 |AppInfo |SIPTcp - wait SA1SPISignal: Outgoing SIP TCP me:
10.106.79.78  255.255.255.5  DHCP 343 0HCP ACK - Transaction I exbc2sfesc 371 180506, NET]
ouce 7o ey st Trnsction 0 exotseis 37143 SIP/2.0 200 OK
19.106.79.78  192.168.10.58 ouce 302 0P ACK - Transaction b exfbfasdes - i . i _
1921683080 132168211 wrre 130 GET /CTLsEPse1cEBOCTIDS £1v HTTP/L. 37144 via: SIP/2.0/TCP 192.168.10.60:50102;branch=z5nG4bK1373b£29
o216 1921681 wrre 130 KTTP/1.1 404 Not Found From: <sip:11001@cucm-sub0l.ajcollab.com>; tag=501cb00ETIA50532248bbaa8-50269298
192.168.30.60  152.168.20.1 WP 130 GET /ITLSEPSeACHRRCTIDS 1Y HTTP/L.2 To: <sip:11001@cucm-sub0l.ajcollab.com>; tag=633476860
192,168,210 wrre 70 wTTP/LL 200 0K (* ) .
192.168.10.60 192.168.21.1 HTTP 135 GET /SEP5@1CB@AC71D5. Enf yml.sgn WTTP/1.1 Date: Thu, 25 Feb 2021 09:26:53 GMT
192,268,201 WP 1345 HTTP/L 200 K (/%) Call-ID: 501cb00c-71d5000b-4fb8a3d5-436cb8690192.168.10.60
152.168.30.60 132168211 wre 124 GET apppialtules.ml KTTP/1.1 Server: CiLscom 1
152.168.21.1 192.168.10.60 TP 91 HTTP/1.1 260 OK (*/*) _
Soame shrme T (B B e o S T CSeq: 1399 REGISTER
192068201 192.168.20.60 wrre 1343 HTTP/L2 200 OK (/%) Expires: 120
192.168.30.60  152.168.21.2 st 1045 Request: REFER Sipicucn-sube1.ajcollab.com | Contact: <sip:d256£92a-ce.
374 2621 82 25 1921682102 152.165.10.60 s 86 Status: 262 Accepted |

Supported: X-cisco
Content-Type: i
Content-Length;

<code>200</code>

<optionsind>

<combine max="6">
<remotecc><status/></remotecc>
<service-control/>

</combine>

e se102, sm. 2008, Ack: 12035, Len: 11:

<
§
&
g
§

v Hessage Header
stP/2.0/1ce 192.168.1

om;t3g-501b09C710505322280b338 ¢
sl

a3

Thu, 25 Feb 2021 83 \
e e o 436869819 =3
[Generated call-Io: 1
Server: Cisco-CUMLLS

<dialog usage="hook status"><unot/></dialog>
<dialog usage="shared line"><unot/></dialog>
<presence usage="blf speed dial"><unot/></presence>
<joinreg></joinreg>

<iz/>
<bfcp/> v
< >
[Search results - 2 hits) =

Search "Call-ID: 501cb00c-71d5000b-4Fb8a3d5-436cb8692192.168.10.60" (2 hits in 1 file of 1 =~
¢:\Users\Administrator\Desktop\Lab Screenshots\Boot Process ECAP\Phone Boot Process\cucm-s
Line : Call-ID: 501¢b00c-71d5000b-4fbBa3d5-436chB869@152.168.10.60

<
32 3¢ 32 35 33 20 47 40 54 00 0a 43 61 6c £c 12613 G T Call
2324 3220 35 30 31 63 62 39 30 63 2 37 31 -ID: Sed cheec-71
353030 30 62 20 34 66 62 38 6133 64 35 20 05899D-4 fbBa3S-
3336 63 62 38 35 39 40 31 39 32 2¢ 31 36 38 436chaES
3130 2 36 30 od ea 53 65 72 75 65 72 32 20 .19.60:
973 63 6F 20 43 55 43 40 31 312¢ 35 0d 63 Cisco-CU
5365 7132 22 31 33 3939 20 52 45 47 49 53 Cseq: 13
455200 03 45 78 70 €9 72 657333 203132 TER..EXD
0d 0a 43 67 6e 74 61 63 74 3a 20 3¢ 73 69 7@ 0.-Conta
643235 36 66 39 32 51 20 63 65 36 31 20 53 10256732

30a-037 -fcea1c

~ Line : Call-ID: 501cb00c-71d5000b-4fbBa3d5-436ch869@192.168.10.60
Search "501cb00c-71d5000b-4fb8a3d5-436cbB869" (14 hits in 1 file of 1 searched)
Search "100 Try" (1 hit in 1 file of 1 searched)

"501cb00c-71d5 b-4fb8a3d5-4: " (14 hits in 1 file of 1

RFC 3261: Call-ID Header (sip.Call-ID), 60 bytes Packets: 662 * Displayed: 67 (10.1%)

Profile: Default

Search "501cb00c-71d5 b-4fb8a3d5-4: 192.168.10.60" (14 hits in 1 file of 1
Search "501ch00c-71d5 b-4fb8a3d5-4 192.168.10.60" (14 hits in 1 file of 1 ~
o< >
Nlength: 7,632,814 lines: 44,037 Ln:37,156 Col:1 Pos:6,446315 Unix (LF) UTF-8 INS
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Auto Registration CCM Logs

e | have taken an example of a Phone Auto Registration
e Phone MAC: 08CC6831D463;Phone IP 192.168.129.1; PUB+TFTP: 192.168.21.1; SUBO1:
192.168.21.2; SUB02: 192.168.21.3

+«+ Phone Sends Register Message to the SUBO1 CUCM where we have enabled Auto Registration

00008705.001 |[23:22:11.941 |AppInfo |//SIP/SIPUdp/wait_SdlDataInd: Incoming SIP UDP
message size 1049 from 192.168.129.1:[5060]:

[71,NET]

REGISTER sip:192.168.21.2 SIP/2.0

Via: SIP/2.0/UDP 192.168.129.1:5060;branch=z9hG4bK6763daf2

From: <sip:AUTO-REG@192.168.21.2>;tag=08cc6831d46300045c438d60-6315c0ofe

To: <sip:AUTO-REG@192.168.21.2>

Call-ID: ©8cc6831-d4630003-44a0964c-54e6773c@192.168.129.1

Max-Forwards: 70

Date: Fri, 01 Jan 1982 ©00:18:23 GMT

CSeq: 101 REGISTER

User-Agent: Cisco-CP9971/9.4.2

Contact: <sip:b5677e67-31dc-43ca-86f5-
3eel9%ef2345e@192.168.129.1:5060;transport=udp>;+sip.instance="<urn:uuid: 00000000 -
0000 -0000-0000-
08cc6831d463>";+u.sipldevicename.ccm.cisco.com="SEPO8CC6831D463";+u.sip!model.ccm.ci
sco.com="493";video

Supported: replaces,join,sdp-anat,norefersub, resource-priority,extended-refer,X-
cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-control,6X-
cisco-srtp-fallback,X-cisco-monrec,X-cisco-config,X-cisco-sis-7.0.0,X-cisco-xsi-
8.0.1

Content-Length: ©

Reason: SIP;cause=200;text="cisco-alarm:14 Name=SEPO8CC6831D463
Activeload=sip9971.9-4-2SR4-1.1loads InactivelLoad=sip9971.9-4-2SR2-2.1loads Last=cm-
closed-tcp"

Expires: 3600

¢+ CUCM Creates an Entry for the Phone in its DB and allocates a free DN

00008710.003 |23:22:12.051 |AppInfo |SIPStationD(3) - Register instanceId (MAC
addr) =08CC6831D463

00008710.004 |23:22:12.052 |AppInfo |SIPStationD(3) - Register deviceName (database
key) =SEP@8CC6831D463

00008711.001 |23:22:12.103 |AppInfo |Auto Registration Stored proc - execute
procedure DeviceAutoReg cmsp('SEP@8CC6831D463',493,11, '6528882f-f4d0-40ba-95al-
925fb1b5b176")

00008711.004 |[23:22:24.430 |AppInfo |AddDevice returns 21001
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+ CUCM Sends a Notify Message to IP Phone to go for a restart

00009179.001 |23:23:06.566 |AppInfo |//SIP/SIPUdp/wait_Sd1SPISignal: Outgoing SIP
UDP message to 192.168.129.1:[5060]:

[101,NET]

NOTIFY sip:AUTO-REG@192.168.129.1:5060 SIP/2.0

Via: SIP/2.0/UDP 192.168.21.2:5060;branch=z9hG4bK3743b8bac
From: <sip:192.168.21.2>;tag=1645647548

To: <sip:AUTO-REG@192.168.129.1>

Call-ID: f1946280-dclaf62-4-215a8c0@192.168.21.2

CSeq: 101 NOTIFY

Max-Forwards: 70

Date: Wed, 30 Jun 2021 17:52:34 GMT

User-Agent: Cisco-CUCM11.5

Event: service-control

Subscription-State: active

Contact: <sip:192.168.21.2:5060>

Content-Type: text/plain

Content-Length: 84

action=restart
RegisterCallld={0@8cc6831-d4630003-4420964c-54e6773c@192.168.129.1}

230



+¢+ At this point CUCM DB has an entry for the particular phone and its Configuration file has been

created in TFTP as well. The configuration file contains the SIP Line information (DN 21001)

192.168.21.1:6970/SEP0Bcch831d462 X http://192,168.21.1:6870/SEP0Bcchl . X -+ - O

& & view-source:http://192.168.21.1:6970/SEP08cc683 1d463.cnfxml kg
<remotePartyID>true</remotePartyID>
<nserInfoxNone</userInfo>
</=ipStack>
<antoAnswerTimer>1l</antoAnswerTimer>
<antoAnswerAltBehavior»false</antoAnswerAltBehavior>
<antoAnswerOverride>true</antoAnswerOverride>
<transferOnhookEnabled>false</transferOnhookEnabled>
<enableVad>false<,/enableVad>
<preferredCodec>none</preferredCodec>
<dtmfAvtPayload>101</dtmfAvtPayloads>
<dtmfDbLevel>3</dtmfDbLevel>
<dtmfOntofBand>avt</dtmfOntofBand>
<kpml>3</kpml>
<phonelabel></phonelabel>
<stutterMsgWaiting>2</stutterMsgWaiting>
<callStats>true</callStats>
<offhookToFirstDigitTimer>15000</offhookToFirstDigitTimer>
<T302Timer>15000</T302Timer>
<silentPeriodBetweenCallWaitingBursts>10</silentPeriodBetweenCallWaitingBurstss>
<disablelLocalSpeedDialConfig>true</disablelocal SpeedDialConfig>
<poundEndOfDial>false</poundEnd0fDial>
<startMediaPort>16384«</startMediaPort>
<stopMediaPort>32766</stopMediaPort>
<startVideoPort>0</startVideoPort>
<stopVideoPort>0</stopVideoPort>
<organizationToplLevelDomain></organizationToplevelDomain>
<line button="1" lineIndex="1"3>
<featureID>9</featureID>
<featurelabel>21001 - Will Smith</featurelabel>
<proxy>USECALLMANAGER< /proxy>
<port>5060</port>
<name>21001</name>
<displayName>21001 - Will Smith</displayName>
<antoAnswer>
<antoAnswerEnabled>3</antoAnswerEnabled>
<antoAnswerMode>huto Answer with Speakerphone</antoAnswerMode>
</auntoAnswer>
<callWaiting>3</callWaiting>
<sharedLine>true</sharedLine>
<messageWaltinglampPolicy>3</messageWaitinglampPolicy>
<messageWai tingAMWI>0< /messageWai tingAMWI >
<messagesNumber><,/messagesNumber:>
<ringSettingIdle>4</ringSettingldle>
<ringSettinghctive>5</ringSettingActive>
<contact>f644e759-c249-4e67-b719-Bb08635L6T21</contact>
<forwardCallInfoDisplay>
<callerName>true</callerName>>
<callerNumber>false</callerNumbers>
<redirectediumber>false</redirectediumber>
<dialedNumber>true</dialedNumber:
</forwardCallInfoDisplay>
<maxNumCalls>4< /maxNumCalls>
<bnsyTrigger>2</busyTrigger>
</line>
</sipLlines>
<externalNumberMask></external NumberMask>
<voipControlPort>5060</voipControlPorts>
<dscpForAndic teol="conversational.audic.aq:admitted">184</dscpForAndios
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+ During the rebooting stage, now the phone gets this configuration file and sends another Register

message to CUCM with extension 21001

00009278.004 |23:23:47.172 |AppInfo |SIPTcp - wait_Sd1ReadRsp: Incoming SIP TCP
message from 192.168.129.1 on port 51584 index 3 with 2366 bytes:

[106,NET]

REGISTER sip:192.168.21.2 SIP/2.0

Via: SIP/2.0/TCP 192.168.129.1:51584;branch=z9nG4bK581b5ee2

From: <sip:21001@192.168.21.2>;tag=08cc6831d463000414fa4229-7106803b

To: <sip:21001@192.168.21.2>

Call-ID: ©8cc6831-d4630003-33899d07-6ebc2d9b@192.168.129.1

Max-Forwards: 70

Date: Fri, 01 Jan 1982 00:00:49 GMT

CSeq: 101 REGISTER

User-Agent: Cisco-CP9971/9.4.2

Contact: <sip:f644e759-c249-4e67-b719-

8b08635b6721@192.168.129.1:51584; transport=tcp>;+sip.instance="<urn:uuid:00000000 -
0000 -0000-0000-
08cc6831d463>";+u.sip!devicename.ccm.cisco.com="SEPO8CC6831D463";+u.sip!model.ccm.ci
sco.com="493"

Supported: replaces,join,sdp-anat,norefersub,resource-priority,extended-refer,X-
cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-control,,bX-
cisco-srtp-fallback,X-cisco-monrec,X-cisco-config,X-cisco-sis-7.0.0,X-cisco-xsi-
8.0.1

Reason: SIP;cause=200;text="cisco-alarm:14 Name=SEPO8CC6831D463
Activeload=sip9971.9-4-2SR2-2.1loads InactivelLoad=sip9971.9-4-2SR4-1.loads Last=cm-
closed-tcp"

Expires: 36600

Content-Type: multipart/mixed; boundary=uniqueBoundary

Mime-Version: 1.0

Content-Length: 1249

s CUCM SUBO1 will confirm the registration with 2000K. All the logs are available in the CUCM
SUBO1 server

00009301.001 |23:23:47.286 |AppInfo |SIPTcp - wait Sd1SPISignal: Outgoing SIP TCP
message to 192.168.129.1 on port 51584 index 3

[108,NET]

SIP/2.0 200 OK

Via: SIP/2.0/TCP 192.168.129.1:51584;branch=z9nG4bK581b5ee?2

From: <sip:21001@192.168.21.2>;tag=08cc6831d463000414fa4229 -7106803b

To: <sip:21001@192.168.21.2>;tag=1491078936

Date: Wed, 30 Jun 2021 17:53:47 GMT

Call-ID: 08cc6831-d4630003-33899d07-6ebc2d9b@192.168.129.1

Server: Cisco-CUCM11.5

CSeq: 101 REGISTER

Expires: 120

Contact: <sip:f644e759-c249-4e67-b719-

8b08635b6721@192.168.129.1:51584; transport=tcp>;+sip.instance="<urn:uuid:00000000 -
0000 -0000-0000-
08cc6831d463>";+u.sipldevicename.ccm.cisco.com="SEPO8CC6831D463";+u.sip!model.ccm.ci
sco.com="493" ;x-cisco-newreg

Supported: X-cisco-srtp-fallback,X-cisco-sis-8.0.0

Content-Type: application/x-cisco-remotecc-response+xml

Content-Length: 367
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« If we take a look at SUB0O2 Logs, we will see another backup Register request with Expire set to 0

00008660.002 |23:23:48.898 |AppInfo |SIPTcp - wait_Sd1ReadRsp: Incoming SIP TCP
message from 192.168.129.1 on port 52141 index 3 with 904 bytes:

[61,NET]

REGISTER sip:192.168.21.3 SIP/2.0

Via: SIP/2.0/TCP 192.168.129.1:52141;branch=z9hG4bK70a3b429

From: <sip:21001@192.168.21.3>;tag=08cc6831d46300060bacb5a2-41ccl749

To: <sip:21001@192.168.21.3>

Call-ID: 08cc6831-d4630002-73bl6ele-656belfe@l192.168.129.1

Max-Forwards: 70

Date: Wed, 30 Jun 2021 17:53:48 GMT

CSeq: 101 REGISTER

User-Agent: Cisco-CP9971/9.4.2

Contact: <sip:f644e759-c249-4e67-b719-

8b08635b6721@192.168.129.1:52141; transport=tcp>;+sip.instance="<urn:uuid:00000000 -
0000 -0000-0000-
08cc6831d463>";+u.sip!devicename.ccm.cisco.com="SEPO8CC6831D463";+u.sip!model.ccm.ci
sco.com="493" ;expires=0;cisco-keep-alive

Supported: replaces,join,sdp-anat,norefersub,resource-priority,extended-refer,X-
cisco-callinfo,X-cisco-serviceuri,X-cisco-escapecodes,X-cisco-service-control,X-
cisco-srtp-fallback,X-cisco-monrec,X-cisco-config,X-cisco-sis-7.0.0,X-cisco-xsi-
8.0.1

Content-Length: ©

Expires: ©

¢+ SUBO02 will respond with 2000K

00008664 .001 |23:23:48.899 |AppInfo |SIPTcp - wait Sd1SPISignal: Outgoing SIP TCP
message to 192.168.129.1 on port 52141 index 3

[63,NET]

SIP/2.0 200 OK

Via: SIP/2.0/TCP 192.168.129.1:52141;branch=z9hG4bK70a3b429

From: <sip:21001@192.168.21.3>;tag=08cc6831d46300060bacb5a2-41cc1749
To: <sip:21001@192.168.21.3>;tag=116502652

Date: Wed, 30 Jun 2021 17:53:48 GMT

Call-ID: ©8cc6831-d4630002-73bl6ele-656belfe@l92.168.129.1

CSeq: 101 REGISTER

Expires: ©

Content-Length: ©
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Telepresence Device DX70 PCAP and Logs

- © 192.168.128.5 - Issues and Diag X Phone Configuration
<« c o © £ https://192.168.128.5/web/diagnostics/system-logs 90% e @ W in @ & =

Find page
Local Device Controls Q i~ @

- 192.168.128.5 - -
DX70 Issues and Diagnostics

“ |ssues B System Logs G Call Logs T2 User Interface Screenshots
(™ Home
% call
System Logs Extended Logging
SETUP A full archive of the logs on the device is useful To help diagnose network issues and problems
for diagnosing problems. during call setup, the system can enter a timed
& Settings ) o . ] extended logging mode. This mode is resource
2 Users This a\_rchnfe_ |_nc|udes all current and hlstcnca_l intensive, and populates the existing logs with
logs, in addition to current system configuration, more detailed information.
B Security system status, packet captures and diagnostics

information. The extended logging mode can optionally
include a full or partial capture of all network

CUSTOMIZATION Download logs...~ traffic.

79 Personalization Download logs in legacy format...~ ( start :)
# Ul Extensions Editor | Include a limited packet capture

Include a full packet capture ¢———

Macro Editor

2¢ Developer AP
Current Logs @

SYSTEM MAINTENANCE File Name Size Last madified

& Software
auth.log 1kB 2021-04-17 18:05

“+ Issues and Diagnostics

) Backup and Recovery console 6 kB 2021-04-17 18:00
dhclient.log 1kB 2021-04-17 18:00
dmesg 24 kB 2021-04-17 17:59
eventlog/all.log 60 kB 2021-04-17 18:05
eventlog/application.log 37 kB 2021-04-17 18:05
eventlog/audioctrl.log 9 kB 2021-04-17 18:00
eventlog/audit.log 21 kB 2021-04-17 18:05
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© 192,168.128.5 - Issues and Diag X m Find an

<« A @ © £ hitps://192.168.128.5/web/diagnostics/system-logs 90% e @ In @ & =
Find page
Local Device Controls Q e @ @
- 192.168.128.5 . .
DX70 Issues and Diagnostics
v Issues B System Logs @ Call Logs 2 User Interface Screenshots

(m Home
% Call )

System Logs Extended Logging
SETUP A full archive of the logs on the device is useful To help diagnose network issues and problems

for diagnosing problems. during call setup, the system can enter a timed
& Settings

extended logging mode. This mode is resource
intensive, and populates the existing logs with
more detailed information.

This archive includes all current and historical
logs, in addition to current system configuration,
system status, packet captures and diagnostics
information. The extended logging mode can optionally
include a full or partial capture of all network

CUSTOMIZATION Download logs...~ traffic.

& Personalization Download logs in legacy format...~ —

2 Users

8 Security

£ Ul Extensions Editor .
() Extended logging is active.

= Macro Editor

2 Developer APl
The device has packet capture files stored. These

files are potentially very large and might contain
SYSTEM MAINTENANCE sensitive data, and should be deleted once a
troubleshooting session ends. They are
automatically deleted the next time the device
reboots.

(% Software

- |ssues and Diagnostics

£} Backup and Recovery

Packet Captures (o)
File Mame Size Last modified

extendedlogging.pcap 220 kB 2021-04-17 12:43

Current Logs @

File Name Size Last modified

auth_log 1kB 2021-04-17 12:41
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£ 192,168,128.5 - Issues and Diag. X m Find and List Phones

&« (& ‘@' O & https://192.168.128.5/web/diagnostics/system-logs 9% e fi’ N @ @’ =

Q, Find page @) @

- 192.168.128.5 . .
DX70 Issues and Diagnostics
“ |ssues B System Logs Q3 Call Logs O} User Interface Screenshots
(M Home
% call .
System Logs Extended Logging
SETUP A full archive of the logs on the device is useful To help diagnose network issues and problems
for diagnosing problems. during call setup, the system can enter a timed
& Settings

extended logging mode. This mode is resource
intensive, and populates the existing logs with
more detailed information.

This archive includes all current and historical
logs, in addition to current system configuration,
system status, packet captures and diagnostics
information. The extended logging mode can optionally
include a full or partial capture of all network

CUSTOMZATION Download I0gs.. ~ | g traffic.

4 Personalization Full logs (recommended) T '

Anonymized logs

8 Users

8 Security

£ Ul Extensions Editor .
() Extended logging is inactive.

= Macro Editor

2¢ Developer AP
The device has packet capture files stored. These

files are potentially very large and might contain

SYSTEM MAINTENANCE sensitive data, and should be deleted once a
troubleshooting session ends. They are
(% software automatically deleted the next time the device

) ) reboots.
“~ Issues and Diagnostics

) Backup and Recovery

Packet Captures @

File Name Size Last modified

extendedlogging.pcap 220 kB 2021-04-17 12:43

Current Logs @

File Name Size Last modified
auth.loa 1kB 2021-04-17 12:41
https://192.168.128.5/web/logs/standardlogsitype=no_filter W
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e PCAPs will be in \tmp\tcpdump_files

M =dendediogging.peap — [m} X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help
AW 1 ® RE Re==Fo5/Eaaan
(W ]sp [X] -]+
Mao. Time Source Destination Protocol  Length Info
287 77.587918 192.168.128.5 192.168.21.2 SIP 256 Request: REGISTER sip:cucm-sub®l.ajcollab.com (L.
292 77.589237 192.168.21.2 192.168.128.5 SIP 465 Status: 180 Trying
381 77.782438 192.168.21.2 192.168.128.5 SIP 494 Status: 484 Not Found
588 184.66853@ [192.168.128.5 192.168.21.2 SIP 95 Request: REGISTER sip:cucm-sub®l.ajcollab.com |(1..
593 184.671855 192.168.21.2 192.168.128.5 SIP 485 Status: 180 Trying
682 184.7589412 192.168.21.2 192.168.128.5 SIP 1187 Status: 288 OK (1 binding)
GE4 184,739547 192.168.21.2 192.168.128.5 SIP 886 Request: REFER sip:f@9eb688-2d6c-18ab-16db-4bag6d..
686 184.789868 192.168.21.2 192.168.128.5 SIP 689 Request: NOTIFY sip:118@83@192.168.128.5:41553
688 184.798118 192.168.21.2 192.168.128.5 SIP 658 Request: NOTIFY sip:f@3eb680@-2d6c-18ab-16db-4bage..
Gle 184.798364 192.168.21.2 192.168.128.5 SIP 629 Request: SUBSCRIBE sip:f@9eb688-2d6c-1@ab-16db-4b..
615 184.835869 192.168.128.5 192.168.21.2 SIP 387 Status: 200 OK |
! 618 184.892174 192.168.128.5 192.168.21.3 SIP 568 Request: REGISTER sip:cucm-sub®l.ajcollab.com (r.
i 621 184.893363 192.168.21.3 192.168.128.5 S5IP 485 Status: 188 Trying
i 623 184.893613 192.168.21.3 192.168.128.5 SIP 428 Status: 2088 OK (@ bindings) |
625 184.897929 192.168.128.5 192.168.21.2 sSIP 394 Status: 288 OK |
627 184.9848088 192.168.128.5 192.168.21.2 S5IP 413 Status: 288 OK |
an ana Aacaca ana aro ano & ann aco A n B e CUACERTOC et LAA Al cOn AdE . A Aele 2 dl L

¥ Request-Line: REGISTER sip:cucm-sub®l.ajcocllab.com 5IR/2.@
Method: REGISTER
Request-URI: sip:cucm-sub@l.ajcollab.com
[Resent Packet: False]
v Message Header
via: SIP/2.8/TCP 192.168.128.5:41553;branch=z9hG4bk949dbd32844485f38c6beeb62d477cas; rport
Call-ID: ad348ed@c6448c32acedGe232bTcoedad
[Generated Call-ID: adB848edc6448c32acedee232bhic98d4d]
CSeq: 18459 REGISTER
¥  [truncated]Contact: <sip:f@9eb688-2d6c-1@ab-16db-4bad6d66abec@l92.168.128.5:41553;transport=tcp»;+sip.instance="<urn:uuid:2&
Contact URI: sip:f@9eb638-2d6c-10ab-16db-4bas6dee@bec@lo2, 168.128.5:41553transport=tcp
Contact parameter: +sip.instance="<urn:uuid:eeeeeapa-0006-0008-0000-7426acf35a8e>"
Contact parameter: +u.sip!model.ccm.cisco.com="36241"
Contact parameter: audie=TRUE
Contact parameter: video=TRUE
Contact parameter: mobility="fixed"

CAantzar+y Azramatar:s Aunlaw-"+,.11"

2a20 63
aa3e 3
aa4e
2ase
Be60
ea7e
Base

.com SIP
: SIP/2

2acedbe? 32b7c96d

4d--CSeq : 18459

REGISTER - -Contac
t: <sip: f@deb6sa
-2d6c-18 ab-16db-
4bad6dee @bec@lo2
.168.128 .5:41553
stranspo rit=tcps;
+sip.ins tance="<¢
urn:uuid :eeee088

Frame {35 bytes) Reassembled TCP (1565 bytes)
() 7 RFC 3261: Via Header (sip.Via), 91 bytes || Packets: 862 - Displayed: 23 (2.7%) || Profile: Default

¢ xconfig.txt: Configuration summary

o xstatus.txt: Device and peripheral status summary

o \var\log\eventlog\all.log: Complete device logs

o \tmp\tcpdump_files\extendedlogging.pcap: Complete Packet Capture

The above logs can be downloaded from here: DX70 Logs
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https://drive.google.com/file/d/1WP2ajTMhntqNpUVhfT7mpZy3HARTbCR0/view?usp=sharing

Calling Search Space (CSS) and Partition

——

e C(Calling privileges (who can call what) in CUCM cluster can be implemented using CSS (Calling
Search Space) and Partitions

e For example, some users can call Internal number only and some other users are allowed to call
internal as well as Local external PSTN calls whereas other set of users are allowed to call Internal,
Local, National and International numbers

e (CSS and Partitions are also used to implement TEHO (Tail End Hop Off) that allows organizations
to save money on PSTN toll charges by routing long distance and international call across the
private IP WAN. TEHO is an application of LCR (Least Cost Routing)

e A partition is label attached to a directory number (DN) with similar reachability, for e.g. Internal
numbers are labeled to INTERNAL-PT

e Partitions are a logical lock. All phone numbers are accessible by all devices by default. After
partitions has been applied to a number, a lock has been placed on the phone number restricting
who can dial it

e Every phone number, Route Pattern, Translation Patterns, on CUCM can be applied to a Partition

e All phone numbers are in null partition by default. All devices have access to Null Partition

e A CSS defines which partitions are accessible to a particular device

e (CSS are assigned to device, Lines, Gateways, Trunks, Voice Mail Ports, etc.

e Restriction is placed by evaluating CSS of Calling party and Partition of called party (CSS is like a
Phone book & Partition is Contacts)

e The CSS of calling party must contain the partition of called party

e Same number in different partitions are treated as two individual numbers
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[Lab] CSS Partition Configuration
e Let’s create partitions and CSS for the phones in Bangalore and Texas
e QOur Aim: Bangalore Phones can call both Bangalore and Texas Phone whereas Texas Phones can
call only Texas phones not Bangalore
e (Call Routing >> Class of Control >> Partitions >> Add New
e We can add multiple Partitions in one go

e | haveadded BANGALORE-INTERNAL and TEXAS-INTERNAL partitions

- 4 Partition Configuration X

&~ (& Q QO & https://192.168.21.1/ccmadmin/partitionEdit.do

RO ] N D& =

aliiln,  Cisco Unified CM Administration Navigation
CIS€O 4y Cisco Unified Communications Solutions admin About Logout

Bulk Administration +

LEIETES BN S Back To Find/List ~

Call Routing * Media Resources v  Advanced Features + Device ¥  Application »  User Management + Help

System -

Partition Configuration

LB Save

 Status

@ Status: Ready

r Partition Information

To enter multiple partitions, use one line for each partition entry. You can enter up to 75 partitions; the
names and descriptions can hawe up to a total of 1475 characters. The partition name cannot exceed 50
characters. Use a comma (,) to separate the partition name and description on each line. If a description
is not entered, Cisco Unified Communications Manager uses the partition name as the description. For example:
<< partitionName => , << description >
CiscoPartition, Cisco employee partition
DallasPartition

*
Name™ [BANGALORE-INTERNAL
TEXAS-INTERMAL

Save
- i Calling Search Space Configur: X O
<« ¢ @ © £ hitps//192.168.21.1 /ccmadmin/cssEdit.do?key=1c7f6dea-3804-3 *»» & ¥ v In @O & =
alim  Cisco Unified CM Administration Cisco Unified CM Administration .| Go
cisco

For Cisco Unified Communications Solutions ad Ab

System = CallRouting =  Media Resources = Advanced Features = Device ~  Application ~  User Management ~  Bulk Administration ~  Help

g pace Configuratio Related Back To Find/List + i Go

LE Save x Delete Copy EDZ Add New
rStatus:

@ Add successful

r Calling Search Space Information

Name*  [BANGALORE-PHONE-CSS €¢——— |

Desoription [BANGALORE-PHONE-CSS |

r Route Partitions for this Calling Search Space:

Available Partitions ™™ | bjractory URI
Global Learned E164 Numbers
Global Learned E164 Patterns
Global Learned Enterprise Numbers
Global Learned Enterprise Patterns
bl
Selected Partitions [ BANGALORE-INTERNAL
TEXAS-INTERMAL

<

Save Delete Copy Add New
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&l Calling Search Space Configur- X

« C @ © £ hitps;//192.168.21.1/ccmadmin/cssEdit.do?key=ccd213b1-2f55-50 *» e Y In DO & =

alul,  Cisco Unified CM Administration EWIEEREI Cisco Unified CM Administration »
CISCO  Eor Cisco Unified Communications Solutions admin About Logout
System + CallRouting + Media Resources =  Advanced Features  Device v  Application =  User Management +  Bulk Administration + Help «

G RRTUCH Back To Findy/List ~

Calling Search Space Configuration

B Save x Delete Copy HI} Add New

rStatus

@ Add successful

rCalling Search Space Information
Mame*  [TEXAS-PHONE-CS5 €—— |
Description [TEXAS-PHONE-CSS |

~ Route Partitions for this Calling Search Space

Available Partitions™* BANGALORE-INTERNAL ~
Directory URI

Global Learned E164 Numbers

Global Learned E164 Patterns

Global Learned Enterprise Numbers W

v AN

Selected Partitions TEXAS-INTERMAL

b 4

Save Delete Copy Add New

e In BANGALORE-PHONE-CSS, | have added BANGALORE-INTERNAL and TEXAS-INTERNAL
Partitions hence Bangalore Phones can call both Bangalore as well as Texas phones

e In TEXAS-PHONE-CSS, | have added only TEXAS-INTERNAL Partition so that it can call only Texas
Phones bit Bangalore

o 1XXXX rangeis used for Bangalore Phones and 2XXXX used for Texas phones

e As of now we added the directory numbers directly without partition, partition can be assigned
while adding the DN or later

e When you add partition later, the number without partition will be left as unused in CUCM

database, this must be deleted
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i Directory Number Configuratic X

< ¢ @ Q & hip: had Y@ e =

//192.168.21.1/ccmadmin/directoryNumberEdit.do?key=51c  **+

alln  Cisco Unified CM Administration [N oo Urified CM Administration || Go
Cisco

For Cisco Unified Communications Solutions admin About Logou

System v CallRouting Media Resources v Advanced Features » Device =  Application =  User Wanagement =  Bulk Administration ~

Help +

Directory Number Config

Q Save x Delete %' Reset  Apply Config |:|‘]= Add New

® Add successful

Directory Number Infor

Configure Device (SEP501CB00C71D5) «

Directory Number*® [11001 &—— | Ourgent priority
| Route Partition [BANGALORE-INTERNAL | ~
Description [11001 - Deepika Padukene ]
Alerting Name [11001 - Deepika Padukene |
ASCII Alerting Name [11001 - Deepika Padukene |
External Call Control Profile [ < None > ~
Allow Control of Device from CTI
Associated Devices SEPS01CBO0CT1DS
Edit Device
Edit Line Appearance
A
Dissociate Devices
[ Directory Number
Voice Mail Profile [< None > | (Choose <None> to use system default)
Calling Search Space [= None > ]
BLF Presence Group™ Standard Presence group. ~]
User Hold MOH Audio Source [ = none = |
Network Hold MOH Audio Source | < None = ~|
Auto Answer™ [Auto Answer with Speakerphane ~]
[ Rreject Anonymous Calls
Enterprise Alternate Number
|V Add Enterprise Alternate Number ‘
+E.164 Alternate Number
|V Add +E.164 Alternate Number ‘
[ Directory URIs:
Advertise
URT Partition Globally Rem
via ILS
- il Directery Number Configuratic X [iag O
, - *
<« (& ﬁ O & hit 192.168.21.1/ccmadmin/directoryNumberEdit.do?key e @ ﬁ i In @O & =

alwli.  Cisco Unified CM Administration [EVERSS Cicco Unified M Administration | GO

€IS€0  £or Cisco Unified Communications Solutions admin  About  Logout

System ~ Call Rouling v Media Resources ~  Advanced Fealures v Device v  Applcaion v UserManagement >  Bulk Administraion v  Help =

inks:

Configure Device (SEP7426ACF35A8E) ~ § Go

LB Save x Delete % Reset 2 Apply Config dl:": Add New
Status. 4

@ Add successful

 Directory Number Information

Directary Number® 21001 €—— | O urgent priority
Route Partition TEXAS-INTERNAL | v

_ —
Description 21001 - Jennifer Garner |
Alerting Name [21001 - Jennifer Garner |
ASCII Alerting Name [21001 - Jennifer Garner ]
External Call Control Profile [ < None = ~

Allow Control of Device from CTI

Assodiated Devices SEP7426ACFISAGE

Edit Device
Edit Line Appearance

g

Dissociate Devices

r Directory Number Settings

Voice Mail Profile [ None = | (Choose =None> to use system default)

Calling Search Space [= None = ~]

BLF Presence Group™ Standard Presence group ]
User Hold MOH Audio Source [ = None >
Metwork Hold MOH Audio Source [= None = ~]
Auto Answer® Auto Answer with Speakerphane

[ reject Anonymous Calls

Enterprise Alternate b
{ Add Enterprise Alternate Number ‘

+E.164 Alternate Number
{ Add +E.164 Alternate Number ‘

 Directory URIs:

Primary URT Partition Globally Rem
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e When we assign Partition to 11001 and 21001 DN, in the backed CUCM created new numbers and
the old DNs are unused

¢ You can see that by navigating to Call Routing >> Route Plan Report >> Unassigned DN >> Find

- % Find and List Route Plan Report X g

&« (& ‘@‘ O & https://192.168.21.1/ccmadmin,/rprptFindList.do?recCnt=9 . T} i in ©.

wlinlin  Cisco Unified CM Administration \BEETEN Cisco Unified CM Administration -
CISCO® £y Cisco Unified Communications Solutions admin About Logout
System + CallRouting + Media Resources v  Advanced Features + Device +  Application =  User Management +  Bulk Administration + Help

Related Links:

Find and List Route Plan Report

@ Select Al @ Clear Al & Delete Selected x Delete All Found fems
Status
’7® 2 records found

Route Plan Report (1-2o0f2) Rows per PageISD—VI
Find [ Unassigned DN ] Iloute Plan Report where | Pattern or URI « | begins with | Find | €&——
Select item or enter search text |
| Pattern or URT ™ Partition Type Route Detail
| By 11001 Directory Number
O CE 21001 Directory Number

Select All Clear All Delete Selected Delete All Found Items

Now apply the CSS for the Phones. You can assign BANGALORE-PHONE-CSS to Bangalore phones and
TEXAS-PHONE-CSS to Texas phones
e (SS can be applied to Phone level or Line (DN) level, if you apply on both, the Line CSS will take
preference
e Thetotal CSS will be the combination of Line and Device level CSS

e I'mapplying CSS on the Phone level here, after the configuration, you can test the calls
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Phone Configuration X

<« & {D U & https://

192.168.21.1/ccmadmin/phoneEdit.do?key=3b7e294b-ffac *=» g Y In @O & =

alali.  Cisco Unified CM Administration
cisco

WEWTEIRLE Cisco Unified CM Administration w

admin About Logout

Go

For Cisco Unified Communications Solutions

System +* CallRouting ~ Media Resources *  Advanced Features = Device *  Application * User Management *  Bulk Administration = Help «
Phone Configuration LLEETEG NRT TG Back To Find/List «~ N Go
B Save x Delete Copy % Reset z Apply Config EEH Add New

Status

@ Update successful

- Association rPhone Type
Modify Button Items Product Type: Cisco 8865
- - Device Protocol: SIP
1 | sz Line [1] - 11001 in BANGALORE-INTERNAL
5 o Line [2] - Add & new DN r Real-time Device Status
Registration: Registered with Cisco Unified Communications Manager cucm-sub01.ajcollab.cor
3 G5 AddanewSD IPv4 Address:  192.168.10.51
4 Add a new 5D Active Load ID: sip8845_65.12-8-1-0001-455
Inactive Load ID: sip8345_65.12-5-15R2-2
5 Add a new SD Download Status: None
6 (Ui Add anewSD rDevice Information
7 M Device is Active
8 g Add a new SD Dievice is trusted
MAC Address* 501CBO0C71DS
9 Add a new 5D e | |
Description |11001 - Deepika Padukene |
10 &= Add SD S - =
U Add a new 5D Device Pool* | BANGALORE-DEVICE-POOL v | view Details
—————————— Unassigned Associated Items ---------- Commeon Device [ = None = | View Details
Configuration
11 &= Add 3 new SD
&g Add a new 5D Phone Button Template® [ standard 8865 S1P v]
12 Alerting Calls Softkey Template | < Naone = v|
13 All Calls Common Phone Profile® [ Standard Common Phane Profile | View Details
14  Answer Oldest Calling Search Space BANGALORE-PHONE-CSS | V|
15 wmzAdd 5 new BLF Directed Call Park AAR Calling Search Space |« None > <]
B @l Erk Media Resource Group List [ < None = <]
17 call Pickup User Hald MOH Audia [ = None = v
Source
18 CallBack Network Hold MOH Audis [ None = v|
19 Do Not Disturb source
’ Location
20 Group Call Pickup | Hub_Nene V|
AAR Grou
21  Hunt Group Logout P | = None = V|
User Locale
22 ez Intercom [1] - Add a8 new Intercom |<: Mone > V|
THE Network Locale | < None > V|
23 Malicious Call Identification Built In Bridge* | Default V|
24  Meet Me Conference Privacy* | Default v|
25  Mobility Device Mobility Mode* [ Default | view Current
26  Other Pickup Device Mobility Settings
S e el e e S e Wiraleze | AN Profile Groun [« Mane - ] Vfiaur Pataile
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; Phone Configuration X

<« ¢ © £ https,//192.168.21.1/ccmadmin/phoneEdit.do?key=dd6396a9-9a0  s»» w v In o &

Al Cisco Unified CM Administration et Go
Cisco

For Cisco Unified Communications Solutions admin About Logoyl

System » CallRouting +  Media Resources +  Advanced Features = Device v  Application +  User Management Bulk Administration + Help
Phone Configuration TR NRTUEHR Back To Find/List « N Go
B Save x Delete Copy % Reset Z Apply Config HI]: Add New

Status

@ Update successful

Association rPhone Type

Modify Button Items Product Type: Cisco TelePresence DX70
Device Protocol: SIP

1 s Line [1] - 21001 in TEXAS-INTERNAL

---------- Unassigned Associated Ttems ---------- rReal-time Device Status

2 wmeLine [2] - Add a new DN Registration: Registered with Cisco Unified Communications Manager cucm-
T =ub02.ajcollab.com

IPv4 Address: 192.168.10.62
Active Load ID: ce-9.7.1-30bff6140aa-20139-04-02

Inactive Load Nene
1D:

Download None
Status:

r Device Information

Device is Active
Device is trusted

*

MAC Address [7426ACF35A8E |

Description |21001 - Jennifer Garner |

Device Pool* | TEXAS-DEVICE-POOL | View Details

Commaon Device [< Nane = w | Wiew Details

Configuration

ihﬂﬂ& Button Template | Standard Cisco TelePresence DX70 v|

%ummun Phene Profile | Standard Common Phone Profile | View Details
[ Calling Search Space [ TEXAS-PHONE-CSS | vl

AAR Calling Search [< None = ]

Space

Media Resource Group | < None = ]

List

User Hold MOH Audio [ < Nene = ~]

Source

Netwaork Hold MOH [< None > v]

Audio Source

Location™® [Hub_None ]

AAR Group [= None = vl

User Locale [< None = ]

Network Locale | < None = V|

Privacy * [ Default ]

Device Mobility Mode®  [Default | Wiew Current

o After the test, | have added BANGALORE-INTERNAL partition to TEXAS-PHONE-CSS just make sure

every phone can internally call every other phones irrespective of the location
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Dialed Number Analyzer - DNA

e Thetool allows you to test a Cisco CUCM dial plan configuration, this tool analyzes the dialed digits
and shows details of the calls

e Because a dial plan can be complex, involving multiple devices, translation patterns, route pattems,
route lists, route groups, calling and called party transformations, and device level transformations,

a dial plan may contain errors

s Cisco Unified Serviceability-5e- X e - O
c @ © £ nttps://192.168.21.1/cemservice/MainServiet.class e @D o & =
o . - e L} WY Ci Unified S bil ~f Go §~
alialn  Cisco Unified Serviceability SIEd) Cieo Urified Sersceabity
€15€O  For Cisco Unified Communications Solutions N
admin About Logout

Alarm v Trace ¥ Tgols v Somp v CalHome v  Help v

Service Activation Control Center - Feature Services -~ Go f§

(o) Save g Setto Default @ Refresh

Status:
’V@Ready |
Select Server
Server™ cucm-pub.ajcollab.com--CUCM Voice/Video I ~ | Go
[ check All Services
CM Services
‘ Service Name Activation Status
O Cisco CallManager Deactivated
O Cisco Unified Mobile Voice Access Service Deactivated
O Cisco IP Voice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
Cisco Extension Mobility Activated
O Cisco Extended Functions Deactivated
O Cisco DHCP Monitor Service Deactivated
O Cisco Intercluster Lookup Service Deactivated
a1 Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Sync Deactivated
[m] Cisco Directory Number Alias Lookup Deactivated
0 Cisco Headset Service Deactivated
| Cisco Dialed Number Analyzer Server Activated
Cisco Dialed Number Analyzer Activated
Cisco Tftp Activated
CTI Services
‘ Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
O Self Provisioning IVR Deactivated
CDR Services
‘ Service Name Activation Status
O Cisco SOAP - CDRonDemand Service Deactivated
O Cisco CAR Web Service Deactivated

Database and Admin Services
‘ Service Name Activation Status

= S e

< >

& ¢ o Q[ hetps//192.168.21.1/cna n @ & =

IEWEEA Cisco Unified Communications Manager Serviceability

admin | About |

alialn Cisco Unified Communications Manager Dia

€IS€O  For Cisco Unified Communications Solutions

Analyss = | Service * Help v

Analyzer

Gateways

Trunks [ phones

Dump DA
Information =ed Communications Manager Dialed Number Analyzer

Multiple Analyzer

[ 11.5.1.18900-97

Wiew File

Copyright @ 1999 - 2020 Cisco Systems, Inc.
All rights reserved.

This product contains cryptographic features and is subject to United States and local country laws governing import, export, transfer and use. Delivery of Cisco cry|
products does not imply third-party authority to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for complia
U.S. and local country laws. By using this preduct you agree to comply with applicable laws and regulations. If you are unable to comply with U.5. and local laws, rei
product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at: httn: isco.com/wwl/export/crypto/tool /starg.html.
If you require further assistance please contact us by sending email to export@cisco.com.
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4t Find and List Phones x

« C @ © & https;//192.168.21.1/dna/phone.do v @ o N @ & =

alim)i,  Cisco Unified Communications Manager D

€ISCO  For Cisco Unified Communications Solutions

admin | About |

Analysis * Service ¥ Help v
Find and List Phones

[ Status

@ 10 records found
rSearch Options

Find Phone where | Device Name ~ ‘ begins with VI Find | [] search within Results

Select item or enter search text

rSearch Results:

Device Name(Line) Description Device Pool Device Protocol Status 1P Add
CIPC-ABDUL 11002 - Abdul Jaseem BANGALORE-DEWICE-POOL SCCP Registered 192.168.1:
;?ﬁ SEPD8CC68310664 Auto 11001 Default SIP Mone None
ga71 SEP08CCE831D463 Auto 11003 Default SIP Mone None
SEPS01CB00C71D5 11001 - Deepika Padukone BANGALORE-DEWVICE-POOL SIP Registerad 192.168.1(
;?;; SEPS03DESTDEC04 Auto 11005 Default SIP Registered 192.168.1(

rl:_x!:!; SEP7426ACF35A8E 21001 - Jennifer Garner BANGALORE-DEWVICE-POOL SIP Registerad 192.168{1(
;?ﬁ SEPB4B517AF4CAT Auto 11002 Default SIP Mone None
E SEPA40CC3544109 Auto 11004 Default SIP Registerad 192.168.1(
SEPAAAAAAAAAAAL 11003 - Hrithik Roshan BANGALORE-DEWICE-POOL SIP Mone None

a
&
3

SEPAAAAAAAAAAAD 11002 - Abdul Jaseem BANGALORE-DEVICE-POOL SCCP None None

Rows per Page 50 ~

azs Phone Configuration

- @ n 0 ¢ =

Cisco Unified Communications Manager Serviceability

&« (& Q‘ [N https://

Nawigation

Cisco Unified Communications Manager D

Hmin
CISCO  For Cisco Unified Communications Solutions

admin

About |

Analysis * Service ¥ Help »

Phone Con CEREL R N5 Back To Find/List Phones
D
|2" @z
[ Status
@ Status: Ready
rDevice Information (Model = Cisco TelePresence DX70)
Registration Registered with Cisco Unified Communications Manager cucm-sub02.ajcollab.com
IPv4 Address 192.168.10.55
MAC Address 7426ACF35ABE
Device Name 7426ACF35A8E
Description 21001 - Jennifer Garner
Owner User ID None
Device Pool TEXAS-DEVICE-POOL
Call Classification OnNet
Calling Search Space TEXAS-PHONE-CSS

AAR Calling Search Space None
Media Resource Group List None
Device Time Zone CSTeCDT

rAssociation Information

@-;:: Line [1] - 21001 in TEXAS-INTERNAL €———

rAnalyzer Input

rDialed Digit Settings
O pirectory URI
@ pialed Digits [11001 ¢—

Pattern Analysis O SIP Analysis
Domain Route
IP Route

rDate and Time Settings
Time Zone [(@mT) Etc/amMT v]
Date (YYYY - MMM - DD)

W o v]-[18~]-[48 v]- [0 ~] (HH:MM:55:ms)

Do Analysis Clear

@ * - indicatks required item
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@& DNA Analysis Qutput — Mozilla Firefox — O X

0] F_ https://192.168.21.1/dna/dnaOutput.dofoutputkey=2&radSelectExt=1f46b7f5-3390-adbb-b605-fhbabe958d02&dialedDig *** © ﬂ'

Cisco Unified Communications Manager Dialed Number Analyzer Results

Expand All Collapse all

P Results Summary

4 Calling Party Information
Dialed Digits = 11001
Match Result = RouteThisPattern

} Matched Pattern Information

Called Party Number = 11001 €——
Time Zone = CSTECDT

call Classification = OnNet

InterDigit Timeout = NO

Device Override = Disabled

Outside Dial Tone = NO

™ call Flow

~ Directory Number :DN= 11001 €———
o Partition = BANGALORE-INTERNAL €———
o TypeCFACSSPolicy = Use System Default
< Call Classification = Unknown

b Forwarding Information
¥ Device :Type= CiSCco B865 € —
» Device Status = Registered &——
* Device Name = SEPS01CB00C71D5 €
+ Ignore Presentation Indicators = Dizabled
* Logged Into Hunt Groups = Enabled
+ Alerting Name = 11001 - Deepika Padukone
+ Dual Mode = Dizabled k\‘

" Do Not Disturb(DND)
F Automated Alternate Routing (AAR)
~ Device :Type= Device Profile §———
+ Device Status = Unknown
+ Device Name = 11001 - Deepika Padukone $&——
s Ignore Presentation Indicators = Disabled
* Logged Into Hunt Groups = Disabled
« Alerting Name = 11001 - Deepika Padukoneg é———
* Dual Mode = Disabled

} Do Not Disturb(DND)

! DeviceProfile

b Automated Alternate Routing (AAR)
' Alternate Matches

NOTE: The analysis results are purely based on configurations available in the Cisco Communications Manager database. For Gateway outbound calls, call details
might differ depending on the Gateway's settings.
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Call Detailed Record - CDR

e Every call that CUCM processes can be logged. It contains information about Calling Number,
Called Number, Originator device name, Destination device name, Originator IP, Destination IP,
Duration of the call, etc. These logs are called CDR (Call Detailed Record)

o (Call Diagnostic details like Packet sent Packet received, packet loss, jitter, etc. are called CMR (Call
Management Record)

e CDRs stored in Subscribers & uploaded to CDR/CAR Database of Publisher Server at regular
interval (this interval can be administratively set)

e (DR Database can be used by 3rd party billing application to prepare internal or external phone

billing reports. We should activate CDR & CMR on all the call processing CUCM nodes

- ks Cisco Unified Serviceability-Se X

<« c © & hitps://192.168.21.1/ccmservice/MainServiet.class ses w mn o & =

WEWTLERGLY Cisco Unified Serviceability

aliml,  Cisco Unified Serviceability
CISCO  For Cisco Unified Communications Solutions

admin About Logout

Alarm = Trace » Tools  Snmp ~ CalHome  Help =

Service Activation FEECWIBLIEN Control Center - Feature Services - I Go I

[, Save Setto Default @ Refresh

r Status:
(@ Ready

- Select Server

Server® cucm-pub.ajcollab.com--CUCM Voice/Video v|| Go

[J check Al Services

CM Services
| Service Name Activation Status
O Cisco CallManager Deactivated
N Cisco Unified Mobile Voice Access Service Deactivated
O Cisco IP Voice Media Streaming App Deactivated
O Cisco CTIManager Deactivated
Cisco Extension Mobility Activated
N Cisco Extended Functions Deactivated
O Cisco DHCP Maonitor Service Deactivated
O Cisco Intercluster Lookup Service Deactivated
O Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Sync Deactivated
O Cisco Directory Number Alias Lookup Deactivated
O Cisco Headset Service Deactivated
Cisco Dialed Number Analyzer Server Activated
Cisco Dialed Number Analyzer Activated
Cisco Tftp Activated
CTI Services
| Service Name Activation Status

H Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
O Self Provisioning IVR Deactivated

CDR Services

| Service Name Activation Status
(| Cisco SOAP - CDRonDemand Service Deactivated
| Cisco CAR Web Service Activated
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nzen Service Parameter Configurati

X

ahal,  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions admin About

System * CallRouting = Media Resources v  Advanced Features v Device v  Application + User Management *  Bulk Administration + Help =

Service Parameter Configuration

CEECH R R IEE Parameters for All Servers

&« c ‘@‘ 0] 23 https://192.168.21.1 /ccmadmin/serviceParamEdit.do?server=eabch e @ ﬁ N GO ©’ =

WEWLENGLE Cisco Unified CM Administration

Logaout

LE Save Set to Default @% Advanced

rStatus

@ Status: Ready

r Select Server and Service

Server® I cucm-pub.ajcollab.com--CUCM Voice/Video (Active’ VI
Service® | Cisco CallManager (Inactive) ‘J|

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

r Cisco CallManager (Inactive) Parameters on server cucm-pub.ajcollab.com--CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value

 Call Throttling

Code Yellow Entry Latenc:y_* |20 | 20

Code Yellow Exit Latency Calculation * |4—D |40

Code Yellow Duration * [s ME

Max Events Allowed * |z000 | 2000

System Throttle Sample Size * |1D |1D
rMemory Throttling

Enable Memory Thruttling_* |Tr|.|e ~ | True

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r System
CDR Enabled Flag_* True -~ False
CDR Log_Calls with Zero Duration Flag_* True | False
Digit Analysis Complexity * StandardAnalysis w : StandardAnalysis
Database Debounce Timer * -D - 0
Maximum Phone Fallback Queue Depth * 10 |10
Maximum Mumber of Regjstered Devices * :5000 ] 5000
System Initialization Timer * 50 60

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

rSDL Trace

SDL Trace Data Flags * 0x00000111 Ox00000111
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Service Parameter Configur; X

&« (& Q 0] - https://192.168.21.1/ccmadmin/serviceParamEdit.do?server=b012¢ - @ ﬁ N @D @’

Cisco Unified CM Administration Navigation

For Cisco Unified Communications Solutions admin About Logout

System = CallRouting ~ Media Resources =  Advanced Features ~ Device « lication v  User * Bulk ~ Hep =

Sej
[ == Setto Defaut @'% Advanced

rStatus:

@ Status: Ready

rSelect Server and Service

[>

Server* [ cucm-subd1.ajcoliab.com--CUCH voice/Video (Act - |
B [ Cisco CallManager (Active) [~]
Al parameters apply only to the current server except parameters that are in the cluster-wide group(s).

Service’

- Cisco CallManager (Active) Parameters on server cucm-sub01.ajcollab.com--CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value

rCall Throttling

Code Yellow Entry Latency * [20 |20

Code Yellow Exit Latenoy Calculation * [40 |40

Code Yellow Duration * [5 |5

Max Events Allowed * [2000 =

System Throttle Sample Size * [10 |10
rMemory Throttling

Enable Memary Throttling * [True T

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r System
CDR Enabled Flag_* True ~ | False
| CDR Log. Calls with Zero Duration Flag, EJ [True - | False
Digit Analysic Complexity * StandardAnalysis <1 StandardAnalysis
Database Debounce Timer * o 0
Maximum Phone Fallback Queus Depth * 10 10
Maximum Number of Registered Devices * :snnn 5000
System Initialization Timer * 60 60

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

- 4l Service Parameter Configuratic X
e

(& Q © £ https://192.168.21.1/ccmadmin/serviceParamEdit.do?server=fcSe56-  *** (7] ﬁ N @‘ =

ulily,  Cisco Unified CM Administration Navigation Go

cisco

For Cisco Unified Communications Solutions admin About Logout
System v  CallRouting * Media Resources v  Advanced Features v  Device » lication v  User ¥ Bulk inis ion ¥ Help
Service Parameter Con Parameters for All Servers
e Setto Defaut @% Advanced
rStatus =

® Status: Ready

rSelect Server and Service

*

Server ' cucm-sub02.ajcollab.com--CUCM Voice/Video (Acti ~ ‘l

Service® | Ciseo CallManager (Active) ~]

All parameters apply only to the current server except parameters that are in the cluster-wide group(s).

rCisco CallManager (Active) Parameters on server cucm-sub02.ajcollab.com--CUCM Voice/Video (Active)

Parameter Name Parameter Value Suggested Value

r Call Throttling

Code Yellow Entry Latency * 20 |20

Code Yellow Exit Latency Calculation * |40 |40

Code Yellow Duration * [s v]s

Max Events Allowed * [2000 |Z271

System Throttle Sample Size * [10 |10
rMemory Throttling

Enable Memory Throttling * [True ] True

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

System
CDR Enabled Flag_* True | False
CDR Log Calls with Zero Duration Flag_* True | False
Digit Analysis Complexity © StandardAnalysis <1 StandardAnalysis
Database Debounce Timer * 0 0
Maximum Phone Fallback Queue Depth * 10 10
Maximum Number of Registered Devices * :5000 1 5000
System Initialization Timer * 50 60

There are hidden parameters in this aroun. Click on Advanced button to see hidden parameters.
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o Also enable ‘Call Diagnostics’ on all the nodes to get CMR data

¢ Thisis responsible for generating CMR Data

- 2k Service Parameter Configuratic X [ae
e

el ‘Q‘ © g2 https://192.168.21.1/ccmadmin/serviceParamEdit.do?server=eadchd |+ © T.} N 60 ©. =

Al Cisco Unified CM Administration Navigation Go

€ISCO  Eor Cisco Unified Communications Solutions admin About Logout

System * CallRouting = Media Resources +  Advanced Features + Device *  Application +  User Management +  Bulk Administration + Help +

Service Parameter Configuration LR R RS Parameters for All Servers
B Save Set to Default @'% Advanced
CDR Enabled Flag_* Falze - | Falze -
CDR Log_Calls with Zero Duration Flag_* ' Falze | False
Digit Analysis Complexity * StandardAnalysis « | StandardAnalysis
Database Debounce Timer * 0 0
Maximum Phone Fallback Queue Depth * 10 |10
Maximum Number of Registered Devices * 's000 | 5000
Systern Initialization Timer * 80 60

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

rSDL Trace
SDL Trace Data Flags * |nggugglll | 0x00000111
SDL Trace Flush Immediately * | Falze v| False
SDL Trace Data Size * |D | 0
SDL Trace Flag_* |Tr|.|e v|Tr|.|e
SDL TraceType Flags * |stuqu515 | 0xB000EB15

There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

r Clusterwide Parameters (Device - General)

Call Diagnostics Enabled * Enabled Only When CDR Enabled Flag is True| ~ Disabled
Show Line Group Member DN in [Falze I - False
finalCalledPartyNumber CDR Field * '

Show Line Group Member Non Masked DN in Falze w | False
finalCalledPartyNumber CDR Field

CTI New Call Accept Timer * la 14

CTI Generate Digits Interval * 250 250
CTI Dial Digits Interval * 250 250
CTI Await Further Digits * [Falze ~ | False
CTI Use Wildeard Pattern as calledPartyDN * .False w ] False
CTI Report Ringback on SIF 183 with SDP * True « True
Retain Media on Disconnect with PI for Active Call * [Falce «  False
Station and Backup Server KeepAlive Interval * :50 60
Station KeepAlive Interval * :30 [ 30
Status Enquiry Poll Flag_* Falee ~ False
Strip # Sign from Called Party Number * [True « | True
Session Handoff Alerting Timer * :10 10
T301 Timer * (180000 1180000
T302 Timer * 15000 15000

T303 Timer * 4000 4000

®
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asew CDR Analysis and Reporting

X

e

ahulin Cisco Unified CM CDR Analysis an

cisco For Cisco Unified Communications Solutions

Logged in | admin

User Repors System Reports Dievice Reports CDR System Report Config Help Logout

Search 3
Export COR/CMR

User/Phone Number/SIP URL
By Gateway

By Cause for Call Termination
By Call Precedence Level
Malicious Calls

CDR Search by User Phone number

c o O £ % '1ttps:_.-'_.-'192.168.21.1_.-'ca’_.-kallJetaiISea’m.jsp e i

WEWIEHEGN Cisco Unified CM Administration

Call Types
Select Phone Number/SIP URL(s)
Type or Search Internal Phone Mumber/SIP URL(s) based on User(s) Search Internal Phone Number/SIP URL based User
Phone Number/SIP URL Add Phone Mumber/SIP URL
Selected Phone Mumber/SIP URL(s)
11001 6—— Remove Phone Number/SIP URL(s)

Remove All Phone Number/SIF URL(s)

Mote: The Phone Mumbers can have wildcards ™" and or "X
for a generic search. The consecutive use of the wildcard "I"
is not a valid Phone Mumber. Multiple entries can be added
by providing *;" separated values.

(Current Time UTC: Mar 3, 2021 19:20:29, Local: Mar 04, 2021 00:50:29
Select TimeZone Asia/Kolkata ™

From Date* Mar |2021 v| 00 ~ Hr 45 Min 15 |Sec €——
To Date* Mar |2oz1 v| 23 ~ Hr|49 |Min|15 |Sec e

[T with Grouping

Status: Ready
ok Close

Warning: Please selectthe dateftime in UTC{GMT) or in Local time zone for COR Search.
* indicates required item

- ili CDR Analysis and Reporting - © X
e

alimlw  Cisco Unified CM CDR Analysis an

cisco For Cisco Unified Communications Solutions

Logged in | admin

System Report Config Help

System Reports Device Reports

User Reports

CDR Search by User Phone number - CDR-CMR Search Results

c @ © & 25 httpsy//192.168.21.1/car/CallDetailSearchOutput,jsp w

WEWRENLGE Cisco Unified CM Administration

Logout

In @ & =

in @ &

I* indicates required item

Report Criteria
From Time: Mar 2, 2021 19:20:43 To Time: Mar 3, 2021 19:20:43
Sl |Call Type |GCID CMId |Orig Mode Id |Orig Leg Id Calling No Called No DestMNo Last Rd No Media Info CDR -
MNa GCID DestMode |Destlegld Calling No Called No Dest Mo Partition |LastRd Na : CMR
calld  |id Partition Partition Partition QT DESEE Dump
Red Red
Orig Pkis  DestPkis
Lost Lost
1 |Simple 5 5 96132318 21001€ 11001 € 11001 11001 null Others EView:
49 4 96132319 TEXAS- BANGALORE- |BANGALORE- BANGALORE- rvall e
INTERMAL INTERMAL INTERMAL INTERMNAL I\
Status: Ready
<= = B == Send Report Back Page 1 of1 Get Page 1
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U £ hitp

192.168.21.1/car/CD

@& CDR Analysis and Reporting - CDR CMR DUMP — Mozilla Firefox

RSearchDump.jsp

_

ICDR Close Help
lcdrRecordType lglobalCallID_callManagerld \globalCallID_callld
1 ] 49
lorigLegcallldentifier JdateTimeCrigination lorigNodeld
96132318 Mar 4, 2021 12:38:31 AM 5
lorigSpan joriglpAddr lcallingPartyNumber
0 192.168.10.55 21001
IcallingPartyUnicodeLoginUserlD lorigCause_location lorigCause_value
0 16

lorigPrecedencelLevel rigMediaTransportAddress_IP lorigMediaTransportAddress_Port |
4 192.168.10.55 18938 |
lorigMediaCap_payloadCapability lorigMediaCap_maxFramesPerPacket lorigMediaCap_g723BitRate
90 20 0
lorigVideoCap_Codec lorigVideoCap_Bandwidth lorigVideoCap_Resolution
103 376 10
jorigVideoTransportAddress [P lorigVideoTransportAddress_Port | lorigRSVPAudioStat
192.168.10.55 21614 0
lorigRSVPVideoStat IdestLegIdentifier |destModeld
0 96132319 4
|destSpan idestIpAddr loriginalCalledPartyNumber |
0 192.168.10.61 11001
finalCalledPartyNumber inalCalledPartyUnicodelLoginUserlD ldestCause_location
11001 deepika.padukone 0
idestCause_value IdestPrecedencelevel destMediaTransportAddress_IP |
0 4 192.168.10.61
idestMediaTransportAddress_Port | \destMediaCap_payloadCapability ldestMediaCap_maxFramesPerPacket
20672 90 20
ldestMediaCap_g723EitRate idestVideoCap_ Codec ldestVideoCap_Bandwidth
0 103 376
Idest\VideoCap_Resolution | idestVideoTransportAddress_IP ldest\fideoTransportAddress_Port |
10 |[ 192.168.10.61 32298
[destRSVPAudioStat [destRSVPVideoStat [dateTimeConnect
0 0 Mar 4, 2021 12:38:32 AM
\dateTimeDizconnect |lastRedirectDn pkid
Mar 4, 2021 12:39:06 AM | 11001 68d60c8b-1038-4519-8b18-6248fa3dabcd
loriginalCalledPartyNumberPartition icallingPartyNumberPartition finalCalledPartyMumberPartition
BANGALORE-INTERNAL TEXAS-INTERNAL BANGALORE-INTERMNAL
lastRedirectDnPartition | [duration lorigDeviceName
BANGALORE-INTERMNAL |[ 24 SEPT426ACFIGASE
JdestDeviceName: | lorigCallTerminationOnBehalfof idestCallTerminationOnBehalfof
SEP501CB00CT1D5 | 12 0
lorigCalledPartyRedirectOnBehalfOf lastRedirectRedirectOnBehalfOf lorigCalledPartyRedirectReason
0 0 0
lastRedirectRedirectReason ldestConversationld lglobalCallld_ClusterID
0 0 StandAloneCluster
lioinOnBehalfOf lcomment lauthCodeDescription
0 null null
lauthorizationLevel IclientMatterCode lorigDTMFMethod
0 null 2
|destDTMFMethod IcallSecuredStatus lorigConversationld
£} 0 0
lorigMediaCap_Bandwidth |destMediaCap_Bandwidth lauthorizationCodeVvalue
8 8 null
loutpulsedCallingPartyNumber loutpulsedCalledPartyNumber
null null
loriglpvdveaddr |destIpvaveAddr lorigVideoCap_Codec_Channel2

192.168.10.55

192.168.10.61

0
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© £ 25 https//192.168.21.1/car/C
lorigVideaCap_Bandwidth_Channel2

& CDR Analysis and Reporting - COR CMR DUMP — Maozilla Firefox

pJsp
lorigvideoCap_Resolution_Channel2

- O

e Y

lorigVideoTransportAddress _IP_Channel2

0

0

0.0.0.0

lorigVideoTransportAddress Port_ Channel2

lerigvidecChannel_Role_Channel2

idestVideoCap_Codec_Channel2

0

0

0

idestvideoCap_Bandwidth_Channel2

idestVideoCap_Resolution_Channel2

destVideoTransportiddress_IF_Channel2

0

0

0.0.0.0

idestVideoTransportAddress_Port_Channel2

idestVideoChannel_Role_Channel2

incomingProtocolID

0 0 0
incomingProtocolCallRef loutgoingProtocolIDy loutgoingProtocol CallRef
null 0 null
lcurrentRoutingReason lorigRioutingReason lastRedirectingRoutingReason
0 0 0
huntPilotDMN huntPilotPartition icalledPartyPatternUsage
null null 2
loutpulsedCriginalCalledPartyNumber loutpulsedLastRedirectinghumber wasCallQueued
null null 0
totalWaitTimelnQueue icallingPartyNumber_uri loriginalCalledPartyNumber_uri
0 null null
finalCalledPartyNumber_uri lastRedirectDin_uri mobileCallingPartyMumber
null null null
finalMobileCalledPartyNumber lorigMobileDeviceName idestMohbileDeviceName
null null null
lorigMabileCallDuration idestMobileCallDuration mobileCallType
0 0 0
loriginalCalledPartyPattern finalCalledPartyPattern lastRedirectingPartyPattern
11001 11001 11001
huntPilotPattern
null
|Origination CMR
lcdrRecordType lglobalCalllD_callManagerld lalobalCalliD_callld
1 5] 49
nodeld idirectoryMum (callingPartyNumber) idirectoryMum (finalCalledPartyNumber)
5 21001 11001
icallldentifier numberPacketsSent numberOctetsSent
96132318 null null
numberPacketsReceived numberOctetsReceived numberPacketslLost
null null null
hitter latency phid
null null 68d60c8b-1038-4519-8b18-6248fa3dabcd
irectoryNumPartition {(callingPartyNumberPartition) |globalCallld_ClusterID ideviceName |
TEXAS-INTERMNAL StandAloneCluster SEPT426ACF35ABE |
warvQMetrics
null

Destination CMR

lcdrRecordType lglobalCalllD_callManagerld lglobalCallID_callld
1 5 49
nodeld idirectoryMum (callingPartyNumber) directoryMum (finalCalledPartyNumber)
4 21001 11001
icallIdentifier numberPacketsSent numberQctetsSent
95132319 null null
numberPacketsReceived numberOctetsReceived numberPacketsLost
null null null
hitter latency pkid
null null 58d60c8b-1035-4519-8b18-6248fa3dabcd
directoryMumPartition i
tfinalCalledPartyNumberPartition) lglobalCallld_ClusterID ideviceName
BANGALORE-INTERNAL StandAloneCluster SEP501CBO0CT1D5S
warvQMetrics
null
Close Help

X

~
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o Ifthe CMR data always shows ‘null’, then disable the ‘Load CDR only’ from System >> Scheduled
>> CDR Load

- als CDR Analysis and Reporting - © X +
<« c @ © £ hitpsy//192.168.121.1/car/DailyCdrLoad,jsp - @ n @ & =
Navigation

Logged in | admin

ahulin  Cisco Unified CM CDR Analysis a

cisco For Cisco Unified Communications Solutions

Help Logout

User Reports System Reports Device Reports CDR Report Config

CDR Load System Parameters
_ SCh Ed . |Er <_
Database Daity

Log Screens Weekly
[] Disable Loader WMonthly

Continuous Loading 24/7
[] Load COR only é———

R e—

WV

[ Load CDR & CMR

Time* {00 - Jur [oo - min | Time to start loading of CDRs & CMRS
Loading interval®| Every 24 hours Loading interval

|Duratior‘|* | 30 Min Duration of a loading cycle

Uninhibited Loading

Fom* (00 - |Hr | 00 |Min Time range for uninhibited loading of CDRs & CMRs

|To* |Ds |Hr | 00 Min

Status: Update completed

Mote: Changes made, will take effect at midnight. Restart the Cisco CDR Analysis and Reporting Scheduler semvice, for the
changes to take effectimmediately. If defaults are restored or Continuous Loading 24/7 is updated, the service will be
automatically restarted and changes will take effect immediately.

Update Restore Defaults

*indicates required item
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e CDR RAW files are saved in ‘/cm/cdr_repository/

e We can list and view those files in Raw format from CLI

01.1. a_cucm-pub_192.168.21.1 - SecureCRT - O x
File Edit WView Options Transfer Script Tools Window Help
£ F o e et ?7 @

' 01.1. a_cucm-pub_192.168.21.1 &

admin|file list activelog /cm/cdr repository/processed/28218383

cdr_StandAloneCluster_05_2082103831909_60

dir count = @, file count =1

admin{file view activelog /cm/cdr_repository/processed/2821@303/cdr_StandAloneCluster_@5_282183031989_8

"cdrRecordType","globalCallID callManagerId”,"globalCallID callld","origLegCallIdentifier","dateTimeOrigin
location","origCause_value","origPrecedencelevel","origMediaTransportAddress_IP","origMediaTransportAddres
deoCap_Codec","origVideoCap_Bandwidth","origVideoCap_Resolution","origVideoTransportAddress_IP","origVideo
estIpAddr","originalCalledPartyNumber","finalCalledPartyNumber","finalCalledPartyUnicodeLoginUserID", "dest
ress_Port","destMediaCap_payloadCapability", "destMediaCap_maxFramesPerPacket", "destMediaCap_g723BitRate","
deoTransportAddress_Port", "destRSVPAudioStat"”, "destRSVPVideoStat", "dateTimeConnect”,"dateTimeDisconnect”,"
mberPartition”,"lastRedirectDnPartition”,“duration”,“origDeviceName", "destDeviceName"”,“origCallTermination
Of","origCalledPartyRedirectReason”,"lastRedirectRedirectReason”,"destConversationId”,"globalCallld Cluste
", "destDTMFMethod", "callSecuredStatus”,"origConversationId”, "origMediaCap_Bandwidth","destMediaCap_Bandwid
tIpv4veAddr","origVideoCap_Codec_Channel2", "origVideoCap_Bandwidth_Channel2","origVideoCap_Resolution_Chan
e Channel2","destVideoCap Codec_Channel2","destVideoCap Bandwidth_Channel2","destVideoCap_Resolution_Chann
_Channel2","IncomingProtocolID", "IncomingProtocolCallRef","OutgoingProtocolID","OutgoingProtocolCallRef","
calledPartyPatternUsage","IncomingICID","IncomingOrigIOI","IncomingTermIOI", tgoingICID", "OutgoingOrigIo
otalWaitTimeInQueue","callingPartyNumber_uri","originalCalledPartyNumber_uri","finalCalledPartyNumber_uri"
obileDeviceName", "origMobileCallDuration","destMobileCallDuration™, "mobileCallType"”,"originalCalledPartyPa
INTEGER, INTEGER, INTEGER, INTEGER, INTEGER, INTEGER , INTEGER , INTEGER , VARCHAR (5@ ) , VARCHAR (128) , INTEGER, INTEGER, I
), INTEGER, INTEGER, INTEGER, INTEGER, VARCHAR (5@ ) , VARCHAR(5@) ,VARCHAR(128) , INTEGER, INTEGER , INTEGER , INTEGER, IN

VARCHAR(5@) ,UNIQUEIDENTIFIER,VARCHAR(58),VARCHAR(5@),VARCHAR(58),VARCHAR(58), INTEGER,VARCHAR(129) , VARCHAR(
TEGER,VARCHAR(32),INTEGER, INTEGER, INTEGER, INTEGER, INTEGER , INTEGER,, VARCHAR(32) ,VARCHAR(58) ,VARCHAR(58) , VARC
NTEGER, INTEGER,VARCHAR(32) ,INTEGER,VARCHAR(32) ,INTEGER, INTEGER, INTEGER ,VARCHAR(58) ,VARCHAR(58) , INTEGER , VAR
VARCHAR(255), VARCHAR(255), VARCHAR(255) , VARCHAR(255 ), VARCHAR(580) , VARCHAR(5@) , VARCHAR (129) , VARCHAR(129) , INTE
1,5,49,96132318,1614798511,5,0,923445448,"21601","",0,16,4,923445440,18938,90,20,0,1083,376,10,923445448,21
,108,1824108736,32298,"0","@" ,1614798512,1614798546, "11801", "68d608c8b-10838-4519-8b18-6248fa3dabc4", "BANGALO
“,12,0,0,0,0,0,0,"StandAloneCluster",e,"","",0,"",2,3,0,0,8,8,"","","","192.168.10.55","192.168.18.61",0,

","11ee1","11001" ,""

end of the file reached
options: g=quit, n=next, p=prev, b=begin, e=end (lines 1 - 3 of 3) :

e To know more about CDR Architecture, please read Cisco CDR Documentation
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https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-version-110/213526-configure-cdr-on-ccm-11-5.html

IP Phone to IP Phone Call Flow

e Now let us see SIP call flow between an IP Phone to another IP Phone that is registered on a
different node
e When you deal with any call flow issues or while working with Cisco TAC, call sample data is
crucial to isolate the failure. Always try to get below information before troubleshooting any call.
These can be obtained from CDR
o Calling Number: 21001; SEP7426ACF35A8E; DX70
o Called Number: 11001; SEP501CB00C71D5; Cisco 8865
o Time of the call: Mar/04/2021; 12:38:31 AM IST
o Duration of the call: 34 Sec
e Collect the CallManager logs, drag and drop the entire folder to Translator X and then generate a
‘Call List’ filter

>
File Edit Filter Calls Help

Filters Enabled MNew Filter Filters... Clear Filters 0 Filters Configured —| CallLlist.. |h Clear

Timestamp ModefInterface  Remote Device  Direction Protocol Message Mame TCP Handle/From Tag Call Ref / ID

03/04/2021 00:00:15.903 192.168.21.2 192.168.10.55 Out SIP NOTIFY 1931936580 7e155b00-1ec19a51-9d3... A
03/04/2021 00:00:15.909 192,168.21.2 192,168.10.53 In sip 200 OK 1931936380 7e155b00-1ec19a51-9d3...
03/04/2021 00:00:16.936 192.168.21.3 192.168.10.53 Qut sip REFER 1739339152 Teadf180-1ec19a51-269d...
03/04/2021 00:00:16.936 192,168.21.3 192,168.10.53 Qut sSip NOTIFY 425987499 Teadf180-1ec19a51-260...
03/04/2021 00:00:16.936 192,168.21.3 192.168.10.55 Qut Sip NOTIFY 1010770638 Teadf180-1ec19a51-269f...
03/04/2021 00:00:16.936 182.168.21.3 192.168.10.55 Out sSip SUBSCRIBE 879107147 Veadf180-1ec19a51-26a0...
03/04/2021 00:00:16.937 192.168.21.3 192.168.10.55 Out SIP NOTIFY 556215850 Teadf180-1ec19a51-26al...
03/04/2021 00:00:16.937 192.168.21.3 192.168.10.55 Out SIP REFER 390347153 7eadf180-1ec19a51-26a2...
03/04/2021 00:00:16.952 192.168.21.3 192.168.10.55 In sip 200 OK 425987499 Teadf180-1ec19a51-269...
03/04/2021 00:00:16.992 192,168.21.3 192,168.10.53 In sip 200 OK 1010770638 Teadf180-1ec19231-269f..,
03/04/2021 00:00:17.004 192,168.21.3 192.168.10.55 In Sip 200 OK 1739339152 Teadf180-1ec19a51-269d...
03/04/2021 00:00:17.006 192,168.21.3 192,168.10.53 In sSip 200 0K 556215830 Teadf180-1ec19a51-26al...
03/04/2021 00:00:17.006 192.168.21.3 192.168.10.55 In sSip 200 OK 87910747 Teadf180-1ec19a51-26a...
03/04/2021 00:00:17.007 182.168.21.3 192.168.10.55 In sSip NOTIFY 31d02b79ebc070a0 Veadf180-1ec19a51-26a0...
03/04/2021 00:00:17.008 192.168.21.3 192.168.10.55 Out SIP 200 0K 31d02b79ebc070a0 Teadf180-1ec19a51-26a0...
03/04/2021 00:00:17.009 192.168.21.3 192.168.10.55 In SIP 200 0K 390347153 7eadf180-1ec19a51-26a2...
03/04/2021 00:09:46.713 192.168.21.3 192.168.10.53 Qut sip NOTIFY 1853336619 d26d0a80-1ec19a32-26a...
03/04/2021 00:0%:46.719 132,168.21.3 192,168.10.53 In sSip 200 OK 1853336619 d26d0a80-1ec19a32-26a...
03/04/2021 00:12:19.147 192,168.21.3 192.168.10.55 Qut Sip REFER. 712997880 2d9efd00-1ec19a53-26ad...
03/04/2021 00:12:19.148 182,168.21.3 192,168.10.55 Out sip NOTIFY 1350504508 2d9efd0D-1ec19a53-26a5..,

% Call List - O *
File Edit
Search

Double-click calls below to view Call Detail Record details. Select and click 'Generate Filter' to add a filter for the call.

Originate Time Calling Party Orig Called Party  Final Called Party ~ Orig Cause Dest Cause In Call Ref Out Call Ref
04-Mar-21 12:38:31 AM 11001 11001 (16) Mormal Call ... (0} No error

J

Export To Text File Import Raw CDOR Data Generate Filter Clear All Filters
Lines Processed: 35883 SCCP H.243 Exclude SCCP and MGCP Keepalives Jenerate Diagram €———
Msgs Processed: 283 SIp MGCP Exclude SIP REGISTER Exclude SIP OPTIONS Export List
Msgs Displayed: 168 Q.931/ H.225 MGCP BH [ Exclude SIP SUBSCRIBE / NOTIFY / PUBLISH Export Details
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e This filter may not work all the time (situations like the log doesn’t have the complete messages or

some failed call) but most of the time it works

&

File Edit Filter Calls

Filters Enabled

Timestamp

Help
Mew Filter

MNode/Interface

Filters...

Clear Filters

Remote Device

Direction Protocel

~

2 Filters Configured

Message Name

Call List..  :h

Clear

TCP Handle/From Tag

Call Ref / ID

03/04/2021 00:38:31.535 192,168.21.3 192.168.10.55 In SIP MOTIFY 98347e49d26%8d 6 2e379380-1ec19a53-26ab...
03/04/2021 00:38:31.537 192,168.21.3 192.168.10.35 Qut SIp 200 OK 02a47e49d2698d b 2e379380-1ec19a53-26ab...
03/04/2021 00:38:31.580 192.168.21.3 192.168.10.55 In SIP INVITE 02a47b6a%95c84de 4db73bb7bdecif431ffb12...
03/04/2021 00:38:31.581 192.168.21.3 192.168.10.35 Qut SIp 100 Trying 02347b6a%95c84de Adb73bbTbdecif431ffb12...
03/04/2021 00:38:31.588 192.168.21.2 192.168.10.61 Out SIP INVITE 16042 ~ea5cbd0c-2ed2-4... d69b2700-1ec1%a56-9d5-...
03/04/2021 00:38:31.595 192,168.21.2 192.168.10.61 In SIp 100 Trying 16042 ~ea5ch40c-2e42-4,., d6%b2700-1ec19a56-0d5-..,
03/04/2021 00:38:31.664 192,168.21.2 192.168.10.61 In SIP 180 Ringing 16042 ~ea5ch40c-2e42-4... d6%b2700-1ec19a56-9d5-...
03/04/20271 00:38:31.664 192.168.21.3 192.168.10.35 Out SIp 180 Ringing 02a47b6a%95c84de 4db73bb7bdecif431ffb12...
03/04/2021 00:38:32.799 192.168.21.2 192.168.10.61 In SIp 200 OK 16042 -ea5ch40c-2e42-4... d69b2700-1ec19a56-0d5-...
03/04/2021 00:38:32.805 192,168.21.3 192.168.10.35 Qut SIp 200 QK 02347b6a995c84de Adb73bb7hdectf431ffb12...
03,/04/2021 00:38:32.806 192,168.21.2 192.168.10.61 Qut SIP ACK 16042 ~ea5ch40c-2e42-4... d6%b2700-1ec19a56-9d5-...
03/04/2021 00:38:32.806 192.168.21.2 192.168.10.61 Out SIp UPDATE 16042 ~ea5chdDc-2e42-4... d&%b2700-1ec19a56-9d5-...
03/04/2021 00:38:32.830 192.168.21.2 192.168.10.61 In SIp 200 OK 16042 ~ea5ch40c-2e42-4... d69b2700-1ec19a56-9d5-...
03,/04/2021 00:38:32.861 192.168.21.3 192.168.10.55 In SIP ACK 02a47b6a995c24de 4db73bbTbdeclf431ffb12...
03/04/2021 00:39:06.799 192,168.21.3 192.168.10.55 In SIP BYE 02347k6a%95c84de 4db73bb7bdectf431ffb12...
03/04/2021 00:3%:06.801 192,168.21.3 192.168.10.35 Qut SIp 200 0K 02a47b6a%95c84de 4db73bb7Tbdectf431ffb12..,
03/04/2021 00:3%:06.802 192.168.21.2 192.168.10.61 Out SIP BYE 16042 ~ea5ch40c-2e42-4... d6%b2700-1ec19a56-9d5-...
03/04/2021 00:3%:07.215 192.168.21.2 192.168.10.61 In SIp 200 0K 16042 ~ea5ch40c-2e42-4... d6%b2700-1ec19a56-9d5-...
¥ Call Flow Sequence Diagram — [m} X
File Edit
O — — O — — [0 — — [
SEPTA26ACF3SARE cucm-sub02 cucm-sub0l SEPSO1CBOOCTIDS
192.168.10.55 192.168.21.3 192.168.21.2 192.168.10.61
00:38:31.535 MNOTIFY (103 NOTIFY)
00:38:31.537 200 OK (103 NOTIFY)
00:38:31.580 INVITE w/ SDP (sendrecy) (100 INVITE)
00:38:31.581 100 Trying (100 INVITE)
00:38:31.588 IMVITE (107 INVITE)
00:38:31.595 100 Trying (107 INVITE)
00:38:31.664 180 Ringing (107 INVITE)
—| 00:38:31.664 180 Ringing (100 INVITE) —
00:38:32.799 200 OK wy 5DP (sendrecv) (107 INVITE)
00:38:32.805 200 OK w/ SDP (inactive) (100 INVITE)
00:38:32.806 ACK wy SDP (101 ACK)
00:38:32.806 UPDATE (102 UPDATE)
00:38:32.830 200 OK (102 UPDATE)
00:38:32.861 ACK (100 ACK)
00:39:06.799 BYE (101 BYE)
00:39:06.801 200 OK (101 BYE)
00:39:06.802 BYE (103 BYE)
00:39:07.215 200 QK (103 BYE)
Li
M
M
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IP Phone 1 (192.168.10.55) sends INVITE to CUCM-SUB2 where it is registered. This INVITE is
called EARLY OFFER since the message contains SDP (Session Description Protocol) that talks
about media attributes (IP, Port, Codec, etc.) of Phone 1

CUCM-SUB2 sends 100 TRYING back to the IP Phone and sends SDL signal to CUCM-SUBO1. SDL
signals are not visible in Translator X. SDL signal used to communicate between CUCM Nodes
Now CUCM-SUBO1 passes the INVITE to IP Phone 2 (192.168.10.61), since CUCM is not a PROXY
but B2BA (Back to Back User Agent), it alters the SIP Headers. This INVITE is DELAYED OFFER
since it doesn’t have SDP in it

IP Phone 2 will respond with 100 Trying and 180 Ringing to CUCM-SUBO1

CUCM-SUBO1 signals CUCM-SUBO2 via SDL messages and 180 Ringing flows to IP Phone 1
When Phone 2 is answered, it sends 200 OK with SDP where we have the media attributes of
Phone 2

CUCM picks a codec based on the initial INVITE from DX70 and 2000K from 8865 Phone
CUCM-SUB2 sends 200 OK message with selected SDP attributes to DX70, hence DX70 got the
media attributes of 8865 Phone

CUCM-SUBO1 sends ACK message 8865 Phone that contains the selected media attributes of
DX70 that has been shared on the initial INVITE. Now 8865 got the media information

DX70 sends ACK message to CUCM-SUBO?2.

When DX70 disconnects the call, it sends BYE message to CUCM-SUB02 and CUCM-SUB2
responds with 200 OK

The BYE message eventually forwarded to 8865 Phone from CUCM-SUBO1 and it gets a 200 OK

response from 8865
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IP Phone Web Access
e |t gives all device information (MAC, Host Name, Model, DN, Firmware, Network Configuration &
statistics, logs, etc.)
e Device Page >>Web Access >> Enabled >> Reset

e Now click IP Phone IP Address to get web page

- #l Phone Configuration

S . o - - 3 -
& g o © £ 25 https://192.168.21.1 /ccmadmin/phoneEdit.dotkey=3bTe294b-ffac-© == & w I O @ =
alilin Cisco Unified CM Administration (W Cisco Unified CM Administration v
€ISCO  £4¢ Cisco Unified Communications Solutions admin About Logout
Systemn «  Call Routing *  Media Resources = Advanced Features + Device ~  Application *  User Management +  Bulk Administration + Help +
Phone Configuration CCRTEL R R SS Back To Find/List
B Save x Delete Copy % Reset z Apply Config EEE Add New
| DND Incoming Call Alert [ < None > ~ "
r Secure Shell Information
Secure Shell User
Secure Shell Password |
r Product Specific Configuration Layout
Override
‘? Parameter Valuae E"t:::::: Lcr:f?lz
Settings
[ pisable Speakerphone
[ pizable Speakerphone and Headset
[ pisable Handset ]
PC Port * Enabled ~
Settings Access™ [Enabled ~] ]
PC Woice WLAN Enabled -
Access®
Video Enabled v] O -
Capabilities* ) '
|Web Access*® Enabled I ™
Disable TLS 1.0 [Disabled v |
and TLS 1.1 for
Web Access*
Enbloc Dialing® [ Dizabled ~ O -
Days Display Not ]
Active )
Monday
Tuesday w
Dizplay On Time [g7:30 O
Display On 10:30 O
Duration
Display Idle 01:00 1 O
Timeout S
Display On When | Enabled bl D
Incoming Call*
Enable Power Sunday ~ ]
Sawve Plus )
Monday
Tuesday w
Phone On Time  [go:00 O
Phone Off Time [24:00 |
Phone Off Idle  [gp IO
Timeout* - )
Ll enable Audible Alert O v
< . >
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Cisco Systems, Inc.

c ‘Q‘ © £ 192.168.10.61/CC fava/Serviceability?adapter=device.statistics.device wew w N @ '«!r. =
v Device information
CISCO

Cisco IP Phone CP-8865 ( SEPS01CB00C71D3S)

Device information Service mode On-premise
Network setup Service domain
Network statistics Service state Idle
Ethernet information Active network interface Ethernet
Access MAC address S01CBOOCTIDS
Network Wireless MAC address 501CBO0OCT1ID7
Device logs Host name SEPS01CB0O0OCTIDS
Console logs Phone DN 11001
Core dumps App load ID rootfs8845 65.12-8-1-0001-455
Status messages Boot load ID sb28845 65.BEV-01-015
Debug display Version sip8845_65.12-8-1-0001-455
Streaming statistics Key expansion module 1
Stream 1 Key expansion module 2
Stream 2 Key expansion module 3
Stream 3 Hardware revision Vol
Stream 4 Serial number PUC21498MPM
Stream 5 Model number CP-38865
Message waiting No
UDI phone
Cisco IP Phone 8865, Global
CP-8865
Vo5
PUC21498MPM
Time 1:54:4%9am
Time zone Asia/Kolkata
Date 04-03-21
System free memory 2147483647
Java heap free memory 1635864
Java pool free memory 2147483647
FIPS mode enabled No

e This can be used to identify media streams status as well, this is helpful while troubleshooting ‘one

way or no way audio’ issues
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Pho iguration

¢

Cisco Systems, Inc.

© £ 192.168.10.61/CGl/)ava/Serviceability?adapter=device statistics.strean b w

lll.lllll
Cisco

Device information

Network setup
Network statistics

Ethernet information

Access
Network
Device logs
Console logs
Core dumps
Status messages
Debug display
Streaming statistics
Stream 1
Stream 2
Stream 3

Stream 4

Stream 5

Streaming statistics

Cisco IP Phone CP-8865 ( SEPS01CB00CT71DS)

Remote address

Local address

Start time

Stream status

Host name

Sender packets

Sender octets

Sender codec

Sender reports sent
Sender report time sent
Rcevr lost packets

Avg jitter

Receiver codec

Receiver reports sent
Receiver report time sent
Revr packets

Revr octets

Cumulative conceal ratio
Interval conceal ratio
Max conceal ratio
Conceal seconds
Severely conceal seconds
Latency

Max jitter

Sender size

Sender reports received
Sender report time received
Receiver size

Receiver discarded

Receiver reports received

192.168.10.55/18846 ¢——
192.168.10.61/17864 ¢<——
1:56:08am ——

Active €&——
SEP501CBOOCTIDS ¢——
634 €

31700

OPUS ¢—

2

1:56:18am

0

0

OPUS ¢&——

0

00:00:00

1278 ¢—

69437

0.0008

0.0000

0.0035

1

0

9

1 —

20 ms €&

2

1:56:21am

10 ms

1

0
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DX70 Web Management Console

e Everytelepresence endpoints have a dedicated Web interface to manage the device

e The default username is admin without password

- 192,168.10.55 - Systemn Information X ~+

<« C @ © & https;//192.168.10.55/web

BCR

&

t. Call Control
System Information

General

Product:

System time:
Browser time:
Last boot:

Serial number:
Software version:
Installed options:
System name:

# Setup & Security

Cisco TelePresence DX70 ¢———

% Maintenance

192.168.10.55

Cisco TelePresence DX70

#- Integration & admin

-

There is 1 possible issue with your system. See Diagnostics for more info.

H323

Status Inactive

01:54 AM
11:48 AM

today at 00:10
FOC1846N353

ce 9.7.1 30bfif140aa 2019-04-02

Encryption

IPwd:
IPwG:

192 168.10.55 €——

Gatekeeper
Mumber
1]

SIP

Status
Proxy

Registered
192.168.21.3

URI

21001 @cucm-sub02.ajcollab.com

MAC address:
Temperature:

- 192.168.10.55 - Call Control

© & https://192.168.10.55/:

¢ @

Il'lll"l
cisco

Call Control > & Microphone: On
Main Presentation
No presets
11001
Contacts
~ =
11001 € x
& Show call settings
Favorites WO paraeiparits conmneceu
No matches found
Directory
No matches found
Recents

= 11001 - Deepika Padukone
Placed (4) - 2019-10-04

11001@cucm-sub02.ajcollab.
NoAnswer - 2019-09-27

. Call Control

7426 ACF25A8E ——
47°CJ/ 116.6°F

X

com

& Security

web/call-control

# Maintenance # Integration

90%

il

HDMI 2

v @ &

N @ &

192.168.10.55
Cisco TelePresence DX70

& admin

L L]

« A

~

@ Start Presentation
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- 192.168.10.55

- 192.168.10.55

&« ¢ @

alaln,

MetworkSenices
Peripherals
Phonebook
Provisioning
Proximity
RoomReset
RTP

Security
SerialPort

siP

Standby

bl +

<« (& Q‘ [0 https://192.1
alea]n
CIsco
# Home . Call Control # Setup
Confi
Status
i Peripherals
Audio Provisi P
Bluetooth Personalizati
CallHistory Favorites
Cameras Connectivity
Conference LoginName
FacilitySenice
Mode
H323
HttpClient Password
Logging
Macros ExternalManager
MNetwork Address
NetworkPort AlternateAddress
NetworkServices
) Domain
Peripherals
Phonebook Path
Prcoco
Proximity
RoomReset

[ https://192.1

cisco
# Home . Call Control /& Setup
Configuration
Audio )
Bluetooth
CallHistory
Cameras ANAT
Conference DefauliTransport
FacilityService
DizplayName
H323
HitpClient fine
Logging ListenPort
Macros
Mailbox
Metwork
NetworkPort MinimumTLSVersion

PreferrediPSignaling

68.10.55/web/config/Provisioning

& Security ¥ Maintenance

G ——

on

Auto w
cucn €&——— v
e

HTTP -

68.10.55/web/config/SIP

[ & Security

%+ Maintenance - Integration

on -
TCP v

21001 - Jennifer Garner

Private e
Off b
TLSv1.0 e
P4 L

& Integration

Proxy 1 Address

Proxy 2 Address

cucm-sub02.ajcollab.com

cucm-sub01.ajcollab.com

Proxy 3 Address

Proxy 4 Address

TlsVerify

Type

URI

on ~
Cisco "

— 21001@cucm-subl2.ajcollab.con

w @

0%

(0 to 80 characters)

(0 to 64 characters)

(0 to 64 characters)
(0 to 64 characters)

(0 to 64 characters)

(]

w n @ &

192.168.10.55

Cisco TelePresence DX70

& admin

+

(0 to 255 characters)

N ]

w

192.168.10.55
Cisco TelePresence DX70

& admin

+

(0 to 550 characters)

(0 to 255 characters)

(0 to 255 characters)

(0 to 255 characters)

(0 to 255 characters)

(0 to 255 characters)

(0 to 255 characters)
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- 192.168.10.55 b -+ - m|

&« (& ‘G} D & https://192.168.10.55/web/status/Provisioning 0% e @ ﬁ N 6 ©. =

] 192.162.10.55

cisco Cisco TelePresence DX70

# Home t. Call Control /4 Setup @ Security & Maintenance # Iniegration & admin

Configuration

- [ +
St T

Peripherals

Audio Provisi P
Bookings Personalization
Cameras Favorites -
Capabilities Discovered None
Conference NextRetry
Diagnostics STEET
1320 Server 192.168.21.1
Ha23 Status Provisioned
ICE

cucm =
Logaing

CTL State Notinstalled
MNetwark

Customization Checksum
NetwaorkServices

ITL State Installed
Phanebook Phonebook URL hitpsicucm-pub.ajcollab.com:8443/cucm-udsiusers
m ProvisionSecurity Signed
Proximity Userld
- 192.168.10.55 - Personalization X g - m}
& —
&« = Q 0 & https://192.168.10.55/web/personalization B8 e @ T:T In @O & =
i 192.168.10.55
cisco Cisco TelePresence DX70
#& Home t. Call Control & Setup & Security # Maintenance # Integration & admin
Configuration
Personalization Status
Branding Custom wallpape Peripherals
renaiuaion L
Add your branding Favorites
Branding customization allows you to add your own brand image and logo to your system, while atthe same time maintaining a rich user interface
Wake-up flow
When the video system wakes up from standby, the screen will first display the background image, before automatically showing instructions about how to
use it Instructions will also be displayed on the touch panel
Putthe system in standby state Putthe system in halfwake state
L) L)
-
Custom brand background Brand logo (halfwake)
The brand image will be displayed as a background on both This light brand logo will be displayed on a dark background
the main screen and on the touch panel when the video in the bottom right corner on both the main screen and the
system is in the halfwake state. touch panel
The recommended image size is 1920x1080 pixels, in png or For best results, the logo should be an all white version
jpeg format. en uploading the image, it will be scaled to the without padding, in png format with a transparent background.
recommended size. The recommended size is 272x272 pixels. When uploading
the logo, it will be scaled to the recommended size.
Upload image
Upload image
Awake state
When the system is awake, the touch panel will display instructions about how to use the
https://192.168.10.553/web/personalization ~
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192,168.10.55 - Users X

<« C @ © £ hitps//192.168.10.55/web/users - O W% In @ & =

192.168.1(

Cisco TelePresence D

# Home . Call Control #& Setup & Security # Maintenance B Integration & adl
Users
Service Certificates
CUCM Certificates Roles
Username Status ) "
Certificate Authorties RoomControl Integrator User
admin  &— Active Strong Security Mode o

Sign In Banner
+ Add new user. .

Non-persistent Mode

- 192.168.10.55 X

&« A © £ hitps://192.168.10.55/web/service-certificates - & mn o & =

192.168.1(
Cisco TelePresence D

# Home t. Call Control & Setup & Security ## Maintenance A Integration & adl
Users
Service Certificates
Service Certificates |z
Certificate Issuer CUCM Certificates Audit HTTPS SIP
Self-signed Certificate TemporaryDefaultC Certificate Authorities Off On Off Delete

Strong Security Mode

Add Certificate
Sign In Banner

Certificate Browse... | Nofile Non-persistent Mode
Private key (optional) Browse... | No file selected.

Passphrase (optional)

This system supports PEM formatted certificate files (_pem). The cerificate file may contain the cerificate and a RSA or DSA
encrypted private key with or without a passphrase. Optionally the private key file may be supplied separately.

Add certificate. .
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192.168.10.55 - CUCM Certificates X

&« c @ @ & hitps://192.168.10.55/web/cucm-certificates v @Y mn o & =
A~
i
Cisco Cisco TelePresence D
# Home . Call Control # Setup & Security £ Maintenance A Integration & adi
Users

CUCM Certificates
Service Certificates

CUCM status i UEEFNELEGE CUCIM Certificates [

CTL status CTLis not installe  cartific ate Authorities
ITL status ITL is installed.

LSC status Certificates are no Strong Security Mode
Operation status Mo pending operat

Sign In Banner
Delete CTLATL Non-persistent Mode
ITL certificates

Fingerprint 94:4E:49:48:TA:DD:00:78:EF:FB:582:26:87:23:D4:BE:B7:94:A4:FB:00:00:00:00:00:00:00:00:00:00:00:00:00:00:00

Role TVS

Issuer CN=cucm-pub.ajcollab.com; OU=Caollab; O=AJ Collab; L=Bangalore; ST=Karnataka: C=IN

Serial Number 71:54:68:58:5F:48:27:63:R3:B5:2C:29:75:E6: A5: 69

Subject Name CN=cucm-pub.ajcollab.com; OU=Caollab; O=AJ Collab; L=Bangalore; ST=Karnataka: C=IN

Subject DNS Name MNIA

Rale SAST

Issuer CMN=ITLRECOVERY_cucm-pub.gjcollab.com; OU=Collab; O=AJ Collab; L=Bangalore; ST=Kamataka; C=IN

Serial Number 4F:5C:B0:41:48:76:BLIF9:06:C7:D1:73:86:7R:193:B3

Subject Name CHN=ITLRECOVERY_cucm-pub.gjcollab.com; OU=Collab; O=AJ Collab; L=Bangalore; ST=Kamnataka; C=IN

Subject DNS Name MNIA

Role TVS

Issuer CN=cucm-sub01.ajcollab.com; OU=Collab; O=AJ Collab; L=Bangalore; ST=Karnataka: C=IN

Serial Number 61:9D:05:4F:16:41:5E:E6:B7:74:DA:DB: 91:0A: 85: 6D

Subject Name CN=cucm-sub01.ajcollab.com; OU=Collab; O=AJ Collab; L=Bangalore; ST=Karnataka: C=IN

Subject DNS Name NZA

Role TVS

Issuer CM=cucm-sub02.ajcollab.com; OU=Collab; O=AlJ Collab; L=Bangalore; ST=Karnataka; C=IN

Serial Number TF:FD:80:B3:CE:34:0E:37:6C: DL TEF1:3F: 2C: DB 42

Subject Name CM=cucm-sub02.ajcollab.com; OU=Collab; O=AlJ Collab; L=Bangalore; ST=Karnataka; C=IN

Subject DNS Name MNIA

Role SAST

v

a— e O TH S A TS B S T P S ST .
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192.168.10.55 - System Diagnostics X

&« c © £ hitps;//192.168.10.55/web/diagnostics e 2 m o e

N
cisco

# Home L. Call Control & Setup & Security £ Maintenance #- Integration & adi

oo

System Diagnostics System Logs —> Re-un diagnostic

Diagnostics help identify issues that may cause the system to fail or  Call Logs
OK: System Temperature User Interface Screenshots

The system is running at an acceptable temperature.
Software Upgrade

Option Keys
OK: External Audio Delay
External audio delay is at a reasonable level. Backup and Restore

System Recovery

WARNING: NTP Status Restart
Connection to NTP server not

unavailable. If this message

ret established. This might be that
ersists, please check that the NTP

INFO: HTTPS Mode Security
The HTTP mode is set to HTTP+HTTPS. In order to avoid eavesdropping, please consider changing this setting to HTTPS.

OK: Standby Control
The system goes into standby automatically after 10 minutes. Standby can be configured through the standby configuration.

- 192.168.10.55 - System Logs P -+ = O

&« ¢ o @ £ nitps;//192.168.10.55/web/system-logs - YN @D & =
~
m
CIsco
# Home . Call Control & Setup & Security 4 Maintenance #- Integration & ad
Diagnostics
System Logs System Logs —
Call Logs
Download log archive User Interface Screenshots 'Y
Afull archive of the logs on the device is useful for diagnosing probler Software Upgrade etwork issues and problems during call setup, the systerr
sxtended logging mode. This mode is resource intensive,
This archive includes all current and historical logs, in addition to cun Option Keys ing logs with mare detailed information
system configuration, system status, packet captures and diagnostic P ¥ 9100 B
information. Anonymized call history is included. Backup and Restore ng mode can optionally include a full or partial capture of i
Download logs archive... | = | System Recovery
3 wgging... | =
Mo call history Restart
Full call history g Extended logging is inactive
Current Logs o
File Name Size Last modified
auth_log 2kB 2019-10-04 01:53
console TkB 2019-10-03 14:16
dhclient.log 374 kB 2019-10-04 02:18
dmesg 24 kB 2019-10-03 14:15
eventlog/all.log 67 kB 2019-10-04 02:18
eventlog/all.log.first 513 kB 2019-10-03 16:58
eventlog/all log previous 513 kB 2019-10-04 01:49
eventlog/all.log.truncated 1kB 2019-10-04 01:49
eventlog/application.log J0kB 2019-10-04 02:18
eventlog/application log first 513 kB 2019-10-03 17:05
eventlog/application.log.previous 513 kB 2019-10-04 02:08
eventlog/application.log.truncated 1kB 2019-10-04 02:08 .
https://192.168.10.55/web/system-logs >
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192.162.10.55 - System Logs

&« =2 C @ @ £ hitps;//192.168.10.55/web/system-logs s e & Ty Lo =
~
alnlin 192.168.10.55
cisco Cisco TelePresence D!
# Home t. Call Control # Setup & Security # Maintenance % Integration & admin
System Logs
Download log archive Extended logging
Afull archive of the logs on the device is useful for diagnosing problems To help diagnose network issues and problems during call setup, the
This archive includes all current and historical logs, in addition to current ?‘VS'E".“ can enter a timed extended logging mode. This mode is resmjlrte
intensive, and populates the existing logs with more detailed information.
system configuration, system status, packet captures and diagnostics
information. Anonymized call history is included. The extended logging mode can optionally include a full or partial capture of
all network traffic
Download logs archive -
——> Start extended logging. -
Include a limited packet capture
—
Include afull packet capture
Current Logs Fs]
File Name Size Last modified
auth.log 2kB 2019-10-04 01:53
console TkB 2019-10-03 1416
dhclientlog 374 kB 2019-10-04 0218
dmesg 24 kB 2019-10-03 1415
eventlog/all log 67 kB 2018-10-04 0218
eventlog/all log first 513 kB 2018-10-03 16:58
eventlogiall Iog.previous 513 kB 2019-10-04 01:49
eventlog/all Iog truncated 1kB 2019-10-04 01:49
eventiogiapplication.log 30 kB 2019-10-04 02:18
eventlog/application.log.first 513 kB 2018-10-03 17:05
eventlog/application.log.previous 513 kB 2018-10-04 02:08
eventlog/application.log truncated 1kB 2018-10-04 02:08
eventlog/audioctrl log 18 kB 2018-10-04 02:06
eventlog/auditlog 103 kB 2019-10-04 02:18
eventlog/dsp.log 1kB 2019-10-03 14:16
eventlog/ducati.log 16 kB 2019-10-04 0151
eventloaievents.log 33kB 2019-10-04 02115 ~
| & = | current - m] X
Home Share View ~ @
;(_ 1, & Cut B x _I ) New item ~ ‘/-| ~ Open = Selectall
= W Copy path * £ Easy access Edit Select none
Pin to Quick| Copy Paste Move Copy Delete Rename  Mew Properties
Cevon [8] Paste shorteut  to+  to- o folder > 2 Invert selection
Clipboard Organize New Open Select
L R < log_bundle-SEPT426ACF35A8E-20191004-0223 » logs-SEPT426ACF35ASE » current » v O Search current yl
Name Date modified Type Size
s Quick access
eventlog 04-Mar-21 12:18 PM File folder
~ = ThisPC nginx 04-Mar-2112:18 PM File folder
_J 3D Objects = authlog 04-Oct-1912:32 PM Text Decument 3KB
I Desktop = bookings.txt Text Document 1KB
) Documents = call_history.tt Text Document 38KB
& Downloads 7 camera_presets.st Text Document 1KB
I= configuration.tet Text Document 19KB
b Music [ console 04-Oct-19 File 7k8
i Pictures = dhclient.log 04-Oct-19 Text Document 376 KB
B videos | diagnostics:txt Text Document 128
> 4 Windows (C) || dmesg File 24KE
= firmware.log Text Decument 1KB
b Network 3 -
= kemn.leg Text Decument 46 KB
= kemner.log Text Decument 2KB
L last_kmsg File 28KB
| latest-provisiening 04-0ct-1 File 16 KB
| latest-valid-provisioning 04-0ct-1 File 16 KB
= messageslog Text Document 476 KB
| " messages.log first FIRST File
|| messages.log.previous PREVIOUS File 513KB
| | messages.log.truncated 04-Oct-19 TRUMCATED File 1KB
| osversion 04-Oct-1 File 1KB
= participantlist.xt Text Document 1KB
= peripherals.bt Text Document 1KB
£ platform-sanity-tests.xml| 04-Oct-1 XML Document 1KB
= remotesupport.bt Text Document 1KB
I status.id Text Document 30KB
= veinfo.t Text Document 1KB
| versionjson JSON File 1KB
= wpa_supplicant.log Text Document 12 K8
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Call Logs

Start time

& Home ‘ . Call Control # Setup

Duration

2019-10-04T02:21:37

2019-10-03T16:01:20

2019-10-03T14:43:46

2019-10-03T14:29:35

2019-10-03T14:17:35

2019-10-03T13:20:38

2019-10-03T12:44:55

2019-10-03T09:10:48

2019-09-28T05:32:32

2019-09-28T04:48:16

2019-09-28T04:44:29

2019-09-28T04:27:26

20189-09-28T04:26:07

2019-09-26T14:54:50

2019-09-26T14:53:54

2019-09-26T14:52:05

2019-09-26T14:50:17

Previous

https://192.168.10.55/web/call-logs

6 seconds

10 hours

34 seconds

45 seconds

12 seconds

30 seconds

8 seconds

a minute

20 seconds

35 seconds

aminute

47 seconds

9 seconds

0 seconds

0 seconds

0 seconds

0 seconds

Page

162.168.10.55 - Call Logs

& Security | # Maintenance | B Integration ‘

Diagnostics

System Logs

= Call Logs

=» Qutgoini
- Outgoin
=» Quigoin
= Outgoin
4 Incoming
€ Incoming
4 Incoming
4 Incoming
= Outgoing
4 Incoming
#Incoming
#Incoming
4 Incoming
= Outgoing
< Outgoing
= Outgoing

= Outgoing

1R o

User Interface Screenshots o

Software Upgrade
Option Keys
Backup and Restore

ne
ne

System Recovery he

Restart

11002 - Abdul Jaseem
11002 - Abdul Jaseem
11002 - Abdul Jaseem

11001 - Deepika Padukone
11002 - Abdul Jaseem
11002 - Abdul Jaseem
11002 - Abdul Jaseem
11002 - Abdul Jaseem

11001 @cucm-subd2.ajcollab.com
11002@cucm-sub02 ajcollab com
11002@cucm-subd2.ajcollab.com

11002@cucm-subd2.ajcollab.com

20 rows |:

a-__________ ° -

& admin

Clear History

Disconnect cause type

LocalDisconnect f————

LocalDisconnect x
LocalDisconnect x
LocalDisconnect x
RemoteDisconnect x
RemoteDisconnect x
RemoteDisconnect x
LocalDisconnect x
LocalDisconnect x
RemoteDisconnect x
LocalDisconnect x
LocalDisconnect x
RemoteDisconnect x
MetworkRejected x
MNetworkRejected x
MetworkRejected x
MetworkRejected x
Next

\(— = & @ | © & nhttpsy//192.168.10.55/web/call-logs 0%

Call details

CalllD

Remote number
Callback number
Display name
Direction
Protocol

Call rate
Encryption type
Duration

Start time

End time

Disconnect cause

&

sip:11001@192.168.21.3 &

sip:11001@cucm-sub02 ajcollab.com  €&——

11001 - Deepika Padukone

Outgoing

Sip

3072 kbps

None

6 seconds

2019-10-04 12:51:37

2019-10-04 12:51:43

w
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ser Interface Scree

& C @ © £ hitps//192.168.10.5

mim
cisco

# Home . Call Control & Setup

User Interface Screenshots

Screenshot ID

Web_2

ake screenshot of OSD [ ——

21001 - Jennifer Garner

03-04T06

https://192.168.10.55/web/screenshots

[]
e

192.168.10.35 - Software Upgrade X ~+

C o )

Cisco

# Home t. Call Control # Setup

Software Upgrade

Current version
ce9.7.1.30bff6140aa

Install new software
Software

Browse . Mo file selected

Flease select afile

Install software

Detected version

& Security

On this page you can take screenshots of the Cisco touch panel or  Call Logs

creating user manuals, reporting bugs to Cisco, etc. Note that an |‘ ot be captured, and that capturing a screenshot
¢ poring g d User Interface Screenshots puring

may take a while, depending on image resolution and network bar,

#. https://192.168.10.55/web/uparade

& Security

n @& =

v O 4

eb/screenshots 90%

192.168.10.55
Cisco TelePresence DX70

- Integration & admin

Diagnostics

System Logs

+video system. The screenshots can be useful for

Software Upgrade

Remove all

Option Keys
Backup and Restore
System Recovery
Restart

2 368

we O W+

192.168.10.55

-0 TelePresence D

@ Maintenance # Integration & admin
Diagnostics

System Logs

Call Logs

User Interface Screenshots

Software Upgrade —

Option Keys
Backup and Restore
System Recovery
Restart

in @ &
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192.168.10.55 - Restart

Phene Configuration

- " , L : — -
<« C © & 25 hitps;//192.168.21.1/ccmadmin/phonekdit.do?key=dd6396a9- =+ & ¥ v IN DO & =
uliilin - Cisco Unified CM Administration B Cisco Unified CM Administration v
CIS€0 k4 Cisco Unified Communications Solutions admin About Logout
System + CallRouting * Media Resources Advanced Features * Device = A * lUser *  Bulk Admini ion * Help =
Phone Configuration R LR RS Back To Find/List Go
B Save x Delete Copy % Rezet Z Apply Config E:} Add New
';—‘ﬂmmﬂﬂ Phone Profile | standard Common Phone Profile ~ | Wiew Details A
Calling Search Space TEXAS-PHONE-CSS w
AMR Calling Search = None = -
Space
Media Resource Group | < Nane = ~|
List .
User Hold MOH Audio 1-SampleAudioSource w
Source
Network Hold MOH ' 1-SampleAudioSource ~]
Audio Source :
Location™® Hub_None ~
AAR Group < Mone = -
User Locale < MNone > ~
Network Locale < Mone = -
Privacy* | Default ~]
Device Mobility Mode*® :Default v View Current
Device Mobility Settings
Owner O User ® Anonymous (Public/Shared Space)
Owner User ID
Mobility User ID < None = -
Phone Load Name |ce-9.7.1-30bff6140a2-2019-04-02
1
L’;lse Trusted Relay POINE | Default o
Always Use Prime Line* [ Default ~]
Always Use Prime Line | Default ~
for Voice Message®
Geolocation < None > ~ |
Retry Video Call as Audio
| Ignore Presentation Indicators (internal calls only)
[“] Allow Contral of Device from CTI
Logged Into Hunt Group
[Jremote Device
r Number Presentation Transformation
Caller ID For Calls From This Phone
Calling Party Transformation CS5 = none =
Use Device Pool Calling Party Transformation CSS (Caller ID For Calls From This Phone)
Remote Numb
Calling Party Transformation CS5 = None =
1112 Nevice Panl Calling Party Transfarmation CSS (Navics Mohiline Relatad Tnfarmatinon) v
>

192.168.10.55 - Option Keys

c @

N
[]
&« W+

© £ https://192.168.10.55/web/optionkeys - O LN o ¢

alealn 192.168.10.55
Cisco Cisco TelePresence DX70
# Home t. Call Contraol #& Setup & Security # Maintenance A Integration & admin
Diagnostics
0ptl0|‘| Keys System Logs
Type Description Call Logs Key  Status
User Interface Screenshots
RemoteMonitoring Enables snapshots of local and remo face Mot installed

Software Upgrade

Option Keys

Backup and Restore

Add option key

Seral number  FOC1846M333

System Recaovery

Option key Restart

Contact your Cisco representative to obtain option keys. You need to provide the serial numberto get option keys.

Add option

Option keys are used to enable optional features
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192.168.10.55 - Backup and Restore X

&«

c o © £ https://192.168.10.55 /web/backup °0% o @y L In @O &
el 192.168.10.55
cisco Cisco TelePresence DX70
# Home t. Call Control #& Setup & Security #+ Maintenance A Integration & admin

Diagnostics

Backup and Restore System Logs

This page lets you ba and restore Tds ofthe video ¢ Call Logs plied directly to any video system.
Create backup Restore backup User Interface Screenshots
Software Upgrade
Selectiterns to include in your backup. Make sure you leave all iten . ite backup.
Option Keys

Download backup file Backup and Restore —

System Recovery

Branding Mo items installed
Restart
Favorites Mo items installed
In-Room Control Mo items installed
Macros Mo items installed
Sign In Banner Include
Configuration Include

The configuration listed below can be modified for a partial backup of the configuration.

Note: Settings such as metwork | ste urz and systesunit mame may specifically apply to a certain video system. Applying a
backup with these settings to a different video system may resultin the device becoming unreachable on the network. To
avoid this, consider removing those settings from the list below.

Remove system-specific configurations

-~
es Mute Enzbled: True [ |
"Sunrise™
: 50
Audio Ultrasound MaxVolume:
Audic Ultra nd Mode:
Bluetooth Allowed: True
Bluetooth Enabled: False
CallHistory X
Cameras Camera 1 ultMode: © "
Conference Active Zuto

Select all

Download b

https://192.168.10.55/web/backup
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192,168.10.55 - System Recovery X

« ¢ & © £ https://192.168.10.55/web/system-recovery B 9% e @ L o e =

192.168.10.55

Cisco TelePresence DX70

# Home %= Call Control # Setup & Security # Maintenance B Integration & admin
Diagnostics

System Recovery System Logs

In order to recover the system when experiencing a severe issue, ¢ Call Logs actory Reset can be performed. These recovery

methods should only be attempted by a system administrator or in port. The preferred recovery method is to perform a

Software Recovery Swap and Factory Reset as lastresort. User Interface Screenshots

Software Upgrade
Backup Software Recovery Swap  FactoryReset  Ren gption Keys

Backup and Restore
A factory reset deletes all logs and systemconfigurations. Please s and the system’s configuration.
System Recovel —
The log files may be useful to help Cisco techgical supportidentify' be experiencing. The configuration backup may be
usedto restore the device configurations back ¥ the current setting Restart

Download logs Download backup

- A Software Recovery Swap will change the running software to the previously used software image
which is stored on an inactive partition.

- 192.168.10.55 - Restart X

« c Q‘ O &8 https://192.168,10.55 /web/restart 90% e ﬁ i N 60 @. =
alra]n 192.168.10.55
cisco Cisco TelePresence DX70
# Home t. Call Control # Setup & Security # Maintenance - Integration & admin
Diagnostics
Restart

System Logs

+ Restarting the device will make it unavailable for several minut  Call Logs

« Shutting down the device will require physical presence to turn
User Interface Screenshots

Restart device. .. Shutdown device. .

Software Upgrade
Option Keys
Backup and Restore
System Recovery

O

Please note, Updated devices will have slightly different look and feel in the web interface, but the options

and functions are same as shown here.
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SSL Certificates

o SSL Certificates are used between end points to build a trust/authentication and encryption of data

e This confirms that the endpoints communicate with the intended device and have the option to
encrypt the data between the two endpoints

e When systems communicate each other initially they will exchange SSL certificates. If one system
trusts the other system’s certificates, then the connection is established otherwise it terminated

e Totrust a certificate, there are 2 ways, Remote system’s certificate must be locally installed on the
local system or there should be globally trusted authority who issued certificate for remote
system. Since the authority is globally trusted, the local system trusts the authority as well as all
the certificates’ issues by the authority

e This authority is called CA (Certificate Authority). We can have internal CA or Public CA. Internal CA

is trusted by all systems inside the enterprise and public CA is trusted by everyone in the world
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SSL /TLS Handshake and PKI Infrastructure
e Secure Socket Layer (SSL) and its newer version Transport Layer Security (TLS) are cryptographic
protocols that provide security in the internet communication
e Thefundamentalidea is that when a message is encrypted with a device’s Public Key, only same

device’s Private Key can decrypt it

Public Key = 123
Private Key = 321

v

ClientHello

SSL/ TLS Version
List of supported Cryptographic Algorithms
Data compression method

3
I
I
I
I
I
< ServerHello |
I
i C ifi Cryptographic Algorithm Agreement I
—"” ertificate Session ID

— Verification Certificate + Public Key (123) :
Local |

Cert. Store
o, 7 & |

e, %
& "G I
Or,, I
. oy
Q Q I
Co *S‘@f

7w, s |
|
I
I

ClientKeyExchange >

| got the encrypted session key,
Decrypt with Private key
ABC123+321= ABC

(Session Key) Encrypted with Server’s Public Key
ABC (session key) + 123 (servers public key) = ABC123

v

Finished(client)

Encrypted with Session key
Finished + ABC (session key)

N

Encrypted with Session key
Finished + ABC (session key)

N

v

'b";b»b
w
/

|
I
|
|
|
|
. . . |
Finished(client) |
|
I
I
I
Encrypted Messages :

Encrypted with Session key

1. Client sends CLIENT HELLO message to the server. CLIENT HELLO contains SSL or TLS Version,
list of Cryptographic algorithms, Data compression method

2. Server responds with SERVER HELLO that contains Cryptographic algorithm agreement, Session
ID, Server Certificate, Public key

3. Client verifies the certificate (either locally trusted or public CA) and trusts the server

4. Client sends CLIENT KEY; it is a shared secret key (also called session key) encrypted with

server’s public key. Now server got the session key, and it can decrypt using it's own private key
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. Client sends FINISHED (client) message encrypted with previous session key. Now the client part
handshake is complete

. Server responds with FINISHED (server) message encrypted with session key. Now the server part
handshake is complete

. Now client and server can exchange messages that are symmetrically encrypted with the session

key

Till we generate the Session key, the process is called Asymmetric Encryption
Once we have the session key exchanged between Client and Server, then the message encryption
is using the session key and this process is called Symmetric Encryption

This complete process of key exchange and encryption is collectively called PKI (Public Key

Infrastructure)
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Understanding Public CA Signed Certificate
e These certificates are signed by a central Certificate Authority CA

e When we browse any SSL enabled website, we can click on the lock sign and view the certificate

- . - 0

4 Cisco - Networking, Cloud, and ( X +
< C ﬂ%m Q % e :
"cllls'élc;' s Cerificate X Q & &=

General Details Certification Path

don’t miss it.

A Certificate Information

This certificate is i ded for the following pur (s):

* Proves your identity to a remote computer
« Ensures the identity of a remote computer
©2.23.140.1.2.2

® 1.3.6.1.4.1.8024.0.3.900.0

O U r =Refer to the certification authority's statement for details.

Issued to: www.dsco.com

Cisco and App!

Issued by: HydrantID SSL ICA G2

Valid from 14-Nov-19 to 14-Nov-21

Issuer Statement
= © ” o
Design Guides Learning Locator  Career Certifications Software Downloads Cisco Community  Tech Support Cases

e Issued to: Tells that this certificate has been issued to www.cisco.com
o Issued by: The globally trusted Certificate Authority CA who signed the certificate

o Validity: Is the date range that this certificate is usable
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n | Certificate *

General Details | Certification Path

e If we go to the Certification Path, we could

see the Authority Chain
Certification path
55l Quovadis Root CA 2 Root CA e Here ‘QuoVadis Root CA 2’ is the Root Level
- g] HydrantlD S5LICA G2 Intermediate CA
R v cisco.com (@I CA and ‘HydrantID SSL ICA G2’ is the

Intermediate CA who signs the certificate

e Here my system trusts the ‘QuoVadis Root
CA 2’ authority since my OS Manufacture has
installed ‘QuoVadis Root CA 2’ inside my

operating system itself

View Certificate

Certificate status:

’This certificate is QK.

e > o GEEE. -+« e e Youcan verify this by going to MMC >> Add

General Detads  Certification Path

or Remove Snap-in >> Certificates >> Trusted

Certcation path

Root Certification Authorities >> Certificates

Issued By
AddTrust Extemal CA Root

ST Roet &
) Globaisign GlobalSign
=) Globatsign GlobalSign
4 Globalsign Root CA

Design Guides

t ECC Product Ro
ECCTS Root Certifica.

Report

Agents of Trg
of full-stack ¢

Manage soaring IT ¢
observability with b

JUTN-Use ject
Vet Verisign Class 3 Public Primary Ce... 17-Jul-36

VeriSign Universal Root Cestficati...  02-Dec-37

e Getting a public CA signed certificate involve some cost, it is not free
e [f the signing authority is not trusted, we will get warning whether to accept or reject the
certificate. When we accept the certificate, it will be added to the Trusted Root CA section of your

0S or locally store on the browsers
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O *

@ Privacy error X +
&« c cucm-pub.ajcollab.com/ccmadmin/showHome.do b4 B H

Your connection is not private

Attackers might be trying to steal your information from cucm-pub.ajcollab.com (for

example, passwords, messages, or credit cards). Learn more

NET:ERR_CERT_AUTHORITY_INVALID

Q To get Chrome's highest level of security, turn on enhanced protection

This server could not prove that it is cucm-pub.ajcollab.com; its security certificate is not

trusted by your computer's operating system. This may be caused by a misconfiguration or

an attacker intercepting your connection.

Proceed to cucm-pub.ajcollab.com {unsafe)

O X

@ Privacy error X

+

< C A Notsegure | cucm-pub.ajcollab.com/ccmadmin/showHome.do

an Certificate —

Details  Certification Path

@a Certificate Information

Authorities store.

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification

Your ¢
Issued to:  cucm-pub.ajcollab.com
Attackers
example, { Issued by: cucm-pub.ajcollab.com
NET:ERR_C valid from 17-Feb-21 to 16-Feb-26
Q To Issuer Statement

pllab.com (for

ection

Hide advaren T

This server could not prove that it is cucm-pub.ajcollab.com,; its security certificate is not

trusted by your computer’s operating system. This may be caused by a misconfiguration or
an attacker intercepting your connection.

Proceed to cucm-pub.ajcollab.com (unsafe)
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Understanding Self Signed Certificate

e Who will sign the certificate of Root CA? We know that there is not entity above that. Hence the
certificate of CA is signed by CA itself

e Such certificates are called Self Signed Certificates

n  Certificate * n  Certificate *
General Details  Certification Path General Details | Certification Path
Certification path
E Certificate Information BR] Quovadis Root CA 2 i ]

This certificate is intended for the following purpose(s): Dm'y one Level
* Proves your identity to a remote computer A
* Ensures software came from software publisher

* Protects software from alteration after publication

s Protects e-mail messages

s Ensures the identity of a remote computer

* Allows data to be signed with the current time b

Issued to: QuoVadis Root CA 2

Issued by: QuoVadis Root CA 2

View Certificate

valid from 24-MNov-06 to 24-Mov-31
Certificate status:

’This certificate is OK.
Issuer Statement

o Ifthe Issued to and Issued by are the same system, then the certificate is called Self Signed

Certificate. Also, the Certification path will have only one level
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an Certificate =

e When we install CUCM, it will have some self-
{General | Detsils  Certification Path . . L .
signed certificates, means CUCM will sign its own

(3 Certificate Information certificate. CUCM is nota CA butit generates a
hi ificate i ed. bl o : R H

et ceschenee i e v oot ovehen certificate during the installation

Authorities store.

e This certificate is not trusted by our OS; hence

we get warning when we browse the CUCM web

Issued to: cucm-pub.ajcollab.com page

Issued by: cucm-pub.ajcollab.com

Valid from 17-Feb-21 to 16-Feb-26

Internal or Enterprise CA Signed Certificate

¢ Since getting a Public CA Signed certificate is not feasible for all the servers in an enterprise and
manually accepting the certificate warning of self-signed certificate gives end user uncertainties, to
address this issue, we use Enterprise or Internal CA

e Theinternal CA Certificate is trusted by all the entities in the organization (installed in Trusted Root
CA) hence we can trust the connection, as well as we don’t get the warning

e We can enable Microsoft Windows Server to be an Internal CA server, then use this server to issue

certificates for all systems in the organization
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n  Certificate x n | Certificate *

General Details Certification Path General Details  Certification Path
Show: | <All= w
: ﬁ Certificate Information
Field Value 2
This certificate is intended for the following purpose(s): B\l'alid fom e —
+ Proves your identity to a remote computer B _ ¥ 4 .l
* Ensures the identity of a remote computer Valid to Saturday, March 11, 2023 2:0...
BSubject cucm-pub. ajcollab. com, Collab...
=] Public key RSA (2048 Bits)
BPublic key parameters 0500
@Enhanced Key Usage Client Authentication (1.3.6.1....
n3| Subject Alternative Name DNS Name=ajcollab. com, ONS ...
m-:. ihisrt Kew Tdentifier Shaed 2AN~R 7 1e0daass ffaft w7

Issued to: cucm-pub.zjcoliab.com Sepver

DMS Mame =ajcollab.com

DNS Mame =cucm-pub. ajcollab. com
Issued by: Alcolasca [nternal CA DNS Name —aucm-ub03. jcallab.com
DMS Mame=cucm-sub0 1. ajcollab. com
DMS Mame =imp-sub. ajcollab.com
Valid from 3;11;’2021 to 3;11;2023 DNS Name=imp-pub.ajcollab.com

Install Certificate...  Issuer Statement Edit Properties... Copy to File...
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Understanding Components of Certificates
e Common Names (CN) references to the IP address or Fully Qualified Domain Name (FQDN) of the
address that is requested. For instance, if you enter https://www.cisco.com, then the CN or SAN
must have www.cisco.com in the header
e Subject Alternative Names (SAN) references other FQDNs that can use the same certificate. This

will be an alternate FQDN of the or different server that offers same service

n  Certificate X 5 Certificate *
General Certification Path General Certification Path
Show: | <all= ~ Show: | <all> w
Field Value 2 Field Value &)

Subject www.dsco.com, Cisco System... 1| Subject Alternative Name DNS Name=www.dsco.com, D...
DPuhIic key RSA (2048 Bits) Cerh’ﬁcate Policies [1]Certificate Policy:Policy Ide...
DPuinc key parameters 0500 Enhanced Key Usage Client Authentication (1.3.6.1....
@Basic Constraints Subject Type =End Entity, Pat... a CRL Distribution Points [1]CRL Distribution Point: Distr...
@Auﬂﬂnrity Key Identifier KeyID=986ab52d2ebfaTaasf ... Subject Key Identifier 5264b308aadbaffabbd7baess. .
@Auﬂﬂnrity Information Access  [1]Authority Info Access: Acc... SCT List v1, 5614069a2fd7c2ecd 3f5e ...

@Subject Alternative Name DMS Mame =www, dsco.com, D... DKey |Usage Digital Signature, Key Endpher...
ml‘"ﬂrﬁﬁrahﬁ- Prlicies M1 ertifircate Police Palice Tde = ’_']Thl wnhnrint eeda?1fahR 210122092 7h 7 N
M = www, cisco.com DMS Mame =www.Cisco, com A
= Lisco aystems, Inc, Drganizuﬁon DS Mame =www 1.dsco.com
L =5an Jose [ ocation DMS Mame =www2,dsco.com
5 = California Spate DIMS Mame=www. static-tisco.com
C=U5 Country DMS Name=www-rtp.dsco.com
DMS Mame =cisco-images. dsco.com
DMS Mame =www 3, dsco.com
DMS Mame =cisco,com
DMS Mame =www.mediafiles-dsco.com A
Edit Properties... Copy to File... Edit Properties... Copy to File...

o We can see the above information in the Details tab of the Certificate

o Here all other FQDNs can use the same certificate. These fields are added by CA after receiving
our Certificate Signing Request (CSR)

e The URL request for www.cisco.com from the browser checks the URL FQDN against the
information the CN or SAN of certificate.

¢ Inthis case, they match, and it shows the SSL handshake is successful. This website has been
verified to be the correct website and communications are now encrypted between the desktop
and the website

¢ Inthis case Certificates CN must be www.cisco.com or SAN must contain www.cisco.com

e In CUCM infrastructure, we can use all the Subscriber servers FQDNs as SAN field so that only one

certificate is needed for the entire cluster
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Serial Number: All certificates have a unique serial number. You can use this to compare if the

certificates are the same certificates, regenerated, or bogus

n | Certificate d
General Certification Path
Showe: | <all= v
Field Value 2
@ Serial number 17a84626b4cee1128fch4c402. ..
BSignature algorithm sha256R5A
DSignab.lre hash algorithm sha256
Blssuer HydrantID S5L ICA G2, Hydra...
Dl-'alid from Thursday, November 14, 2018...
Bl-'alid to Sunday, Movember 14, 2021 2.,
BSubject www, dsco,com, Cisco System...
’-_-|D| ihlir kew PSA (N4R Rite) W7
17a84626bdcesll28fchdcd02d14453a6%4ed3ed
Edit Properties... Copy to File...

Public Key: Used to encrypt the data during communication. It is based on PKI infrastructure.
Client uses server’s Public Key to encrypt the data, Whatever data is encrypted by the Public Key,

only same server’s private key can decrypt

n | Certificate >

General Certification Path

Shaow: | <all= w

Field Value =

= Public key RSA (2048 Bits)
EIPuinu: key parameters 0500
@Basic Constraints Subject Type=End Entity, Pat...
@Auiﬁority key Identifier KeyID=986ab62d 2ebfa7aasft. ..

Auﬂmrity Information Access
Subject Alternative Name
@Cert’ﬁcatﬁ Policies
FelEnhanred ke leans

[1]Authority Info Access: Acc...
DMNS Mame =www.dsco.com, D...

[1]Certificate Policy:Policy Ide...
Clisnt & thenticatinn (1 2 & 1

30 82 01 0a 02 82 01
59 6c be 48 Oc 26 0Oa
26 £8 23 48 fc 39 47
3f 1a 36 58 fe ed f4
el =9 a3 3d 3If 78 Of
da be 17 37 Gf 97 6b
31 78 B0 fb a5 a7 &d
=l 7c 3b 87 cc cf 9a
a2 46 fa f1 dd 01 8e

01 00 a0 4e =7 BE BE
63 bf =9 62 63 =6 05
fe a7 BS 65 74 44 33
b0 1la a0 60 3f 4a 2d
36 £9 da 3a 97 7f fb
b 2d ec 32 7b 72 1e
dS5 03 64 ab 99 b9 9f
03 4d 17 98 dc ab dc
ad 7b b3 B8 {6 ab 4a

Edit Properties... Copy to File. ..
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o Key Usage: This extension defines the purpose of the public key contained in a certificate

(@]

o

©)

Key encipherment: Indicates that the certificate may be used to encrypt the symmetric key

Digital signature: When public key used to verify the authenticity

Data Encipherment: When the public key is used for encrypting user data, other than

cryptographic keys

Certificate Signing: When public key is used to verify a signature on certificates. This extension

can be used only in CA or self-signed certificates

Key agreement: Use when the sender and receiver of the public key need to derive the key

without using encryption. This key can then be used to encrypt messages between the sender

and receiver

p Certificate b4

General | Details | Certification Path

Show: | <All= w
Field Value &
@Cerﬁﬁcate Policies [1]Certificate Policy:Policy Ide...
@Enhanced Key Usage Client Authentication (1.3.6.1....
@CF{L Distribution Points [1]CRL Distribution Point: Distr...
5] Subject Key Identifier 5264h303aa9baffabbd 7haess. .
G scT List v1, 5614069a2fd7c2ecd3f5el. .
'E,jh.ey Usage Digital Signature, Key Endpher...
BThumbprint eeda31f4b3310f1ae%9e2eb7e. ..
W
| Digital Signature, Key Endpherment (ad) |
Edit Properties... Copy to File...
DK
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Enhanced Key Usage: This is an extension of key usage, it used for non-critical purpose

o Server authentication: Digital signature, key encipherment or key agreement

o Client authentication: Digital signature and/or key agreement

p Certificate bt
General | Details | Certification Path
Show: | <All= "

Field Value =
@CErﬁﬁcatE Policies [1]Certificate Policy:Policy Ide...

5| Enhanced Key Usage Client Authentication (1.3.6.1....
@CF‘.L Distribution Points [1]CRL Distribution Point: Distr...

G subject Key Identifier 5264b3083a%baffabbd 7haess. .

G sCT List v1, 5614069a2fd7cecd3f5e1. .
Eﬁey Usage Digital Signature, Key Endpher...
DThumbprint eeda31f4b8310f1ae99e2eb7e. ..

W

|Client Authentication {1.3.6.1,5.5.7.3.2)

IP security end system (1.3.6.1.5.5.7.3.5)

IP security tunnel termination (1.3.6.1.5.5.7.3.6)

IP security user (1.3.6.1.5.5.7.3.7)

Server Authentication (1.3.6.1.5.5.7.3.1)

Edit Properties... Copy to File...
] 4
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CUCM SSL Certificates

Tomcat

e CUCM WEB GUI uses Tomcat Certificate to encrypt HTTP communications to the server

e Phones will use this certificate when they access HTTPS services like Corporate Directory
e Secure Extension Mobility and Secure Extension Mobility Cross Cluster

e Below figure shows the Tomcat certificates in CUCM right after the cluster installation

e Thehighlighted one is the CUCM-PUB self-signed certificate

- ihis Certificate List X

&« c ﬁ' (O https://192.168.21.1 /cmplatform/certificateFindList.do B80% e ) 1:{ N D @’ =
Navigation | Go |

admin About Logout

alial, - Cisco Unified Operating System Administration
cisco

For Cisco Unified Communications Solutions

Show » Settings » Secwity w Software Upgrades » Sarvices »  Help =

Certificate List

[;g'é Generate Self-signed L_Ei Upload Cestificate/Certificate chain L:'.;, Ganerats GSR

r Status

@ & records found

Certificate List  (1-60f6) Rows per Page 50
Find Certificate List where| Certificate |b§gins with tomcat

Key Type | begins with rsa Find Clear Filter g | =

Certificate * Commen Hame Typ= ey Type Distribution Iszu=d By Expiration Deszription

tomcat cucm-pub.gjcollab.com I Self-signed RSA cucm-pub.ajcollab.com cucm-pub.ajcollab.com 02/16/2026 Self-signed certificate generated by system
tomcat-trust  cucm-sub01.ajcallab.cem  Self-signed  RSA cucm-sub01.zjcellab.com  cucm-subOl.ajcollab.com  02/17/2026 Trust Certificate

tomcat-trust  cucm-sub02.3jcollab.cem Self-signed  RSA cucm-sub02.zjcellab.com  cucm-sub02.ajcollab.com  02/17/2026 Signed Certificate

tomcat-trust  imp-pub.ajcollab.cam Self-signed RSA imp-pub.ajcallab.cam imp-pub.ajcallab.cam 02/17/2026  Trust Certificate

tomcat-trust  cucm-pub.ajcollab.com Self-signed RSA cucm-pub.ajeallab.com cucm-pub.ajcallab.com 02/16/2026 Trust Certificate

tomcat-trust  jmp-sub.gjcollab.com Self-signed RSA imp-sub.ajcollab.com imp-sub.ajcollab.com 02/17/2026 Trust Certificate

Generate Self-signed Upload Certificate/Certificate chain Generate CSR

- o x
% Cisco Unified CM Cansole X +
€ c e O & ntips//192.168.21.1 femplatf Lstdo = 3t sequre | 192.168:21.1/ccmadmin/showHome do * @ :
aliali  Cisco Unified Operating System Administration T ’ I
ERERER] Cisco Unified Ci administration __~] G
€15€0 o Cisco Unified Communications Solutions Hebur g e C S T TP

Show v Seftngs ~ Securty ~ _ Software Upgrades v Services = Help
= el - : General Detais Certicaton Path

Certificate List @ Certificate Details(Seff-signed) — Mozilla Firefox
G, Generate Seit-signed 73 Upload Ceriifics : = . o 5 i i
& oned 53y © & https//192.168.21.1 cmplatform/certificateEdit do?cert= fust/local/platform/.secut *+ Cisco Unified C| (3@ Certificate Information
This CA Root certificate is not trusted. To enable tru
XIS Certificate Details for cucm-pub.ajcollab.com, tomcat K s certihcate in the Trusted e sty [t
thi ogin [ Reset
@ s recorssrouns (82 Regenerste [@)) Generste csr [}, Downiosa e Fie (3] Dowrioas oeR e Authoriies store. :
), Reo a) 8§ 8
Certificate List (1 -6 of 6)
Find Certificate List where [Certificate Copyright © 1959 - 2020 Cisco Systen
Gtus: Ready Al rights reserved.
Key Type Tssued to: cucm-pub.ajcolab.com
- This product contains cryptographic fed brt, export, transfer and use. Delivery of Cisco cryptographic
Certificate * . fCertificate g products does not imply third-party auf , distributors and users are responsible for compliance with
= File Name i U.S. and local country laws. By using tf Tesued by: cuampub.zjcollsb.com 4 are unable to comply with U.5. and local laws, return this
omeat : roduct immediatel g
tomeat Certificate Purpose tomeat s *
A summary of U.S. laws governing Cisd feport web site.
tomeat-trust EE:;'“EtE LVDE “E”: " v s 9 Valid from 17-Feb-21 to 16-Feb-25 fenert
ertficate Group. progueten For information about Gisco Unified Cof fumentation web site.
tomat-trust Descriptian(friendly name) Self-signed certificate generated by system
For Cisco Technical Support please visit
tomeat-trust -pub.ajcollab. File
Issuer Statement
tomeat-trust  cucm-pub.ajcollab.com A
Version: V3
T Serial Number: 511D2EC283CI9AEACA 3955AB8584D4ES
1.2.840.113549.1.1.11)
Lssuer Name: L=Bangalore, ST=Karnataka, Cl=gucm-puk. aicellab.com, QU=Cellab, 0=4] Cellab, 1 oK

Generste Self-signed | | Upload Certiict | 72ty Froms wed Feb 17 14:32: 10 15T 2021
To: Mon Feb 16 14:32:09 157 3026
Subject Name: ISEIYEIFS

—Karnatal

Key: RSA (1.2.840.113549.1.1.1)
Key value
06201020282010

37bf262f00347ed59831 51ad7;

72¢738e877271c24d4ffd v
1811 158

Sb4s0a1 )6€6f446b6081b193b285 aF7 7748 d403661528047d52act

Regenerate | | Generate CSR | | Download .PEM File | | Download .OER File

Close.
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Tomcat Trust
e Tomcat trust store will have self-signed certificates of other nodes; hence we will be able to access

other nodes from Service Ability Page of CUCM

&« (& Q [0} F|'r.'.r:s:_-_-192‘168.21.1.-::”.5&‘.-‘ice_-‘.-‘ai'uSE"\E:.classl This is PUB e i} N @ @.

= o - e UEWEENENY Cisco Unified S bilit:
Al Cisco Unified Serviceability o
CISCO  For Cisco Unified Communications Solutions

admin About Logout
Alarm ~ Trace + Tools + Snmp ~ CalHome ~ Help ~

Service Activation e Control Center - Feature Services ~ | Go I

(i) Save gf Setto Default @@ Refresh
Status:
[@Ready

Accessing Serviceability of SUBO1 from PUB interface
Select Server

|5€FV9"“ [ cuem-subo1.ajcollab.com--CUCM Voice/video || Go

[ check All Services

CM Services

| Service Name Activation Status
Cisco CallManager Activated
O Cisco IP Voice Media Streaming App Deactivated
Cisco CTIManager Activated
O Cisco Extension Mability Deactivated

e Whatif | delete the tomcat-trust of CUCM-SUBO1 from PUB? I’'m going to delete the tomcat-trust
of ‘cucm-sub01.ajcollab.com’ from CUCM-PUB after downloading it (so that | can upload it back
again)

- “":!‘V Certificate st x

B <« (& Q D & https://192.168.21.1/cmplatform/certificateFindList.do 90% s ﬁ In @ '@l =)

almln  Cisco Unified Operating System Administration
[}

For Cisco Unified Communications Solutions admin About Logout

# [ Show = Seftings + Security » Software Upgrades » Services + Help =

Certificate List

@ Certificate Details(Self-signed) — Mozilla Firefox

O &£n

L.“,_l,‘ Generate Selfsigned Gﬂ Upload Certificate

cateEdit.do?cert

/192.168.21.1/cmplatform/certifi rflocal/platform/, | 90% | ===

Status

’7® 6 records found

Certificate Details for cucm-sub01.ajcollab.com, tomcat-trust

x Delete [_‘ai Dewnload .PEM File [_ﬁl‘ Dewnload .DER File

Certificate List  (1-60f6) -
Status T —
Find Certificate List where [ Certificate » 2
@Status: Ready
Key Type v
it Comman Name | [Certificate Settings
tomcat e pub.ajeolisb.com  Self] | F1% HEme cucm-=ub01.ajcollab.com.parm =
SR lign] | certificate Purpose SmeatEus
e e —— celfl | Certificate Type trust-certs
sub01.zjeollsb.com sign{ | Certificate Group product-cpi
Tomcat-trust  cucm- Self{ | Description(friendly name) Trust Certificate
sub02.zjcollzb.com sign
tomcat-trust  imp-pub.ajcollab.com Self{ ~cartificate File Data
sign
tomcat-trust  gucm-pub.sjeollsb.com  Self- [ ~
sign| | | version: vz
g . Sarial Number: 72E218606626FE9FF1 SFAMGECITCDOLE
tomest-trust  imp-sub.zjcallsb.com fiEQI: SignatureAlgorithm: SHAZSEwWthRSA (1.2.840.113549.1.1.11)
Issuer Hame: L=Bangalore, ST=Karnataka, CN=cucm-sub01.ajcollab.com, OU=Collab, ©=AJ Callab,
- — c=In
Eznzeiz Sxicss || UpEsd Exai=n validity From: Thu Feb 18 13:10:16 IST 2021

To: Tue Feb 17 13:10:15 IST 2026

Subject Hame: L=Bangalore, ST=Karnatzka, CN=cucm-subi1.sjeollab.com, OU=Collab, O=AJ Collab,
c=IN

Key: RSA (1.2.840.113549.1.1.1)

Key valua:

30820102028201010092a9200ec01 b3bdf8e056c4acfa0Sad44d5a9d4d38a437888cebc0fSb16455737d
55587598524018bdbf1a0add288b7 dbe3fddd8976607361b66f166de8642bcbeS9dcad267d12550c736
525fccB88e321b545034/8629c435239adf3e2fe85715587a004a4755bcb7081ae1 7cBef16f55b6bd33f2f W
b4c7533a290d77f48ea7880e733ebb52b8E514ee7 25c570bf0bS8597baba15bebdcb11aeaeabas11165

Delete Download .PEM File Download .DER File

Close
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e Now if | access CUCM-SUBO1 from serviceability of CUCM-PUB, | get “Connection to the Server
cannot be established (Certificate Exception)” error
- bl Cisco Unified Serviceability-5e- X [igd O
&« [ ) © £ https://192.168.21.1 /ccmservice/MainServiet.cass  This is PUB oo o v o e =
P Cisco Unified Serviceability EWEERELN Cisco Unified Serviceability ~f Go
CIS€0  For Cisco Unified Communications Solutions -
admin About Logout
Alarm ~ Trace + Tgols + Snmp ~ CalHome « Help
Service Activation EELIENIES Control Center - Feature Services ~ || Go I
Status:
’V@ Connection to the Server cannot be established (Certificate Exception) ¢&—————— ‘
Select Server
ﬂser‘/e"x‘cucm-subul.ajcul\ab.cum--CUCM Voice/Video V‘i Go ‘
[

Upload the CUCM-SUBO1 certificate back to CUCM-PUB as tomcat-trust and then try to access the
Serviceability of CUCM-SUB0O1 from CUCM-PUB

- &l Certificate List X

&« ¢ o © £ nttpsy//192.168.21.1 /cmplatform/certificateFindList.do e w LN D e =
allin  Cisco Unified Operating System Administration Cisco Unified 05 Administration [ Go
€ISCO kot Cisco Unified Communications Solutions ad Ab

Show w Seftings v Securty v Software Upgrades =  Services v  Help v

= @ Upload Certificate/Certificate chain — Mozilla Firefox m] X
81 Generate Self-signed =% Upioad Certificate/Certif —
b]-"J Dl éﬂ Py et @ g https://192.168.21.1/cmplatform/certificateUpload.do e =]

Certificate List pload

Find Certificate List where | Certificate | bed Eﬁ Upload E;L Close

No ag

Generate Self signed | | Upload Certificate/Cert [ Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

Upload Certificate/Certificate chain

Certificate Purpose®

|tomcat-trust €——
Description(friendly name) |

Upload File cucm-sub01.ajcollab.com.pem ¢

Upload Close

@ I indicates required item.

We will be able to access the Serviceability of SUCM-SUB01 from CUCM-PUB.

e Though it asks for restarting Cisco Tomcat service after the trust certificate upload, it is not

necessary, butit is recommended

< c @ @ & [httpsi//192.168.21.1 /comservice/MainServlet.class| This is PUB R * 4 N @O ¢ =
Jiml.  Cisco Unified Serviceability WEVEERELY Cisco Unified Serviceability - Go
€ISEO  For Cisco Unified Communications Solutions 5
admin About Logout
Alarm = Trace = Tools » Snmp v  Calome v  Help =

Service Activation

Control Center - Feature Services \/I Go I

(o) Save Set to Default @ Refresh

Status:

’7@ Ready ‘
Accessing Serviceability of SUBO1 from PUB interface

rSelect Server
|59Nefx | cuem-sub01.ajcollab.com—CUCM Voice/Video  ~ || Go

[ check All Services
CM Services

| Service Name Activation Status

Cisco CallManager Activated

O Cisco IP Voice Media Streaming App Deactivated

Cisco CTIManager Activated
O Cisco Extension Mobility Deactivated
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IPSec

o Disaster Recovery System (DRS) or Disaster Recovery Framework (DRF) uses IPSec while

communicating between DRF Master and DRF Local

e We use CUCM-PUB as the master server to take backup of other servers
e CUCM-PUB will have CUCM-PUB IPSec and CUCM-PUB as IPSec trust

e All Subscribers will have its own IPSec and CUCM-PUB IPSec certificate as IPSec trust certificate

Certificate List ertificate List

<« c @ © & hitps;//192.168.21.1 /cmplatform/certificateFindList.do e @ LN @D EC =« c @ © & hitps://192.168.21.2/cmplatform/certificateFindList.do e @ L@ e =

il Cisco Unified Operating System Administration

| [EWFEERY Cisco Unified OS Administration . lmli, Cisco Unified Operating System Administration
cisco

" [BWEREN Cicco Unified OS Administration .
cisco

For Cisco Unified Communications Solutions.

About

admin Logout For Cisco Unified Communications Solutions admin  About  Logout

Show v  Seitngs v Security ~ Software Upgrades v Services v Help ~ Show ~

Settngs v Securiy v  Software Upgrades v Services * kelp v

Certificate List Certificate List

[, Generse seitsignes £3 upisa certcatecertcats cran () Generste cs [8)) Generste settsigne £33 upiad certtcatsCertests can [ Generate cs

(@) 2 records founa GlELHD ‘ ‘ (@) 2 records found CuCM-5UB01

Certificate List (-2 of 2) Rows per Page(50_ | Certificate List (1 - 20f2) Rows per Page 50|
Find Certificate List wherd [ Certificate [ begine with - [ipsec ] Find Certificate List wherd [ Certificate ~ [begins with . [ipsec |

[Key Type [ begins with _~ [rsa || Find | [ Clear Filter || <b|| = [Key Type ~ [begins with _[rsa || Find | [ Clear Fiter || /[ =
ipsec Seff RSA  cuem- cuem- 02/16/2026  Self-signed certificate generated || ipsec Seff- RSA  cucm- <uem- 02/17/2026  Seff-signed certificate generated
signed pub.ajcollab.com pub.ajcoliab.com by system signed suboL.ajcallab.com subo1.ajcallab.com by system
ipsec-trust Seff- RSA  cuem- cuem- 02/16/2026  Trust Certificate ipsec-trust Seff- RSA  cucm-pub.ajeollab.com  cucm-pub.ajcollab.com  02/16/2026 Signed Certiicate
b.gicoliab. signed b.sjcolab. b.sjcollab. signed
Generate Self-signed | | Upload Certificate/Certificate chain | | Generate CSR Generate Self-signed | | Upload Certificate/Certificate chain || Generate €SR.

e Totest the DRF failure, you can delete the IPSec Trust certificate from CUCM-SUBO1, the backup
will fail (download the certificate before delete)

« c @ © B https;//192.168.21.2/cmplatform/certificateFindList.do  SUB v Oy + In @O & =
allnn  Cisco Unified Operating System Administration Navigation
cisco

For Cisco Unified Communications Solutions admin About Logout

Show « Settings * Security ~ Software Upgrades Services ¥  Help +

Certificate List

@79 Generate Self-zigned g% Upload Certifif @ Certificate Details(Self-signed) — Meozilla Firefox — ] x

92.168.21.2/cmplatform/certificateEdit.do?cert=/usr/local/platform/.security,

Status
’7® 2 records found

x Delete |21, Download PEW File Download DER File
Certificate List (1 - 2 of 2) | ]
2 T
Find Certificate List where | Certificate —StatT
B 1
Certificata * Common Name @ Status: Ready
ipsec cucm-
sub01.ajcollab.com  Certificate Settings
el Sdcm- File Name cucm-pub.ajcollab.com.pem
pub.ajcollab.com
Certificate Purpose ipsec-trust ———
Generate Self-signed Upload Certifi Certificate Type trust-certs
Certificate Group product-cpi —

Description{friendly name) Signed Certificate

r Certificate File Data

[ -

Version: V3

Serial Number: 77FD3391E7562E3A8DADAD45ABATE363

SignatureAlgorithm: SHA2S6withRSA (1.2.840.113549.1.1.11)

Iszuer Name: L=Bangalore, ST=Karnataka, CN=cucm-pub.ajcollab.com, 0U=Collab, 0=2A3 Collab,
C=IN

Validity From: Wed Feb 17 14:32:05 IST 2021

To: Mon Feb 16 14:32:04 IST 2026

Subject Name: L=Bangalore, ST=Karnataka, CN=cucm-pub.ajcollab.com, OU=Collab, 0=A]
Collab, C=IN

Key: RSA (1.2.840.113549,1.1.1)

Key value:
3082010a0282010100e4c5e6cdaab3b35bafcf398e60a0bld1a72828c902f1113b09bbc2a8256914bda?
73bfeeb6dce128c65d49925f2d0ab27935f0c075d9e81ae0472463e3841f37c35604331feadb202f42e82
b58c54a0e8761ad198e381eef6e96b56ed9960a4316d37ffad3bf9946c81a0d2fb3832778a8d29469fchs
8e6533072f22d3610c0533f910b02b1de0040b5e9289511c145920bd5f21572b1a7560f568adc2d95631

Delete Download .PEM File Download .DER File

Close
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e We can see the DRS Backup failed for CUCM-SUBO1

ise Backup Status b T

co Unified Operating Sy

« > C o © £ https://192.168.21.1/drf/backupstatus.do e © Y + INnD & =
alwl  Disaster Recovery System Navigarian
c15co For Clzco Unificd Communications Solutions admin ot
Badkup ~ ResiOre w  HElD
e o Camal
=

’V @ ERROR: Unabis to transter the tar file cver SFTP channel as cumently cenfigured SFTP server doss net support cutput stream, Backup Completed. ..
 Backup detail

Tar Filzname: 2021-02-27-00-03-11.tar

Backup Device: HETWORK

Operation: BACKUF

Parcertsge Complste: 7%

Featurz Sarvar Componant Status Result ** Start Tima Log Fiie ¥
IM_AND_PRESENCE IMP-PUB PLATFORM 100 SUCCESS Sat Feb 27 00:03:11 IST 2021 2021 p-pub_im_snd_pres=nce_pilatlorm. log
IM_AND_PRESENCE IMP-PUE M 100 SUCCESS Sat Feb 27 00:03:22 IST 2021 2021- - imp-pul_i resence_cim.log
IM_AND_PRESENCE IMP-FUE WP io0 SUCLESS Sat Feb 27 OD:-03:23 IST 2021 2031 i and_presence_xcp.log
IM_AND_PRESENCE IMP-PUB PREFS 100 SUCCESS Sat F=b 27 00:05:17 IST 2021 2021 rec=nce_prefs. log
IM_AND_PRESENCE IMP-PUB TCT 100 SUCCESS Sat F=b 27 00:05:18 IST 2021 2021 - jimn. _im_snd_pres=nce_tcl.log
IM_AND_PRESENCE IMP-PUB SYSLOGAGT 100 SUCCESS Sat Feb 27 00:05:19 IST 2021 2021- -00- imp-pub_im_and_presence_syslogagt.leg
IM_AND_PRESENCE IMP-FUE CDPAGET io0 SUCLESS Sat Feb 27 OD:-05:15 IST 2021 2031 - im _im_and_presence_odpagt.log
IM_AND_PRESENCE IMP-PUB DB 100 SUCCESS Sat F=b 27 00:05:20 IST 2021 2021 im_snd_pres=ncs_db. log
IM_AND_PRESENCE IMP-SUB PLATFORM 100 SUCCESS Sat F=b 27 00:05:46 IST 2021 2021 im_snd_pres=nce_pilatfom.log
IM_AND_PRESENCE IMP-SUE M 100 SUCCESS Sat Feb 27 00:05:58 IST 2021 2021- rezence_cim.log
IM_AND_PRESENCE IMP-SUE WP io0 SUCLESS Sat Feb 27 OD:-05:55 IST 2021 2031
IM_AND_PRESENCE IMP-SUB CDPAGT 100 SUCCESS Sat F=b 27 00:07:57 IST 2021 2021
IM_AND_PRESENCE IMP-SUB TCT 100 SUCCESS Sat F=b 27 00:07:58 IST 2021 2021
IM_AND_PRESENCE IMP-SUE SYSLOGAGT 100 SUCCESS Sat Feb 27 00:07:59 IST 2021 2021-

PLM CUCM-SUEDL ELM-&GENT io0 SUCLESS Sat Feb 27 OD:-07:55 IST 2021 2031

PLM CUCM-SUBDL ELM-SERVER 100 SUCCESS Sat F=b 27 00:08:00 IST 2021 2021

PLM CUCM-SUB0Z ELM-AGENT 100 SUCCESS Sat F=b 27 00:08:01 IST 2021 2021

PLM CUCM-SUBDZ ELM-SERVER 100 SUCCESS Sat Feb 27 D0-0B:D2 IST 2021 2021-

PLM CUCHM-FUB ELM-&GENT io0 SUCLESS Sat Feb 27 OD:-0OE-02 IST 2021 2031

PLM CUCM-PUB ELM-SERVER 100 SUCCESS Sat F=b 27 00:08:03 IST 2021 2021

CDR_CAR CUCM-PUB CAR 100 SUCCESS Sat F=b 27 O0: 2021

UM CUCM-PUBE ANM 100 SUCLESS Sat Feb 27 00: 2021-

UM CUCM-FUB MOH 100 SUCCESS Sat Feb 27 O0: wem_moh.log
ucM CUCM-PUB PLATFORM 100 SUCCESS Sat F=b 27 O0: 2021 - m_platform.log
ucM CUCM-PUB (i} 100 SUCCESS Sat F=b 27 O0: 2021-

UM CUCM-PUBE TLT 100 SUCLESS Sat Feb 27 00: 2021-

UM CUCM-FUB CCMPREFS 100 SUCCESS Sat Feb 27 O0: 2031

ucM CUCM-PUB CCMDB 100 SUCCESS Sat F=b 27 00:09:52 IST 2021 2021 -00- -pub_

ucM CUCM-PUB SYSLOGAGT 100 SUCCESS Sat Feb 27 00:10:09 IST 2021 2021- -00- pub_wcm, slogagt.log
ucM CUCM-PUB COPAGT 100 SUCCESS Sat Feb 27 00:10:10 IST 2021 2021- -00- b -pub_wsm_gipastlss
ucH CUCM-PUB TFTP 100 SUCCESS Sat Feb 27 00:10:11 IST 2021 2021- -00- cucm-pub_pom_thplog
ucM CUCM-SUBDL PLATFORM 0 ERROR Sat F=b 27 00:13:14 IST 2021 2021

ucM CUCM-SUBDL (i} 0 CANCELLED -— 2021-02

UM CUCM-SUEDL CDPAGT o CANCELLED === 2021-02

UM CUCM-SUEDL SYSLOGAGT o CANCELLED == 2031

ucM CUCM-SUBDL TCT 0 CANCELLED - 2021

ucM CUCM-SUBD2 PLATFORM 100 SUCCESS Sat Feb 27 00:13:24 IST 2021 2021-

UM CUCM-SUBDZ M 100 SUCCESS Sat Feb 27 00:13:26 IST 2021 2021-

ucM CUCM-SUB0Z CDRAGT 100 SUCCESS Sat Feb 27 00:13:26 IST 2021 2021~

ucM CUCM-SUB0Z SYSLOGAGT 100 SUCCESS Sat Feb 27 00:13:27 IST 2021 2021

UM CUCM-SUBDZ TLT 100 SUCLESS Sat Feb 27 00:13:28 IST 2021 2021-

Refresh Cancel Backup

* Click on the filenames to view the log file

** Result column indicates results of staging of individual components. Status section indicates the entire Backup Status

m The DRS backup has a timeout of 20 howrs associated with it. If your backup dees not complete: within 20 howrs, the DRS process will be timed out.
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¢ You can re-upload the CUCM-PUB IPSec certificate to CUCM-SUBO1 as IPSec trust to perform
proper backup

WEWLENLLE Disaster Recovery System -

admin About Logout

Disaster Recovery System

For Cisco Unified Communications Solutions

|I|I|Iil-
cisco

Backup = HRestore = Help =

Cancal

@ Refrash

rStatus:
@ success: Backup Completed...

— Backup details
Tar Filename: 2021-02-27-00-41-07 tar
Backup Device: NETWORK
Cperation: BACKUP
Percentage Complete: 100%

Festure Server Component Status Result ¥* Start Time Log File ¥

PLM CUCM-5UBDL ELM-AGENT 100 SUCCESS Sat Feb 27 00:41:07 IST 2021 2021-02-27-00-41-07 b cucm-sub01 plm_elm-agent.log
PLM CUCM-5UB0D1 ELM-SERWER 100 SUCCESS Sat Feb 27 00:41:07 IST 2021 2021-02-27-00-41-07 b_cucm-sub01 plm_elm-serverlog
PLM CUCM-SUBO0Z ELM-AGENT 100 SUCCESS Sat Feb 27 00:41:08 IST 2021 2021-02-27-00-41-07 b _cucm-sub0Z_plm_elm-agent.log
PLM CUCM-SUB0Z ELM-SERVER 100 SUCCESS Sat Feb 27 00:41:09 IST 2021 2021-02-27-00-41-07 b cucm-5ub02 plm_elm-serverlog
PLM CUCM-PUB ELM-AGENT 100 SUCCESS Sat Feb 27 00:41:09 IST 2021 2021-02-27-00-41-07 b _cucm-pub_plm_elm-agent.lag
PLM CUCM-PUB ELM-SERWER 100 SUCCESS Sat Feb 27 00:41:10 IST 2021 2021-02-27-00-41-07_b_cucm-pub_plm_elm-serverlog
CDR_CAR  CUCM-PUB CAR 100 SUCCESS  Sat Feb 27 00:41:11 IST 2021 2021-02-27-00-41-07_h_cucm-pub_cdr car_carlog
UCM CUCM-PUB ANN 100 SUCCESS Sat Feb 27 00:42:49 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_ann.log
UCM CUCM-PUB MOH 100 SUCCESS Sat Feb 27 00:42:49 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_mah.lag
UCMm CUCM-PUB PLATFORM 100 SUCCESS Sat Feb 27 00:42:53 IST 2021 2021-02-27-00-41-07_b_cucm-pub_ucm_platform.lag
ucm CUCM-PUB CLM 100 SUCCESS Sat Feb 27 00:42:55 IST 2021 2021-02-27-00-41-07_b_cucm-pub_ucm_clm.log
UCM CUCM-PUB TCT 100 SUCCESS Sat Feb 27 00:42:55 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_tctlog
UCM CUCM-PUB CCMPREFS 100 SUCCESS Sat Feb 27 00:42:56 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_ccmprefs.log
ucm CUCM-PUB CCMDB 100 SUCCESS Sat Feb 27 00:42:59 IST 2021 2021-02-27-00-41-07_b_cucm-pub_ucm_ccmdb.log
ucm CUCM-PUB SYSLOGAGT 100 SUCCESS Sat Feb 27 00:43:16 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_syslogagt.log
UcM CUCM-PUB CDPAGT 100 SUCCESS Sat Feb 27 00:43:17 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_cdpagt.log
UCM CUCM-PUB TFTP 100 SUCCESS Sat Feb 27 00:43:17 IST 2021 2021-02-27-00-41-07 b _cucm-pub_ucm_tftp.log
UCMm CUCM-5UBDL PLATFORM 100 SUCCESS Sat Feb 27 00:46:22 IST 2021 2021-02-27-00-41-07 b _cucm-sub01 ucm_platform.leg
ucm CUCM-5UB01 CLM 100 SUCCESS Sat Feb 27 00:46:24 IST 2021 2021-02-27-00-41-07_b_cucm-sub01 wcm_clm.log
UcM CUCM-5UBO01L CDPAGT 100 SUCCESS Sat Feb 27 00:46:24 IST 2021 2021-02-27-00-41-07 b _cucm-sub0i_ucm_cdpagt.leg
UCM CUCM-5UB01 SYSLOGAGT 100 SUCCESS Sat Feb 27 00:46:25 IST 2021 2021-02-27-00-41-07 b _cucm-sub01 ucm_syslogagt.log
UCMm CUCM-5UBDL TCT 100 SUCCESS Sat Feb 27 00:46:25 IST 2021 2021-02-27-00-41-07_b_cucm-sub01 ucm_tctlag
ucm CUCM-5UB0Z PLATFORM 100 SUCCESS Sat Feb 27 00:46:26 IST 2021 2021-02-27-00-41-07_b_cucm-sub02 wcm_platfarm.log
UcM CUCM-SUBOZ CLM 100 SUCCESS Sat Feb 27 00:46:27 IST 2021 2021-02-27-00-41-07 b _cucm-sub0Z wcm_clm.log
UcM CUCM-SUBO0Z CDPAGT 100 SUCCESS Sat Feb 27 00:46:28 IST 2021 2021-02-27-00-41-07 b _cucm-sub0Z_ucm_cdpagt.log
UCM CUCM-5UBO02 SYSLOGAGT 100 SUCCESS Sat Feb 27 00:46:28 IST 2021 2021-02-27-00-41-07 b _cucm-sub02 ucm_syslogagt.log
ucm CUCM-5UB0Z TCT 100 SUCCESS Sat Feb 27 00:46:29 IST 2021 2021-02-27-00-41-07_b_cucm-sub02 ucm_tct.log
Refresh Cancel Backup

* Click on the filename to view the log file
** Result column indicates results of staging of individual components. Status section indicates the entire Backup Status

@The DRS backup has a timeout of 20 hours asseciated with it. If your backup dees not complete within 20 hours, the DRS process will be timed out,
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CallManager
e Used to sign the Phone configuration file
e Secure Session Initiation Protocol (SIP) trunks or media resources (Conference bridges, Media
Termination Point (MTP), Xcoders, and so on) uses CallManager Certificate, any issues on these
certificates will affect respective services
e The AXL request also uses CallManager certificate
e CUCM-PUB will have its CUCM-PUB CallManager certificate and CallManager certificates of other
CUCM nodes as CallManager-trust
Trust Verification Service (TVS)
e |P Phone won’t have enough memory to store certificates, hence it keeps TVS certificate
e Phone will have the TVS Certificate of the node where it is currently registered to
e During HTTPS request from IP Phone, the certificate is verified by CUCM node where it is
registered since phone doesn’t have trust store
e TVS Certificate also used to authenticate configuration files
CAPF Certificate
e Used for encryption of call signaling and media
e This enables the functionalities of CTL File
e By default, CAPF is not enabled and hence the cluster is called Non-secure cluster
e When CAPF is enabled, then the clusteris called Mixed mode cluster
Note: Cluster security is vast area to study, and it is not the scope of this article

Table Showing Certificate and Trust Store

CUCM-PUB CUCM-SUBO1
tomcat tomcat-trust tomcat tomcat-trust
CUCM-PUB CUCM-PUB CUCM-SUBO1  CUCM-PUB
CUCM-SUBO1 CUCM-SUBO1
CUCM-SUBO02 CUCM-SUBO02
IMP-PUB IMP-PUB
IMP-PUB IMP-PUB
ipsec ipsec-trust ipsec ipsec-trust
CUCM-PUB CUCM-PUB CUCM-SUB0O1  CUCM-PUB
callmanager callmanager-trust callmanager callmanager-trust
CUCM-PUB CUCM-SUBO1 CUCM-SUB0O1  CUCM-PUB
CUCM-SUBO02 CUCM-SUB02
tvs tvs-trust tvs tvs-trust
CUCM-PUB CUCM-SUBO1
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Note: When certificates are expired, we must regenerate it. For certificate regeneration process, please
refer Cisco Document
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https://www.cisco.com/c/en/us/support/docs/unified-communications/unified-communications-manager-callmanager/214231-certificate-regeneration-process-for-cis.html

Certificate Signing Request - CSR

e Many of the enterprises never use self-signed certificate for Cisco Tomcat, rest of the certificates
stays as self-signed most of the time (unless specific compliance requirements are in place)

e We generate CSR and passi it to CA; they will sign the certificate and provide identity certificate. We
can then upload this to our server

e To create a third-party certificate fora CUCM server, you need a CSR to presentto the CA

e Everytime this option is used, a new private key and CSR is generated

e Cisco Unified Operating System Administration > Security > Certificate Management > Generate

CSR > choose the service you want to create the certificate > then Generate CSR

CUCM SAN (Multi-Server Subject Alternate Name) Certificate
e The Subject Alternative Name field lets you specify additional host names (sites, IP addresses,
common names, etc.) to be protected by a single SSL Certificate
e This can be used as a cluster wide certificate; we do not need separate certificates for each node

e From | experience, | have seen most of the enterprises are using Multi SAN certificate for Cisco

Tomcat Service
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[Lab] Setting up Internal / Enterprise CA in Windows Server 2019

Server Manager * Dashboard Manzge  Tools

Dashboard
i Local Server
-i All Servers
I AD DS
2 DNS

R File and Storage Services P

WELCOME TO SERVER MANAGER

View

o Configure this local server

QUICK START

Add roles and features é——

M

3 Add cther servers to manage

Installation Ty

Server Selection

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[T] Skip this page by default

WHAT'S NEW
4 Create a server group
B Add Roles and Features Wizard — [m] x
. DESTINATION SERVER
Before you begin i server 91l com

Hide

< Previous Install
TETTOTITaTTC TETTOTITaTC
EPA results BPA results

27-Feb-21 2:00 AM
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-h Add Roles and Features Wizard

Select server roles

Select one or more roles to install on the seleq

— O X
Hide

DESTINATION SERVER
win-server-01.ajcollab.com

X

= Add Roles and Features Wizard

Add features that are required for Active Directory
Certificate Services?
Active Directory Federation Services i . .
Active Directory Lightweight Directon The followu:\g tools are required to manage this feature, but do not
Active Directory Rights Management have to be installed on the same server,
Device Health Attestat
DIE-I\.;:‘eSef:er esiaten 4 Remote Server Administration Tools
4 Role Administration Tools
+| DNS Server (Installed) N N
Fax Server 4 Active DIrECtDI'_‘.,f Cer.tlﬂcate Ser}ﬂces Tools
b [ File and Storage Services (2 of 12 inst] [Tools] Certification Authority Management Tools
Host Guardian Service
Hyper-V
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
‘Web Server (1IS)
Windows Deployment Services Include management tools (if applicable)
Windows Server Update Services )
| Add Features | | Cancel |
< Pre
I
[ Add Roles and Features Wizard — [m] *

Before You Begin
Installation Type
Server Selection

Server Roles

Features

—
Web Server Role (IIs)
Role Services

Confirmation

Select role services

Select the role services to install for Active Directory Certificate Services

DESTINATION SERVER
win-server-01.zjcollab.com

Role services Description
Certification Authority €——— Certification Aut_hﬂrity V_Vab
[] Certificate Enrollment Policy Web Service Enrollment provides a simple Web
[] Certificate Enrollment Web Service interface that allows users to

] Qnline Responder

Certification Authority Web Enrollmentl ] perform tasks such as request and

MNetwork Device Enrollment Service

renew certificates, retrieve certificate
revocation lists (CRLs), and enroll for
smart card certificates.

Install
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= Add Roles and Features Wizard — O *

DESTINATION SERVER

Confirm installation selections win-servar.0 ajealabcom

Before You Begin To install the following rales, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have

' been selected automatically. If you do not want to install these optional features, click Previous to clear
i =

Seqeqices their check boxes.

Features

ADCS Active Directory Certificate Services
Certification Authority
Certification Authority Web Enrcllment

Role Services
‘Web Server Role (IIS)
Remote Server Administration Tools

Role Administration Tools
Confirmaticn Active Directory Certificate Services Tools
Certification Authority Management Tools

Role Services

Web Server {IIS)
Management Tools

115 6 Management Compatibility

Export configuration settings
Specify an alternate source path

Next >
= Add Roles and Features Wizard — [m] *
- DESTINATION SERVER
Installation progress i server-01 stz com

View installation progress

0 Feature installation

Configuration required. Installation succeeded on win-server-01.ajcollab.com.

Active Directory Certificate Services -
Additional steps are required to configure Active Directory Certificate Services on the
destination server

Configure Active Directory Certificate Services on the destination server
Certification Authority
Certification Authority Web Enrollment

Remote Server Administration Tools
Role Administration Tools

Active Directory Certificate Services Tools
Certification Authority Management Tools

Web Server (115) v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel

& AD CS Cenfiguration - m] *

. DESTINATION SERVER
C redeﬂtla |S win-server-0l.ajeollab.com

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:
* Standalone certification authority
* Certification Autharity Web Enroliment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service
* Network Device Enrollment Service

Credentials: | AJCOLLAB\Administrator

More about AD CS Server Roles

< Previous Configure
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e ADCS Caonfiguration

Role Services

Cradentials

Ro ces

Setup Type

CA Type

Private Key
Cryptography
CA MName
validity Period

Certificate Database

Confirmation

— O X

DESTINATION SERVER

win-server-01l.ajcollab.com

Select Role Services to configure

Certification Autharity
Certification Authority Web Enrollment

Online Responder

Network Device Enrollment Service
Certificate Enrollment Web Service

Certificate Enrollment Policy Web Service

More about AD CS Server Roles

= AD CS Configuration

Setup Type

Credentials

Role Services

CA Type

Private Key
Cryptography
CA Name
Validity Period

Certificate Database

Confirmation

- O X

DESTINATION SERVER

win-server-0l.ajcollab.com

Specify the setup type of the CA

Enterprise certification autherities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
certificates.

(®) Enterprise CA €——
Enterprise CAs must be demain members and are typically online to issue certificates or
certificate policies.

) Standalone CA

Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD
DS and can be used without a network connection (offline).

More about Setup Type

= AD CS Configuration

CA Type

Credentials

Role Services

Private Key

Cryptography

CA Name

Validity Period
Cerfificate Database

Confirmation

- O x

DESTINATION SERVER

win-server-0l.ajcollab.com

Specify the type of the CA

When yeu install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

@® Root CA
Root CAs are the first and may be the only CAs configured in a PKI hierarchy.

O Subordinate CA

Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

More about CA Type
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f& AD CS Configuration — m] X

DESTINATION SERVER

Pr|Vate Key win-server-0l.ajcollab.com
Credentials Specify the type of the private key
Role Services
Setup Type To generate and issue certificates to clients, a certification authority (CA) must have a private key.
CA Type ®) Create a new private key

Use this option if you do not have a private key or want to create a new private key.

Cryptograph B
B LT () Use existing private key
CA Nzme Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
validity Period Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
import a certificate and use its associated private key.
Confirmation
Select an existing private key on this computer
Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.
More about Private Key
& AD CS Configuration — [m] x

DESTINATION SERVER

C l’yptog raphy fOF CA win-server-0l.ajcollab.com

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic provider: Key length:

caType | Rsa#Microsoft Software Key Storage Provider € v |[2048 -

Select the hash algorithm for signing certificates issued by this CA:

SHA256 ~
CA Name SHA384
validity Period SHA512
Certificate Database SHA
MDA -
Confirmation
[] Allow administrator interaction when the private key is accessed by the CA,
More about Cryptography
f& AD CS Configuration - m} ¥
DESTINATION SERVER
C A N ame win-server-0l.ajcollab.com
Cradentials Specify the name of the CA
Role Services
Setup Type Type a commeon name to identify this certification autherity (CA). This name is added to all
P certificates issued by the CA, Distinguished name suffix values are automatically generated but can
EAVES be modified.

Private Key
Common name for this CA:

[ucowas-cd —— |

Cryptography

walidity Period Distinguished name suffix:
Certificate Database |DC:ajcoIIah,DC:mm |
Confirmation

Preview of distinguished name:

|CN:AJCOLLAB—CL\DC:ajcoHab,DC:com |

More about CA Name

301



Configuration

Validity Period

Credentials

Role Services

Setup Type

CA Type

Privats Kay
Cryptography

CA Name

Certificate Database

Confirmation

- O X

DESTINATION SERVER

win-server-0l.ajcollab.com

Specify the validity period

Select the validity period for the certificate generated for this certification authority (CA):
|5 H Years e |
CA expiration Date: 27-Feb-26 2:10:00 AM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue.

More about Validity Period

-ﬁ AD CS Configuration

CA Database

Credentials

Role Services

Setup Type

CA Type

Private ey
Cryptography
CA Name
Validity Period

ficate Database

Confirmation

- m} X

DESTINATION SERVER

win-server-Ol.ajcollab.com

Specify the database locations

Certificate database location:

CAWindows\system32\CertLog |

Certificate database log location:
‘C:\Windows\systemSZ\CertLog ‘

More about CA Database
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e ADCS Configuration - O x

DESTINATION SERVER

C O nlﬂ rm at on win-server-0l.ajcollab.com
Credentials To configure the following roles, role services, or features, click Configure.
Role Services

® Active Directory Certificate Services

Certification Authority

CA Type: Enterprize Root
Cryptographic provider: RSAZMicrosoft Software Key Storage Provider
Hash Algorithm: SHAZ56
Key Length: 2048
Allow Administrator Interaction: Disabled
Certificate Validity Period: 27-Feb-26 2:10:00 AM
ate Database y
. Distinguished Name: CN=AJCOLLAB-CA,DC=ajcollab,DC=com

Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log CAWindows\system32\Certlog
Location:

Certification Authority Web Enrollment

[ AD C5 Configuration - m} x

DESTINATION SERVER

win-server-0l.ajcollab.com

Results

The following roles, role services, or features were configured:
® Active Directory Certificate Services

Certification Authority 9 Configuration succeeded

More about CA Configuration

Certification Authority Web Enrollment a Configuration succeeded
More about Web Enrollment Configuration

Next >

o Access the Certificate Services by going to http://WINDOWS-SERVER-IP/certsrv/

- Microsoft Active Directory Certific: X i - O

SRR O 4 [192168.11.1/certsry| B 9% n o ¢ =

Microsoft Active Directory Certificate Services

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program_ By using a certificate, you can verify
your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate
you request, perform other security tasks

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL),
or to view the status of a pending request.

For more information about Active Directary Certificate Services, see Active Directory Certificate Services Documentation

Select a task:
Request a certificate ¢———
View the status of a pending_ceificate request
Download a CA certificate, certificate chain, or CRL

303



[Lab] Create UC Certificate Templates in Windows Server Enterprise CA

Ba Server Manager

Server Manager * Dashboard

Dashboard

Local Server

All Servers

]
]

DNS
File and Storage Services P
ns

T AP

WELCOME TO SERVER MANAGER

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

5 | Server group:

L {

tal: 1

ADCS 1

Manage

o Configure this local server

AD DS 1

®

Manageability

@

Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results
8 o [mEm=
@ Manageability @ Manageability

Events Events

Services Services

Performance Performance

BPA results BPA results

Toals

View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management

Internet Information Services (I15) Manager

iSCS| Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

QDBC Data Sources (64-bit)

Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

System Configuration

System Information

Task Scheduler

Windows Defender Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x86)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup

j_;] certsrv - [Certification Authority (Local\AJCOLLAB-CA\ Certificate Templates]

File Action View Help

= #c:=H

Tl Certification Authority (Local) Mame
v @ A_JC;JLLT(B;C? i & Directory Email Replication
- evake ?rfﬂ icates E Domain Controller Authentication
| d Certificat
= pssu; ERI e is erberos Authentication
- & Kerberos Authenticati
ending Requests
= e & £Fs Recovery Agent
| Failed Requests 5] Basi
——3 | Certificate Basic EFS
Manage l:c-ntroller
TEr
Mew *oer
View ¥
iate Certification Authority
Refresh crator
Export List...
Help

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<All=
Micrasoft Trust List Signing, Encrypting...
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Hl Certificate Templates Console

File Action View Help

> |HE= BB

| Certificate Templates (win-serve Template Display NamAe

{3 Administratar

A5 Authenticated Session

Basic EF5

CA Exchange

CEP Encryption

Code Signing

Computer

Cross Certification Authority
Directory Email Replication
-@ Domain Controller

-@ Demain Contreller Authentication
A5 EFs Recovery Agent

-@ Enrcllment Agent

-@ Enrcliment Agent (Cemputer)

I )

T Exchange Signature Only
I Exchange User
& IPSec
IPSec (Offline request)
Kerberos Authentication

Key Recovery Agent

RAS and IAS Server
Root Certification Autherity
Router (Offline request)
Smartcard Logon
-@ Smartcard User
-@ Subordinate Certification Authority
A Trust List Signing
] User
] User Signature COnly
Veb Server
5| Workstation Authentication

b
&
]
4l ocsp Response Signing
e
&
&l
&

< > || £

o Exchange Enrollment Agent (Offline requ...

Schema Version

4 P WS PO PO b b b 1 4 4 1 P L e e 4 4 1 RO

All Tasks
Properties

Help

Duplicate Template W

Version
4.1
3.1
3.1
106.0
4.1
3.1
5.1
105.0
113.0
4.1
110.0
6.1
4.1
3.1
4.1
6.1
71
8.1
71
110.0
105.0
101.0
101.0
5.1
4.1
6.1
1.1

Intendec

Private k

Directon

Client &

Client &
Key Rect
OCSP 50
Client &

Client &

33 certificate templates

Actions

Certificate Templates (win-server-01.ajc... &
More Actions

Web Server -
More Actions »

305



Properties of Mew Template x

Subject Name Server
Superseded Templates

Compatibiity ~General

lzsuance Reguirements
Exensions Security
Request Handiing  Cryptography ~ Key Attestation

Template display name:
UC Certificate Template| |

Template name:
| UCCertfficate Template

Validity period:

Renewal period:

El weeks ~

[1Publish certfficate in Active Directory

Properties of Mew Template x
Subject Name Server lssuance Requirements
Compatibilty General Reguest Handling Cryptography — Key Attestation
Superseded Templates Extensions Security

To modify an extension, select it, and then click Edit.
Extensions included in this template:
(5] Application Policies [ a—-—
D Basic Constraints
GCen'rficate Template Information
D lssuance Policies
Key Usage
W
Edit...

Description of Application Policies:

Do not automatically reenroll if a duplicate cerificate exists in Active = Server Authertication
Directory
ox oy | [ i ox o] [
Properties of New Template > | Properties of New Template e
Subject Name Server lzsuance Requirements
Compatiili estation
Suj Edit Application Policies Extension > ity ]
f
Tomo An application policy defines how a certificate can be i
used. || An application policy (called enhanced key usage in Windows 2000)
Extens i | defines how a certificate can be used. Select the application policy reguired
J‘\p 1 | for valid signatures of cerificates issued by this template.
A Application policies:
3 —
DCE Server Authentication Boplication policies:
Dlss | Any Pupose '
B Ke Attestation [dentity Key Certfficate
| Certificate Request Agent
] ode aigning
CTL Usage
y Digital Rights
{ Directory Service Email Replication
4 | Disallowed List
Descri ) Document Encryption
o~ Add... Edit... Remove Document Signing
) ) » Domain Name System (DMNS) Server Trust
[IMake this extension critical Dynamic Code Generator v
I e - ; -
] New...
1 Cancel
K Cancel |
|
0K Cancel Apply Help 0K Cancel Apply Help
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Properties of New Template bt Properties of Mew Template X

Subject Name Server lssuance Requirements Subject Name Server lssuance Requirements
Compatibility General Request Handling Cryptography ~ Key Attestation Compatibilty General Reguest Handling Cryptography — Key Attestation
Superseded Templates Extensions Security Superseded Templates Extensions Security
To modify an extension, select it, and then click Edit. To modify an extension, select it, and then click Edit.
Extensions included in this template: Extensions included in this template:
J‘\pplication Policies §——— Dﬂpplicaﬁon Policies
D Basic Constraints D Basic Constraints
DCertificate Template Information DCert'rficate Template Information
Dlssuance Policies Dlssuance Policies
E Key Usage
+
Edi
Description of Application Policies: Description of Key Lsage:
Client Authentication Signature requirements:
[Server Authentication Digital signature

Allow key exchange only with key encryption
Critical extension.

oK Cancel Aoply Help oK 2pply Help

operties of New Template x Properties of Mew Template >
Subject Name Server lssuance Requirements Subject Name Server lzsuance Requirements
Compatibility General Reguest Handling Cryptography  Key Attestation Superseded Templates Extensions Security
[+ Amed Toenelebnn Evtensinns T arin s o 5 5
] ) Compatibility General Request Handing Cryptography  Key Attestation
Edit Key Usage Extension >

. . . . ) Legacy Cryptographic Service Provider
Specify the required signature and security options for a key usage

extension.

Determined by CSP R

Signature Minimum key size:
Digital signature
Signature is proof of origin (nonrepudiation) Choose which cryptographic providers can be used for requests

Certificate signing | () Requests can use any provider available on the subject’s computer

CRL signing | (®) Requests must use one of the following providers:
Encryption i Providers:
(O Allow key exchange without key encryption fkey agresmert) [ [#Microsoft RSA SChannel Cryptographic Provider A 44
(@) Alow key exchange only with key encryption {key enciphement) [w|Microsoft DH SChannel Cryptographic Provider

[AAiRiiow encrption of Lser data; [Microgoft Base Smart Card Crypto Provider
: [Microsoft Enhanced Cryptographic Provider v1.0
[IMicroscft Enhanced 0SS and Diffie-Hellman Cryptographic Pr ¥

Make this extension critical Determined by CSP

Use altemate signature format

Conc

0K Cancel Apply Help 0K Aoply Help
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H Certificate Templates Conscle

File Action View Help

&= |F XE = HE

E Certificate Templates (win-serve

< >

Template Display Mame Scherna Version

& Administrator

1#] Authenticated Session

{5 Basic EFS

& ca Exchange

& CEP Encryption

& Code Signing

& Computer

3| Cross Certification Authority

& Directory Email Replication

4| Domain Controller

4| Domain Controller Authentication

] EFS Recovery Agent

& Enroliment Agent

& Enrollment Agent (Computer)

& Exchange Enrollment Agent (Offline requ...

& Exchange Signature Only

& Exchange User

& IPSec

-\E IPSec (Offline request)

] Kerberos Authentication

& Key Recovery Agent

& ocsp Response Signing

{ RAS and 1AS Server

] Root Certification Authority

{5 Router (Offline request)

3] Smartcard Legon

| Smartcard User

| Subordinate Certification Autherity

35 Trust List Signing

& User

& User Signature Only

3] Web Server

& Workstation Authentication
UC Certificate Template

(AW fg — 1 1 1 1 4 1 1 P WD P P — b L 4 4 1 4 1 P — P P — L 1 P

Yerzion

4.1
3.1
3.1
106.0
4.1
3.1
5.1
105.0
115.0
4.1
110.0
£.1
4.1
5.1
4.1
6.1
7.1
8.1
7.1
110.0
105.0
101.0
101.0
5.1
4.1
6.1
1.1
5.1
3.1
3.1
4.1
4.1
101.0
100.4

Intendec

Private k

Directon

Client &

Client &
Key Rect
OCSP S
Client A

Client A

Client A

33 certificate termplates
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File Action View Help

e |z|c:H

ﬁ certsrv - [Certification Authority (Local\AJCOLLAB-CA\Certificate Templates]

fé] Certification Authority (Local)
v ﬂ:fi AJCOLLAB-CA

| Revoked Certificates

| lssued Certificates

| Pending Requests

_| Failed Requests
—> | Certificate Templates

Name

) Directory Email Replication

T Domain Controller Authentication
T Kerberos Authentication

 eFs Recovery Agent

& Basic EFS

& Domain Controller

5 Web Server

& Computer

& User

 Subordinate Certification Autharity
& Administrator

Manage
New

Refresh
Export List...

View
Arrange lcons
Line up lcons

Help

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<All>
Microsaft Trust List Signing, Encrypting...

Certificate Template to lssue §———

File Action

View Help

e nld=H

fﬁ] Certification Authority (Local)
v g AJCOLLAB-CA
 Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
| Certificate Templates

File Action View Help

e | n|XE:=H

Name

T Directory Email Replication

5] Domain Controller Authentication
[ Kerberos Authentication

Hers Recovery Agent

] Basic £Fs

5] Domain Controller

] Web Server

= Computer

5 User

H subardinate Certification Authority
] Administrator

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, Cl...
<All=

Micrasoft Trust List Signing, Encrypting...

B! Enable Certificate Templates

Select one Cedificate Template to enable on this Certification Authority.
Note: ff a cetificate template that was recently created does not appear on this list, you may need to wait unti
information about this template has been replicated to all domain controllers.

Al of the certificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Name

i) Key Recovery Agert

E OCSP Response Signing
[ RAS and IAS Server

@ Router (Offine request)
[l Smartcard Logon

& Smartcard User

7] Trust List Signing

User Signature Only
5 Workstation Authentication

Intended Purpose

Key Recovery Agent

OCSP Signing

Client Authentication, Server Authentication
Client Authentication

Client Authentication, Smart Card Logon

Secure Email, Client Authentication, Smart Card Logan

Microsoft Trust List Signing

Client Authentication I

_@ certsrv - [Certification Authority (Locall\AJCOLLAB-CA\Certificate Templates]

f,;] Certification Autherity (Local)
v g AJCOLLAB-CA
| Revoked Certificates
| Issued Certificates
| Pending Requests
| Failed Requests
—> | Certificate Templates

ificate Template
& Directory Email Replication
2] Domain Controller Authentication
F Kerberos Authentication
& eFs Recovery Agent
&) Basic EFS
& Domain Controller
] Web Server
& Computer
] User
F Subordinate Certification Authority
] Administrator

Intended Purpose

Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...

Encrypting File System, Secure Email, Cl...

<All>
Microsoft Trust List Signing, Encrypting...
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[Lab] Install Multi SAN Certificate for CUCM Cluster Tomcat Service

e On System >> Server >> Set all the server names to FQDNs

e OS Administration >> Security >> Generate CSR

- il Certificate List

r I e N o - # =
&~ c ‘Q‘ U £ https://192.168.21.1/cmplatform fcertificateFindList.do 90% b4 1:{ I 60 ® =]
aliln  Cisco Unified Operating System Administration Navigation
cisco For Cisco Unified Communications Solutions admin About Logout
Show w | Settings « | Security + Software Upgrades » Semwices »  Help =
Certificate List
Lﬂé Generate Selfsigned gé! Upload Certificate/Certificate chain Lﬂé Generate CSR LGL Download CSR
Status — . L . .
& Generate Certificate Signing Request — Mozilla Firefox — O X
® 13 req
© B https//192.168.21.1 /cmplatform/certificateGenerateNewCsr.do 0% we @ Py =
Certificat . .. ~ Rows perpagq 50 v
Generate Certificate Signing Request
Find Cartifil [
| Generst cl
L‘.‘ig nerate ose
Certificate Diescription
tomeat rStatus
tomcat '5 Warning: Generating a new CSR for a specific certificate type will overarite the existing CSR for that type If-signed certificate generated
system
tomcat- —Generate Certificate Signing Request |f-signed certificate generated
ECDSA ) system
tomcat-tru Certificate tomeat | Lst Certificate
Purpose
_— s E r : 1
tomcat-tru. Distribution Multi-server(SAN] >l bst Certificate
* . = . . Iy
Common Name™ |cucm-pub.ajeollab.com| There will be an -ms’ in between, remove it. This must be CUCM PUB .
tomcat-tru. bst Certificate
Subject Alternate Names [(SANs)
tomcat-tru AUtU'F_'UPU'EltEd cucm-pub.ajcollab.com gned Certificate
Domains cucm-sub0l.ajeollab.com
tomeat-tru cucm-sub0z.ajeollab.com bst Certificate
imp-pub.ajcollab.com
tomcat-tru imp-sub.ajcollab.com ust Certificate
tomcat-tru bst Certificate
tomcat-tru st Certificate
tomcat-tru - bst Certificate
Parent Domain ajcollab.com
tomcat-tru. Other Domains B Bl no file selectad. bst Certificate
Please import .TXT file only.
Generats For more information please
refer to the notes in the Help
Section
Add
Kay Type‘ & RSA
Key Length® 2048 w
Hash rlgurithm‘ SHAZSE o
\»
Generate Close
w
< >
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aze Certificate List

alimli  Cisco Unified Operating System Administration

cisco For Cisco Unified Communications Solutions

Show » Seftings + Security » Software Upgrades » Services »  Help =

Certificate List

LE.!_’ Generate Selfsigned géi Upload Certificate/Certificate chain Lﬁé Generate GSR LS'L Download CSR

&« (& ‘@' © F https://192.168.21.1/cmplatform/certificateFindList.do 0% see ﬂ’

(EWEELRUE Cisco Unified OS5 Administration i

I O & =

ELLVTL About

Status —

®13re{

@ Generate Certificate S5igning Request — Moazilla Firefox

D & https://192.168.21.1 femplatform/certificateGenerateNewCsr.do

Generate Certificate Signing Request

Find Certifi [:ﬂ'l
'ig Generate E Close
Certificate
tomcat Status
e @ Success: Certificate Signing Request Generated
@ C5R export operation successful on the nodes [imp-sub.ajeallab.com, cuem-sub02.ajeollab.com, cucm-
tomecat- sub01.ajcollab.com, cucm-pub.ajcollab.com. imp-pub.ajcollab.com].
ECDSA

tomeat-trul _gaenerate Certificate Signing Request

tomncat-trug | Certificate [tomncat ~
Purpose
tomcat-trud | Distribution® Multi-servar(SAN) ~]

®
Commen Mame” | cm-pub.ajcollab.com

Subject Alternate Names (SANs)

tomcat-trug | Auto- Pupulated cucm-pub.ajcollab.com
Demains cucm-sub01.ajcollab.com
tomcat-tru cucm-sub02.ajcellab.com
imp-pub.ajcollab.com
imp-sub.ajcollab.com

tomecat-tru

tomecat-tru
tomeat-tru.
tomecat-tru.

tomcat-tru
Parent Domain ajeollab.com

Genaratd Other Domains Erowse..  MNo file selected.
Plaase import JTXT file only.
For more information please
refar to the notes in the Help
Section
Add

Key Type‘ & R5A

Key Length® 2048 w

Hash Algorithm™® [gHazs6 w

P ——— P
L4 >

anspnrﬂagel 50 v

Diescription

If-signed certificate generated
system

If-signad certificate generated
system

ust Certificate

ust Certificate

ust Certificate

pned Certificate

ust Certificate

ust Certificate

ust Certificate

ust Cartificate

ust Certificate

ust Certificate

e Thesame CSR has been pushed to all other nodes in the cluster

e Respective private keys for each node will be created now even if we are performing this task on

CUCM-PUB
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azs Certificate List

g i £ " - e ) - —
&« c ‘m‘ 0] F https://192.168.21.1 /cmplatform/certificateFindList.do 80% bl ﬁ in @O @ =
alwli. - Cisco Unified Operating System Administration UBWEEREN Cisco Unified OS Administration %
€15€0 £ Cisco Unified Communications Solutions admin About Logout
Show = Seftings » Sscwity = Software Upgrades = Sarvices » Help =
[E'._', Generate Self-signed 5:3-’ Uphoad Certificate/Cartificats chain L‘?‘slz Generate CSR [j'.& Downlozd GSR.
Status: =
@ 12 records found
Certificate List  (1- 12 of 12) Rows per Page| 50
Find Certificate List where | Certificate ~ | begins with |tomcat Find | _ClearFilter || ¢ | =
Certificats Commen Name Typ= % Distribution Issu=d By Expiration Description
tomcat cucm-pub.zjcollab.com CSR Only  RSA Multi-server{SAN) I - -
tomcat cucm-pub.ajcollab.com Selt- RSA cucm-pub.zjcollab.com cucm-pub.ajcollab.com 02/16/2026 Self-signed certificate generated by
signed system
tomcat- cucm-pub-EC.ajcollab.com Self- EC cucm-pub.zjcollab.com cucm-pub-EC.zjcollab.com 02/16/2026 Self-signed certificate generated by
ECDSA signed system
tomcat-trust imp-sub-EC.ajcollab.com Self- EC imp-sub.ajcollab.com imp-sub-EC.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust cucm-sub01.ajcellab.com Self- RSA cucm- cucm-sub01.ajcellab.com 02/17/2026 Trust Certificate
signed sub01.ajcollab.com
tomcat-trust cucm-sub0z- Self- EC cucm- cucm-sub0Z2- 02/17/2026 Trust Certificate
EC.ajcollab.com signed sub02.zjcollab.com EC.zjcellab.com
tomcat-trust cucm-sub02.ajcallab.com Self- RSA cucm- cucm-sub0Z.ajcollab.com 02/17/2026 Signed Certificate
signed sub02.ajcollab.com
tomcat-trust imp-pub-EC.ajcollab.com Self- EC imp-pub.ajcellab.com imp-pub-EC.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust imp-pub.zjcollab.com Self- RSA imp-pub.zjcollab.com imp-pub.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust cucm-sub0i1- Self- EC cucm- cucm-sub01- 02/17/2026 Trust Certificate
EC.ajcollab.com signed sub01.ajcollab.com EC.zjcellab.com
tomcat-trust cucm-pub-EC.ajcollab.com Self- EC cucm-pub.zjcallab.com cucm-pub-EC.ajcollab.com 02/16/2026 Trust Certificate
signed
tomcat-trust cucm-pub.zjcollab.com Self- RSA cucm-pub.zjcollab.com cucm-pub.ajcollab.com 02/16/2026 Trust Certificate
signed
tomcat-trust imp-sub.zjcallab.com Self- RSA imp-sub.zjcollab.com imp-sub.ajcellab.com 02/17/2026 Trust Certificate
signed
Generate Self-signed Upload Certificate/Certificate chain Generate C5R Download CSR

Certificate LI:t _

¢ @ © £ hitps//192.168.21.1/emplatform/certificat n @0 & =

wlinln  Cisco Unified Operating System Administration
cisco

FindList.do 80% sen

For Cisco Unified Communications Solutions admin About Logout

Security + Softwsre Upgrades =  Services »  Help =

U & https://192.168.21.1/cmplatform/certificateDownloadMe =** =
-
(8], Downoad c8R [ Close
Rows per Page| 50 |
r Status:
X . u| o =
fundicetiica iy !S Certificate names not listed below do not have a corresponding CSR i
Corbifieste Rl By Excpiration Description
r Download Certificate Signing Request:
tomcat q i . ==
tomcat q CEI‘tIﬁCEtElpHFPOSE [tomeat € hadl| llab.com 02/16/2026 Self-signed certificate generated by
i system
tomcat- q it .ajcollab.com 02/16/2026 Self-signed certificate generated by
ECDSA Download CSR Clase system
tomcat-trust il jcallab.com 02/17/2026  Trust Certificate
P e fe
tomcat-trust @ indicateslquiedit=n: jcollab.com 02/17/2026 Trust Certificate
tomcat-trust q 02/17/2026 Trust Certificate
B m
tomcat-trust 4< » gicollab.com 02/17/2026 Signed Certificate
sTgTET SOOUZ S COTamToTT
tomcat-trust imp-pub-EC.ajcallab.com Self- EC imp-pub.ajcallab.com imp-pub-EC.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust imp-pub.ajcollab.com Self- RSA imp-pub.ajcollab.com imp-pub.ajcellab.com 02/17/2026 Trust Certificate
signed
tomcat-trust cucm-sub0i1- Self- EC cucm- cucm-sub01- 02/17/2026 Trust Certificate
EC.ajcallab.com signed sub01.ajcallab.com EC.ajcollab.com
tomecat-trust cucm-pub-EC.ajcellab.com Self- EC cucm-pub.ajcollab.com cucm-pub-EC.zjcollab.com 02/16/2026 Trust Certificate
signed
tomcat-trust cucm-pub.ajcallab.com Self- RSA cucm-pub.ajcallab.com cucm-pub.ajcallab.com 02/16/2026 Trust Certificate
signed
tomcat-trust imp-sub.ajcallab.com Self- RSA imp-sub.ajcollab.com imp-sub.ajcellab.com 02/17/2026 Trust Certificate
signed
Generate Self-signed Upload Certificate/Certificate chain Generate CSR Download CSR
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e The same CSR has been pushed to all other nodes in the cluster

e Respective private keys for each node will be created now even if we are performing this task on
CUCM-PUB
< C B © & https

alilie  Cisco Unified Operating Systen Administration
€ISco

]
N @D & =
Navigation

admin About Logout

For Cisco Unified Communications Solutions,

Show = Seftings » Secwrity » Software Upgrades =

ices »  Help =

Certificate List

Laé Generste Selfsigned E;I'_}! Upload Certificate

Status /
(@) 12 records found  This is CUCM-SUBO1
Certificate List (1 - 130f13) Rows per Page 50
Find Certificate List where | Certificate pul | bagins with Itomcat | Find Clear Filter | =
Certificate * Comman Mame Type Tz Distribution Issued By Expiration Diescription
tomeat cucm-pub.sjeollab.com CSR Only RSA Multi-servar{SAN] I == ==
tomeat cucm-sub0l.zjeollab.com Salf- RSA cucm- cucm-sub0l.ajeollab.com 02/17/2026 Self-signed certificate generated
signed sub01.ajcollab.com by system
tomcat- cucm-sub0i- Self- EC cucm- cucm-sub01- 02/17/2026 Self-signed certificate generated
ECDSA EC.ajcollab.com signed sub01.agjcollab.com EC.ajcollab.com by system
tomecat-trust imp-pub-EC.ajcollab.comn Self- EC imp-pub.ajcollab.com imp-pub-EC.ajcollab.com 02/17/2026 Trust Certificate
signed
tomecat-trust imp-sub-EC.ajcollab.com Self- EC imp-sub.ajcollab.com imp-sub-EC.ajcollab.com 02/17/2026 Trust Certificate
signed
tomeat-trust imp-sub.ajcollab.com Self- RSA imp-sub.ajcollab.com imp-sub.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust cucm-pub- Self- EC cucm-pub.ajcollab.com cucm-pub- 02/16/2026 Trust Certificate
EC.ajcollab.com signed EC.ajcollab.com
tomcat-trust AJCOLLAB-CA Self- RSA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 Trust Certificate
signed
tomeat-trust cucm-pub.ajeollab.com Self- RSA cucm-pub.ajeollab.com cucm-pub.ajeollab.com 02/16/2026 Trust Certificate
signed
tomcat-trust cucm-sub0i- Self- EC cucrm- cucm-sub01- 02/17/2026 Trust Certificate
EC.sjcollab.com signed sub01l.zjeollab.com EC.zjcollab.com
tomcat-trust imp-pub.ajcollab.com Salf- RSA imp-pub.ajcollab.com imp-pub.ajcollab.com 02/17/2026 Trust Certificate
signed
tomcat-trust cucm-sub0z- Self- EC cucrm- cucm-sub02- 02/17/2026 Trust Certificate
EC.ajcollab.com signed sub02.a3jcollab.com EC.ajcollab.com
tomcat-trust cucm-sub02.ajcollab.com  Self- RSA cucm- cucm-sub02.ajcollab.com  02/17/2026 Trust Certificate
signed sub02.zjcollab.com
Generate Self-signed Upload Certificate/Certificate chain Generata C5R Download CSR

1M = | Downloads - o X A ownlo 5 A strato . o X
vome | Share View ® | file Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
s 0.0, BEX= BT M oan e ECLERE] |Peld%x=BR51EANN= S|

R O T (e T @Y TSRO L R & et selecton Eftomeatest

Clipboard Organize New Open Select - BEGIN CERTIFICATE REQUEST-———— ~
5 ~ 4 &> THSPC > Windows(C) > Users » Administrator > Downloads V[ | Search Downlosds » 2 MIIDKTCCAnkCAQAwejELMAkGA1UEBhMCSU4XEjAQBGNVBAGTCUthcmShdGFrYTES
e ~ e e e . 3 MBAGALUEBxMJQmFuZ2Fsb3J1MRIWEAYDVQQOKEw1BSiBDb2xsYWIxDzANBgNVBAST
S Quick sccess y 4 BXNvbGxhYjEeMBWGA1UEAXMVY3VibS1wdWIuYWpib2xsYWIuY2 9tMIIBIjANBgkq
Old Downloads 2 Feb v Flefelder 5 hkiG9wOBAQEFAAOCRAQS8AMIIBCGKCAQEAtcInD+sVSXAtzimQ8L16AgGLWIPPS1EQ
> UL N e SESE i ¢ UqWGhvEL/pDtVclEeKisV1sKsCQIRGHZG/uSUGVFrXX105YariJzWyndtyiuw/cr
q 2 ¥ J

& Network 7  JPLWTQM@DGO+s55YppyB3u30TWj5L1h9A0+wnigE6shgzcTLI9nbsg0oadeY06u7us

WA35IXVCRZOYYOdVRD9+zKJ+7ZIfdfYGUITGuSNNfcgz1zbUFegB62gm8YhXwdiv
®J2SpZHhL7ZUEELTB/z89xI1iBrc3THQVpxXLTVEBUOQW3 3yyyvNSgpz 4 4QUW6BMSH
pM6uCgNLb58XR8apMldeglc8zhNxkggpFsBYPXgmpSb5IJp89Z21g8dwIDAQABCTHR
MIHOBgkghkiG9w0OBCQ4xgcAwgbOwHQYDVRO1BBYWFAY IKWYBBQUHAWEGCCSGAQUF
BWMCMAsSGA1UdDWQEAWIESDCBjgYDVRORBIGGMIGDggxhamNvbGxhYi5jb22CFWNL
Y20tcHViLmFqY29sbGFiLmNvbYIXY3VibS1lzdWIwMiShamNvbGxhYi5jb22CF2N1
Y20tc3ViMDEuYWpjb2xsYWIuY29tghRpbXAtc3ViIlmFgY29sbGFiLmNvbYIUaWlw
LXB1Yi5hamNvbGxhYi5jb20wDQYJKoZIhvcNAQELBQADgGEBAJHCHNCOShWImSn2
fuW7KIx0Ai8rDCLpXPvNrPH100DLLIGQI/4XVyZOAnlKaFlJezArghCACAWE4ASThb
G11CREJSktOLTKEd1UIGF/GCBCcc01SNZeSaUboACPDPN/uT+XJcCuFlS/wXE/Kb
5610bz6rQfG52A0qfctrGU]7SACI5GuCd80yrZf10F1HO13R1Jd6£+TQPk3VAEZN
95h5XVZ4NOLXdm1 2T P IWUEKMO § VmmXX+ £ CjU+0znWMOgN8RbF8eoqAyHVIOTMZ /
cm3hzTMy8R1jEeLC3ulwgliQDJICl/ /mJKUsLh4KIxpn/U0nga 0FxFhkYmurNnDpM
nUwEvbs=
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« > C @ © & 192.168.11.1/cert

Microsoft Active Directory Certificate Servic

Welcome

you request, perform other security tasks.

or to view the status of a pending request.

Select a task:
Request a certificate ¢«———
View the status of a pending cerificate request
Download a CA certificate, certificate chain,_or CRL

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify
your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL),

- Microsoft Active Directory Certific: X +

<« g & © A 192.168.11.1/certsrv/certrqus.asp

Microsoft Active Directory Certificate Servic

Request a Certificate

w ¥ N @ &

Select the certificate type:
User Cetrtificate

Or, submit an advanced certificate request ¢——

Microsoft Active Directory Certific [& c

< c @ © & 192.168.11.1/c o & =
Microsoft Active Directory Certficate Senices — AJCOLLAB-CA Home

File E

B;J

dit Search View Encoding language Settings Tools Macro Run Plugins Window ?

cRrl=1P ) of |22 |BEIS1ERER=® @

Hmmcatcsvm‘

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an external source (such as a Web server) in the Saved Request box.

Saved Request:

§11CRECSkTOLTAEALUIoF/ GCBCCR0LSNERSaURoR ~
Base-64-encodsd [ 6= 3
Conifcats requee 2 9mer e SOTRams 272  HaE Ao Tl S47-0

N CouLu 1/ /mIRUSER4KT

.

< >

Certificate Template:

UC Certificate Template ~

Additional Attributes:

PKCS #10 or
PKCS #7);

Atributes:

Submit >

MIIDKTCCAnkCAQAwe jELMAKGA1UEBhMCSU4xEjAQBgNVBAGTCUthcm5hdGEFrYTES
MBAGA1UEBxMJIQmMFuZ2Fsb3J1IMRIWEAYDVQQKEW1BSiBDb2xsYWIxDZANBgNVBAST
BkNvbGxhYjEeMBwGA1UEAXMVY3VibS1wdWIuYWpib2xsYWIuY29tMI IBI jANBgky
hkiGOw0OBAQEFAAOCAQBAMITBCGKCAQEAtcInD+sVSXAtzimQ8L.1 6AgGLWIPps1EQ
UQWGhVEL/pDtVclEeKisV1sKsCQIRGHZG/uSUGVFrXX105YaridzWyndtvjuw/cr
JPLWTQMgDGo+ssYppyB3u30TWj5L1h9A0+wnjgE6shgzcTL9nbsgloa%eY06uiusg
35IXvVCRZOYYOdvRD9+2zKJ+7ZIfdfYGU1TGu8NNfcgzlzbUFegB62gm8YhXwd iV

1UdDWQEAWIEsDCB]gYDVRORBI GGMIGDgg¥hamNvbGxhYi5jb22CFHNL
qY29sbGFiLlmNvbYIXY3VibS1lzdWIwMi5ShamNvbGxhYi5jb22CF2N1
Y20tc3ViNDEuYWpjb2xsYWIuY29tghRpbXAtc3VilmFgY29shbGFilnNvhYIUaWlw
LXB1Yi5hamNvbGxhYi5jb20wDQYJKoZIhvcNAQELBQADggEBAJHC6nCOShWImSn2
fuW7KIx0Ai8rDCLPpXPVvNrPH100DLLIGI/4XVyZOAnlKaF1JezArghCACAWE4SThb
G11CREJSktOLTKEd1UIgF/GCBCccOlSNZeSaUboACPDPN/uT+XJcCuFlS/wXE /Kb
56i0bz6rQfG52A0qfctrGUj7SACI5GuCd80yrZf10F1HO13R1Jd6f+TQPk3vdEZN
95h5XVz4NOLXdm1 zTP1WuEKM0 VmmNEX+£CJ U+0znWMOgNSRbF8eogAyHVKOTMZ /
cm3hzTMy8R1jEeLC3ulwgliQDJC1//mJIKUsLh4KIxpn/UOnga0FxFokYmurNnDpM
nUwEvbs=
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Share

2 O

Pinto Quick Copy Paste
access

Clipboard

= v 1 & > ThisPC > Windows (C:) > Users > Administrator » Downloads

st Quick access
= ThisPC

¥ Network

View

& cut
5 Copy path

Move Copy
[} Paste shortaut tow  tow

Organize
Name

0ld Downloads
- tomeat.csr

» TomeatCertificate.cer

Renamed

«'HX'I

Microsoft Active Directory Certific: X

< c @

Certificate Issued

© & 192.168.11.1 fcertsrv/certfnsh.asp

-0 @ e =

The certificate you requested was issued to you.

Download certificate ¢——————
Download certificate chain

ODER encoded or @ Base 64 encoded ¢———

n  Certificate

General Details  Certification Path

Show: | <all= e
Field Value 2
DSignature hash algorithm sha25e
Dlssuer AJCOLLAB-CA, ajcollab, com
B"u‘alid from Sunday, February 28, 2021 4:...
D\.-'alid to Tuesday, February 28, 2023 4...
[=] Public key RSA (2048 Bits)
BPuinc key parameters 0500
.[;']Fnhnnrnd Kew | leans Cliant Anthentiratinn f1 32 & 1 Y

CM = cucm-pub. ajcollab. com

X

X

OU = Collab
0 = A] Collab
L = Bangalore
S = Karnataka
C =1IN
Edit Properties. .. Copy to File...
- | [&f CAUsers\Administrator\Downloads\TomcatCertificate.cer - Notepad ++ [Administrator] - O
®| G Edit search View Encoding Language Settings Tools Macro Run Plugins Window ?
%New\tem' —‘ Open » 5 Selectall sHH @ a’a@\*ﬁﬂlﬁ‘aC‘ﬂlhﬂ‘s'ﬁ‘ﬁ‘:ﬁ = 1/E3 B,"\EEEE
B ca selectnone
oete ferune  en Foperis 28 e e B romeacomme o B
New open seiect 1 [~~~ -BEGIN CERTIFICATE -
[0 | search Downloads » 2 MIIGTDCCBTSgAWIBAgITKwAAAAPmcea5Ek]ftAAAAAARAZANBgkghkiGIWOBAQSF

et v . 3 ADBFMRMWEQYKCZImiZPyLGQBGRYDY29tMRgWFGYKCZ ImiZPyLGOBGRYIYWpjb2xs

" ) 4 YWIxFDASBgNVBAMTCOFKQ0SMTEFCLUNBMB4XDTTxMDIyODEWNDC1OFoXDTIZMDTy
28-Feb-21349PM - File folder 5 ODEwWNDc1OFowejELMAKGA1UEBhMCSUAXEjAQBgNVBAGTCUthecm5hdGFTYTESMBAG

J JAQEg g
2ozl CoRFile 21 & AlUEBxMJQmFuZ2Fsb3J1MRIWEAYDVQQOKEW1BSiBDb2xsYWIxDzANBGNVBASTBKNv
R TASORY Securty Cetficate 7 DbGxhYjEeMBWGAIUEAXMVY3VibSlwdWIuYWpjb2xsYWIuY29tMITBTjANBgkqhkiG
J J P] JANBgkq]
9

pZHhL7ZUEE17B/289x1iBrc3THQVp=xLTvEBUOQW33yyyvNSgpz 44QUWE6EMSHpM6Eu
CgNLb58XR8apMldeqlc8zhNxkggpFsBYPXgmpSb5Jp89Z1g8dwIDAQABO4IC/JCC
AvowHQYDVRO1BBYWFAY IKWYBBQUHAWIGCCsGAQUFBWMBMAAGA1UdDWEB /WQEAWIE
8DCBjgYDVRORBIGGMIGDggxhamNvbGxhYi5jb22CFWN1Y20tcHViLmFqY29sbGFi
LmNvbYIXY3VibS1lzdWIwMiShamNvbGxhYi5jb22CF2N1Y20tc3VIMDEUYWpib2xs
YWIuY29tghRpbXAtc3VilmFqY29sbGFilmNvbYIUaWlwLXB1lYi5ShamNvbGxhyi5j
b20wHQYDVROOBBYEFL1UVmEeVul8eL5PgksPrwvI6HRBMBSGA1UdIwQYMBaAFMME
qub81x208M54ggS9yvivz]jdIMIHQBgNVHR8EgcgwgcUwgcKggb+ggbyGgbls ZGFw
0i8vLONOPUFKQOSMTEFCLUNBLENOPXdpbilzZXJ2ZXItMDESQ049Q0RQLENOPVBL
YmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZp Z3VyYXRp
b24sREMSYWpjb2xsYWISREMIY29tP2N1cnRpZml jYXR1UMV2b2NhdGlvbkxpc3Q/
YmFzZT9v¥mplY3RDbGFzcz1jUkxEa¥NOcml id¥Rpb25Qb21udDCBvgY IKwYBBQUH
AQEEgbEwgadwgasGCCsGAQUFBzAChoGebGRhcDovLy 9DT] 1BSKNPTExBQi1DQSxD
T§1BSUEsQ049UHVibG1iITIwS2VE JTIwU2Vydml § ZXMsQ049U2Vydml§ Z¥MsQ04 9
Q29uZmlndXJhdGlvbixEQz1lhamNvbGxhYixEQz1jb20/YOFDZXJ0aWZpY2F0ZT91
YXN1P29iamV]jdENsYXNzPWN1cnRpZmlj YXRpb25BdXRob 3 IpdHkwOwY JKwYBBAGC
NxUHBCAWLAYkKwYBBAGCNxUIhuS2FYPY3nSDnY8jhtgehZbnPzCpyjyEm+RIAgFk
AgEEMCcGCSsGAQOBg] cVCgQaMBgwCgYIKwYBBQUHAW IwCgY IKwYBBQUHAWEWDQY J
0 KoZIhvcNAQELBQADggEBAGmLrelsPtAYssrEIQcouC+EtoBjfNQImbEx7iAR6LEVN
21 V7bMLE9QDOalcaVwOCWUhbARW1Kai343puZZ3nUmoRCj/BbfzwiabPkdw7VELICT
32 ERncMFF62ecYleJfQfUPzIHBgQVU]j6UVEh]1TIpPCDcmpzAQDREFD2Rt81CATY /] ]
33 DAPm8lteoPYmMyNmKaGlRybgMFZkKgZOZhPEDRaLhC5RQXQONKMHYUOOCrOzgYUH
34 zwrycowaS5nErcyvDwl+25J1gScnfJATkxI0j/Dal/lGrtINdeouE78cMGevtTgy
35 86kyeLOsuhpézo73VQ+rn%habPZpdBoWLjYpjlQ9lhi=

36 ———- END CERTIFICATE---——

37

BN OW®DIo U =W

WRNNNNNNNRNNE R e e e e
© oo G o
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p Certificate

General Details  Certification Path

Show: | <all= ~

Field Value
B\falid ta Tuesday, February 28, 2023 4..,
DSubject cucm-pub. ajcollab. com, Collab...
(=] Public key RSA (2048 Bits)
DPuinc key parameters 0500

Enhanced Key Us Client Authentication (1.3.6.1....

ge
Subject Alternative Name DMS Mame=ajcollab. com, ONS ...
[ subject key Identifier bd54566 11256297 7abe4fa24. .,
mm itharite Kew Tdentifier KewlN=r33¥raaes FraT1daRfi0-

W

Client Authentication (1.3.6.1.5.5.7.3.2)
Server Authentication (1.3.6.1.5.5.7.3.1)

p Certificate

General Details Certification Path

show: | <All>

Field Value 2

E]Valid to Tuesday, February 28, 2023 4...

BSubject cucm-pub. ajcollab. com, Collab...

(=] Public key RSA (2048 Bits)

BPuinc key parameters 0500

@Eﬂhano&d Key Usage Client Authentication {1.3.6.1....
ject Alternative Mame DMS Mame =ajcollab. com, D .

Subject key Identifier bd5456611e56e97c78bed4fa24. .

KeulN=r1raseaTraTidaffic 7

Jzel 1 tharity Kew Tdentifiar

NS Mame=ajcollab. com

DMS Mame =cucm-pub. gjcollab. com
CMNS Mame =cucm-sub02. gjcollab. com
DMNS Mame =cucm-sub0 1. gjcollab. com

Edit Properties. ..

NS Mame =imp-sub. gjcollab. com
DMNS Mame =imp-pub. ajcollab. com

Copy to File...

Edit Properties...

Copy to File...

n  Certificate

General Details  Certification Path

Show: | <all= w
Field Value (3
{5 subject key Identifier bd545651 1256297 78be 4324, ..
Authority Key Identifier KeyID=c33caaee 797 1dasfc. ..

CRJ. Distribution Points [1]CRL Distribution Point: Distr...
#.uthority Information Access  [1]Authority Info Access: Acc...
@CErﬁﬁmtﬁ Template Inform... Template=1.3.6.1.4.1.311L.21...
Applimﬁon Policies [1]Application Certificate Polic...
=l Key Usage Digital Signature, Non-Repudia. ..
= Thimbrint FREGRIRAAMEIRAG1TIAG14

Digital Signature, Non-Repudiation, Key Encipherment, Data Encipherment

Edit Properties... Copy to File...
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Microsoft Active Directory Certificate Services — AJCOLLAB-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify
your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate
you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL),
or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Sel X
Request a certificate:
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL ¢——

- Microsoft Active Directory Certific: X +

&« g @ © & 192.168.11.1/certsrv/certcarc.asp B e o + In @ & =

Microsoft Active Directory Certificate Services — AJCOLLAB-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA certificate.
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [AJCOLLAB-CA]

Encoding method:

ODER

®Base 64 ¢——
Install CA certificate
Download CA certificate ¢———
Download CA certificate chain
Download latest base CRL
Download latest delta CRL

+14 0 =lD ad - o # | [&f C\Users\Administrator\Downloads\RootCA.cer - Notepad++ [Administrator] - [m]
LiomCgy Sharc  View L] File Edit Search View Encoding language Settings Tools Macro Run Plugins Window ?
3 m . N . - ; - — -
[ 4 1B X =] Dewiten ) o £ selectal ) ryeY | g a2z BE =1 EEpa® @
i Copy path £ Easyaceess v . [Aeat Select nane
oo cony ate 1 PP o cony | Dette meme e sropetie e Broacacerdl|
Ciipboard Organize New Open Seledt 1 ———- BEGIN CERTIFICATE---—-—
5 v 4 &> ThisPC > Windows(C) > Users > Administrator » Downloads v & | Search Downloads ) 2 MIIDZTCCAk2gAWIBAgIQAFmgTKibo5JBSgXQH/14vDANBgkghkiGIwOBAQsFADBE
- - R . - 5 MRMwEQYKCZImiZPyLGQBGRYDY29tMRgWFgYKCZImiZPyLGQBGRYIYWpib2xsYWIx
5 Quick access e N 4 FDASBgNVBAMTCOFKQO9MTEFCLUNBMBAXDTIxMDIyN IwMz kwNFoXDTI2MDIyNj Iw

= This PC

@ Network

Old Downloads
# RootCAcer  Renamed

File folder

NDkwM1owRTETMBEGCgmSJomT8 ixkARKWAZNVBTEYMBYGCgmSJomT 8 i xkARKWCGFq

Security Certificate

* tomeat.csr

gEBALyg+NMHWObHmMJIb+6LZ jKNVx9S 9ehXshuYy6GgKX zMB3Xke 1
dveKEZxW5rZhIA4QCEfThoIM82fukCbleEpyxFHga9eDgo3yeshPZ5g5XZejVICu

9 3LHLpz2gAbryitSpaib0zl2fQXnedcfgxebAffzM0i442I0BvEiFH+a/Mx/FQd41C
10 wdred44ocPblI7]jfKmTVMOADK311FpwNL6IMaloOasYpi8NyTGqQRAgt9k5QTIXGRE
11 sRwQFbKOEu7PFxsKbTKvAImBaufhb5A3+50B4FSicgDwt+a0+WSAthT4Ath2R2sNV
12 bhbidpJbEpJniFsg4VwyhhZCnB7d8bD4uAd1R4UCAWEARANRMESWCWYDVROPBAQD
13 AgGGMASGA1UAEWEB/wQFMAMBA f8wHQYDVROOBBYEFMMEqu581x208MS4ggSyviv
14 zjdIMBAGCSsGAQQBg]CcVAQQDAGEAMAOGCSQGSIb3DQEBCWUAA4IBAQAPXUINMNS £
15 =xDswDND8tDbowTtabx2NRo0yAy6JORXzH1j+pFffWPMEKaCUixBheWASz7h95D3w
16 ktV7eL8hQ0Jx57WID2bHFimcDWEGQVLb/kvDRhpL/Ug/9JgiNDDUpWZzPMNkVC/NP
17 CphkZI2Rk25ki+CBjvOWbdutTBYcL8qUGLNHKIMTVMKTZLEGR366Qt5A6/HBLNSx
15 oHUbpEbOjJIn37awpBwCPDAQIVFMT IQN4 sKSQ+SUVBKEDWKOskfZKevoiUiETemrd
19 bS6EfyT76WHieyihoygAHyhuJA/VSb64CugTxh5fBcYSUiBeVmFtIJgOkMNdoXyOkl
20 ADTM9VgsypYQ

& TomestCertificate.cer Security Certificate
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i Certificate List i -
B S B e s view
< c @ @ A& nttpsy//192.168.21.1 jcmplatiorm/certificateFindlistdo (90% =+ & ¥ Y n @ & .
) cut T Newitem - Open~  H selectal
" - ) oo B * . X =[ : v -
almln  Cisco Unified Operating System Administration [APBIAY Cisco Unified OS Administration o t Wi Copy path 47 easy access ~ Edit Select nane
" , Pinto Quick Copy  Paste Move Copy Delete Rename  New Propeties
€156 or Cisco Unified Communications Solutions. admin  About  Logout & [ Pasteshorteut | e on | Dele R Z 2 Invert selection
Show v Setiings v Securty v Softvare Upgrades v Sewioes v Help v Clipboard Organize New Open Select
Certificate List <« 4 ¥ > ThisPC > Windows (C) > Users > Administrator > Downloads +/ & | Search Downloads
@ (@), canerste cr [3) Download csr Name Date modified Type Size
5 3 Quickaccess
o et 0ld Downloads 28-Feb-21349PM  File folder
» W ThisPC » RootCA.cer 28-Feb-21444PM  Security Certificate 2k8
Find Carkficate List vhare [Cartificats | baginz vith | | Find [ Clear Fiter = -
s @ N [ tomeat.csr 28.Feb-21243PM  CSRFile 28
No active query, Please enter your search criteria using the aptions above, ~ TomeatCertificte.cer Lo b2 0PN Secury Certcste .

Genarate Saif-

Eﬁ_'l Upload [} Close

@ Upload Certificate/ Certificate chain — Mozilla Firefox

© £ hitps//192.168.21.1/cmplat,

Upload Certificate/ Certificate chai

o

m/certificateUpload.do

upload

[ratiate puras’

tomeat-rust |

nama) |AJCOLLAB-CA Rost Cartificate

Upload File

RootCAwcer

Upload | | Close

- Ul Certificate List b+
<« G @ © £ https/192.168.21.1/cmplatform/certificateFindList.do 0% we & Ty L INn @D & =
almle  Cisco Unified Operating System Administration Navigation
cisco For Cisco Unified Communications Solutions admin About L t
Show + Seftings v Security » Software Upgrades »  Senvices v Help w

Certificate List

La_}, Genesate Selfsigned géi Upload Certificate/Certificate chain La;_L Generate CSR Lgl Download CSR

Certificate List

Find Certificats

List where | Certificat | begins with | | Find

Mo active query. Please enter your search criteria using the options above.

Clear Filter

s

Generate Sealf-

@ Upload Certificate/Certificate chain — Mosilla Firefox

© & hitps:

192.168.21.1 /cmplatform/certificatelUpload.do

Eé Upload E& Cloze

Statu:

O

Upload Certificate/Certificate cha

*

() success: Cartificats Uploadad

@ Rastart Cisco Tomcat Service using the CLI "utils service restart Cisco Tomeat".

If SAML S50 is enabled, please disable and re-enable it. Also re-provision the 5P
metadata on the IDP.

—Upload Certificate/Certificate chain

Certificate Purpose® tomcat-trust

Description(friendly name)

Upload File Browss.. Mo file selected.

Upload | | Close

® - indicates raquirad item.
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WEWEENELE Cisco Unified 05 Administration W

About

¢ @

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

© & hitp

90%

192.168.21.1/cmplatform/certificateFindList.do

iei]ie
€iIsco

admin

Logout

Show = Settings » Security » Software Upgrades » Semwices »  Help «

Certificate List

[al_l_‘ Generate Selfsigned Qé Uplead Certificate/Certificate chain Lz_l_‘ Generate CSR [.,1 Download CSR

Status
@ 8 records found CUCM-PUB

Certificate List ({1-8of8) Rowsperl’ageiso w
Find Certificate List where | Certificate e | begins with  * |tomcat

[ Key Type \r'] begins with ~ |rsa Find Clear Filter | =

Certificate Common Name ~ Type 'I"(vEnYn Distribution Issued By Expiration Description
tomcat- AJCOLLAB-CA Self- RSA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 AJCOLLAB-CA Root Certificate
trust signad
tomcat cucm-pub.sjcollab.com CSR Only  RSA Multi-server(SAN) = =
tomcat cucm-pub.ajcollab.com Salf- RSA cucm-pub.ajcollab.com cucm-pub.ajcollab.com 02/16/2026 Self-signed certificate generatad by

signed system

tomcat- cucm-pub.sjcollab.com Self- RSA cucm-pub.ajcollab.com cucm-pub.ajcollab.com 02/16/2026 Trust Certificate
trust signed
tomcat- cucm- Salf- RSA cucm- cucm- 02/17/2026 Trust Certificate
trust sub01.ajcollab.com signed sub01.ajcollab.com sub01.ajeollab.com
tomcat- cucm- Self- RSA cucm- cucm- 02/17/2026 Signed Certificate
trust sub02.gjcollab.com signed sub02.ajcollab.com sub02.ajcollab.com
tomcat- imp-pub.ajcollab.com Salf- RSA imp-pub.ajcollab.com imp-pub.ajcollab.com 02/17/2026 Trust Certificate
trust signed
tomecat- imp-sub.zjeollab.com Salf- RSA imp-sub.zajeollab.com imp-sub.ajeollab.com 02/17/2026 Trust Certificate
trust signed

Generate Self-signed

Upload Certificate/Certificate chain

Generate CS5R

Download C5R

Certificate List

C @

aluln
oz

&«

alialie
CIsco

U £ http

192.168.21.2 fcmplatform/certificateFindList.do

Cisco Unified Operating System Administration

For Cisco Unified Communications Solutions

o908

Show » Setlings » Security »

Certificate List

Software Upgrades -

Services v

Help =

[2_1_' Genarate Selfsignad Eié Upload CartificataiCartificate chain La_l_‘ Geanarate CSR ["i Download CSR

- © %
ERLRENSNE Cisco Unified ©S Administration w

v oIn @ ¢

ELLT About Logout

Stat
@ 7 records found CUCM-5UBO1
Certificate List  (1-7of 7) Rows per Page 50~
Find Certificate List where | Certificate v | begins with  * |tomcat
| Key Type ~ ] begins with ~ |rsa Find Clear Filter qp | =
Certificate Common Name ~ Type _I'_E‘EI_‘: Distribution Issued By Expiration Diescription
tomeat- AICOLLAB-CA Salf- REA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 Trust Certificate
trust signed
tomecat cucm-pub.ajeollab.com CSR Only RSA Multi-servar{SAN) = ==
tomcat- cucm-pub.ajeollab.com Self- RSA cucm-pub.ajcollab.com cucm-pub.ajcollab.com 02/168/2026 Trust Certificate
trust signad
tomcat cucm- Self- RSA cucm- cucm- 02/17/2026 Self-signed certificate generated by
sub01.ajcollab.com signad sub01.ajcollab.com sub01.ajcollab.com system
tomcat- cucm- Self- RSA cucm- cucrm- 02/17/2026 Trust Certificate
trust sub02.ajcollab.com signad sub02.ajcollab.com sub02.ajcollab.com
tomecat- imp-pub.ajeollab.com Salf- RSA imp-pub.ajeollab.com imp-pub.ajeollab.com 02/17/2026 Trust Certificate
trust signed
tomecat- imp-sub.ajeollab.com Salf- RSA imp-sub.ajeollab.com imp-sub.ajeollab.com 02/17/2026 Trust Certificate
trust signed
Generate Self-signad Upload Certificate/Certificate chain Generate C5R Download CSR
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@l Certificate List x L AN

<« Cc @ O & hitps//192.168.21.1/ ertificateFindList.do 9% voIN @D
] = ) - E - % cut 1 X _I T Newitem = 7 Open - HH selectall
. Cisco Unified Operating System Administration [OWEEERMY Cicco Unified OS Administration ) - i Copy path ] Easy access » Edit Select none
X R " Copy Paste Move Copy Delete Rename  New Properties
For Gizco Unified Communications Solutions admin  About  Logout G ] paste shotatt | ‘o rer | e = & 2 imvert selection

Show v Seftings v  Securlty v  Software Upgrades v  Senices v Help v Clipboard Organize New Open Select
ertificate List = ~ 4 & > ThisPC » Windows (C) » Users » Administrator > Downloads v ®| | Search Downloads

# Quick access

0ld Downloads Feb- M File folder

@ o records touna CUCMEPUB > = ThisPC 1 RootCA.cer Feb 21444PM  Security Certificate 2K8

@ Network tomeat.csr Feb-21349PM SR File 2K8
Gremtn | O-BED) S ETEED 5 TomeatCertificate.cer 28-Feb-21430PM  Security Certificate 3KB
Find Cartificate List where [Carficats [ bagins with < [tomeat ]

Koy Tyee [ begins vith Find | [ Clnar Filter || %[ =
tomcatt  AICOLLAB-CA sel- RSA  AICOLLAB-CA AcoLLAB-cA 02/27/2026  AJCOLLAB-CA Reat Certificate
trust signed
tomeat cucm-pub. s
tomeat cucmpub.si| @ Upload Certficate/ Certificate chain — Mozilla Firefox - 0 x (e
system

femeat: wemaseal | @ o 192.168.214 = Trust Cartificate
tomeat- cuem Trust Certificate
truse ISR Upload Certificate/Certificate cha
tomeat- cuem = Signed Certificate
trust 20802 sically (73 Uplosd [T} Cleze
tomeat: = % Trust G
trust
tomeat:

(@) i Unicadiog a cster e cetcte wi sttt 2l servers n g fler
T

Upload Certific i

[Eats purpose” Tomeat] v
Desmipton{friendly name) [oafagnad certficaie /
Upload File TomcatCertificate.cer

Ueieaal) [Gees

@

- indicatas requirad item

Certificate List X

<« [CA] © £ hittps;//192.168.21.1 /cmplat

Lo @

ateFindList.do 90%

m/certific

[BMPREVENN Cisco Unified OS Adr

ahuln  Cisco Unified Operating System Administration
SC

For Cisco Unified Communications Solutions admin  About  Logout

Services v

Seftings v Security v Software Upgrades + Help »

Certificate List

ng’ Generate Selfsignsd GCB Upload Certificate/Centificate chain |

al al
| enerate SR [@) Download csR

‘ @ 8 records found

Certificate List  (1-8oF8) Rows per Page 50

Find Certificate List where | Certificate - begins vith _[tamcat
Key Type - | begins vith _~|rsa Find || Clear Filter | 2p [ =

Certificate P N Type .f;"e Distribution Issusd By Expirstion Description
tomcat- AJCOLLAB-CA Self- RSA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 AJCOLLAB-CA Root Certificate
trust signed
tomest cucm-pub.ajrallak. 2 Ol = L tann
tomcat cucm-pub & Upload Certificate/Certificate chain — Mozilla Firefox - O X Self-signed certificate generated by

system

tomeat- cucm-pub.aj . Trust Certificate
trust Sl
tomeat- cucm Trust Certificate
trust ubD1
tomeat- cucm- = Signed Cartificate
trust sub02 sicolls 3 upiosa |§ Glose
tomeat- Trust Cartificats
trust
tomeat- jcd ~Status Trust Certificate
trust

=ub.ajcollab.com,cucm-sul i m, cucm-sub01.ajcoll
pub.ajcollab.com.

Cartificate upload operation successful for the nodes cucm-pub.ajeallab.com.imp-

Restart Cisco Tomeat Sarvice for the nodes cucm-pub.sjeollab.com,imp-

@ llab. -sub02 llab.com, cucm-sub01. I m.imp-
pub.zicollzb.com using the CLI "utils service rastart Cisco Tomcat”,
If SAML S50 is enablad, plaase disable and re-ensble it. Also re-provision the SP
metadats on the 0P

rUpload Certificate/Certificate chai

Certificate Purpose™ tomcat
Description(friendly el e
name)

Upload File Browse.. MNo file selected.

Upload | | Close

01.1. a_cuem-pub_192.168.21.1 - SecureCRT — m] ®
File Edit View Options Transfer Script Tools Window Help

L B e ¢af?l ? @

" 01.1. a_cucm-pub_192.16.. B 4012 a_cucm-sub01_192.16.. 4k 01.3. a_cucm-sub02_192.16.. @ 01.6. a_imp-pub_192.168.2.. @ 01.7. a_imp-sub_192.168.21.7
Command Line Interface is starting up, please wait

Welcome to the Platform Command Line Interface

are Installation:
2 vCPU: Intel(R) Xeon(R) Platinum 8176M CPU §
Disk 1: 11@GB, Partitio aligned
8192 Mbytes RAM

adminjutils service restart Cisco Tomcat

Do not press Ctrl+C while the service is restarting. ce has not restarted properly, execute th|

Service Manager is running

Cisco Tomcat[STOPPING]

mcat[STOPPING]

o Tomcat[STARTING]
[STARTING]
[

STARTED]
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+ Certificate List
&« ¢ o © & https;//192.168.21.1 /cmplatform/certificateFindList.do 9096 e D L In o &
Navigation

For Cisco Unified Communications Solutions ad About Logout

almlie  Cisco Unified Operating System Administration
€isco

Show » Settings » Security v Software Upgrades »  Services »  Help =

Certificate List

Lﬂé Generate Selfsigned gé Upload Certificate/Certificate chain Lﬂé Generate CSR

Status

® 3 records found cucM-PUB

Certificate List (1-30f3) RnwsperpaquD v
Find Certificate List where | Certificate v | begins with  * |[tomcat
.Key Type V] begins with ~ |rsa Find Clear Filter ap | =
Jﬂj:iﬁc.abe‘ Common Mame Type Key Type Distribution Issued By Expiration Diescription
tomcat cucm-pub.ajeollab.com CA-signed RSA Multi-server(SAN] AJCOLLAB-CA 02/28/2023 Certificate Signed by AJCOLLAB-CA
tomeat-trust AICOLLAB-CA Salf-signed RSA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 AICOLLAB-CA Root Certificate
tomcat-trust cucm-pub.ajcollab.com CA-signed RSA Multi-server{SAN] AJCOLLAB-CA 02/28/2023 Trust Certificate

Generate Self-signed Upload Certificate/Certificate chain Generate CSR

- ol Certificate List x

&« ¢ © © £ https://192.168.21.2/cmplatform/certificateFindList.do 90% o & + In B & =
Navigation

admin About Logout

alilie  Cisco Unified Operating System Administration
€isco

For Cisco Unified Communications Solutions

Show » Settings » Security » Software Upgrades » Senvices v Help »

Certificate List

LE'D Generate Self-signed gé Upload Certificate/Certificate chain Lﬂé Generate CSR

Status
(@) 2 records found CUCM-SUBO1
Certificate List {1-3ef3) anspnrl’agd 50 v
Find Certificate List where | Certificate v | begins with  ~ |tomcat
| Key Type ~ ] begins with ' |rsa Find Clear Filter ap | =
| Certificate * Common MName Type Key Type Distributian Issued By Expiration Drescription
tomcat cucm-pub.ajeollab.com CA-signed RSA Multi-server{SAN) AICOLLAB-CA oz2f28/2023 Certificate Signed by AJCOLLAB-CA
tomcat-trust AICOLLAB-CA Self-signed RSA AJCOLLAB-CA AJCOLLAB-CA 02/27/2026 Trust Certificate
tomcat-trust cucm-pub.ajcollab.com CA-signed RSA Multi-server{SAN] AICOLLAB-CA 02/28/2023 Trust Certificate
Generate Self-signad Upload Certificate/Cartificate chain Generate CSR
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e Adding the Root-CA as trust in local Firefox Browser certificate store

€2 C 0 about:preferences#privacy +4 o = > «  aboutpreferences#privacy
L4 General Allow Firefox to send technical and interaction data to Mozilla  Leam more
Q Allow Firefox to make personalized extension recommendations Learm more
Home
Allow Firefox to install and run studies View Firefox studies
Q search [] Allow Firefox to send bagkiogged crash reports on your behalf Learn more

& Privacy & Security

Certificate Manager

& syne Security

Deceptive Content and Dangerous Software Protection Your Certificates Authentication Decisions People Servers

Block dangerous and deceptive content Learn more
You have certificates on file that identify these certificate authorities
Block dangerous downloads

Certicate Name Security Device
Warm you about unwanted and uncommon software AE Cameifima Sk
Chambers of Commerce Root 2008 Buitin Object Token
: Global Chambersign Root - 2008 Builtin Object Token
Certificates

'V AC Camerfirma SA CIF AB2743287
Query OCSP responder servers to confirm the current validity of View Certificates...

certificates

Camerfirma Chambers of Commerce Root Builtin Object Token

Security Devices... Camerfirma Global Chambersign Root  Buitin Object Token

HTTPS-Only Mode

HTTPS provides a secure, encrypted connection between Firefox and the websites you visit. Most
websites support HTTPS, and if HTTPS-Only Mode is enabled, then Firefox will upgrade all
connections to HTTPS,

Learn more

Enable HTTPS-Only Mode in all windows

Enable HTTPS-Only Mode in private windows only
# Extensions & Themes. © Don't enable HTTPS-Only Mode

@ Firefox Support

@ Select Fle containing CA certificate(s) o import X
%¥ Options
A & > ThisPC 5 Downloads > v & | Search Downlosds »
&) Firefor  aboutpreferences#privacy
Orgonize = New older o e
Name Date modified Type Size
s Quick access
4 ReotCA.cer 20-Feb-21 £44PM  Security Certficate 2K8
9 Desktop *
o TomestCertificate.cer 20-Feb-21 430PM  Securiy Certficate ke
¥ Downloads 0ld Downlosds 20-Feb-21 349PM  Filefolder
% Documents
= Pictures »
12 UC Heatth Check
Lab Screenshots
pcar2
System32
TSEE Cartificate Manager
¥ Network
Downlosding Certificate
Vou have been asked to trust a new Certificate Authorty (CA).
File name: [RootCA.cer v‘ | Certficate Files (.pTb;".crt.ce | L= ik iuisnts ENNTAECRSEx LS R e

4] Trust this CA to identify websites.

(7] Trust this CA to identify email users. |

Chambers of Commerce Root-2008  Builtin Object Token

Before trusting this CA for any purpose. you should examine its centficate and its policy and
procedures (i svailable).

Global Chambersign Root - 2008 Buitin Object Token

¥ AC Camerfirma SA CIF A82743287 View | Bramine CA ceificate

Camerfirma Chambers of Commerce Root Builtin Object Token

Camerfirma Global Chambersign Root  Buitin Object Token

v

Edit Trust.. Import.. Export..  Delete or Distrust..
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e You can add the certificate via the MMC Certificate Interface

ﬁ Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorities\ Certificates]

ﬁ File Action View Faveorites Window Help

e HmE 4R XE = HE

_| Console Root [ssued To a Issued By |/
v G Certificates (Local Computer) Sl AAR Certificate Services ALA Certificate Services i

| Personal

| Trusted Root Certification &Authorities
| Certificates $———

| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certification Authorities

| Trusted People

| Client Authentication |ssuers

| Preview Build Roots

| Test Roots

| Local MonRemovable Certificates

| MSIEHistorylournal

| Remote Desktop

| Certificate Enrollment Requests

| Smart Card Trusted Roots

| Trusted Devices

| Web Hosting

| Windows Live |D Token Issuer

AJCOLLAB-CA
[l AJCOLLAB-CA

: & Root
AJCOLLAB-CA
AJCOLLAB-CA

|=5/ Baltimore CyberTrust Root

[=51 Class 3 Public Primary Certificat...
[E1COMODO RSA Certification Au...

5] Copyright (c) 1997 Microsoft C...
S DigiCert Assured ID Root CA

5 DigiCert Global Root CA

= DigiCert Global Root G2

=1 DigiCert High Assurance EV Ro...
5/DST Root CA X3

= GlobalSign

=] GlobalSign
[ GlebalSign Root CA

[ Go Daddy Class 2 Certification ...
[ElldenTrust Commercial Root CA 1

@Micmmﬁ Authenticode{tm] Ro...
ElMicrosoft ECC Product Root Ce...
Sl Microsoft ECC TS Root Certifica...

I Microsoft Root Authority

Sl Microsoft Root Certificate Auth...
[l Microsoft Root Certificate Auth...
Sl Microsoft Root Certificate Auth...
ESINO LIABILITY ACCEPTED, ()97 ...

isco Unified CM Cansale x  +

Baltimore CyberTrust Root
Class 3 Public Primary Certific
COMODO RSA Certification A
Copyright (c) 1997 Microsoft (
DigiCert Assured |D Root CA
DigiCert Global Root CA
DigiCert Global Root G2
DigiCert High Assurance EV e
DST Root CA X3

GlebalSign

Globalsign

GlobalSign Root CA

Go Daddy Class 2 Certification
IdenTrust Commercial Root G
Microsoft Authenticode(tm) R
Microsoft ECC Product Root C
Microsoft ECC TS Root Certific
Microsoft Root Authority
Microsoft Root Certificate Aut
Microsoft Root Certificate Aut
Microsoft oot Certificate Aut
MO LIABILITY ACCEPTED, ()9

<« ¢ @ —® @ [[poopibacolbomamedmndegs] - @ % n @ &

< C & [cucm-pubajcollabcom/cemadmin/showHomedo |

wlali,  Cisco Unified
€ISCO  For Cisco Unified Cf

Site Information for cucm-pub.ajcollab.com ulun  Cisco Ynified CM Administration

€150 For Cisco UNfied Communications Solutions

& Connection secure —o

Connection verified by a certificate issuer that is

not recognized by Moxzilla. General Detals Certification Path

Cisco Unified C

§ Certificate Information
23 Permissions

You have not granted this site any special permissions

Copyright © 139 - 2020 Cisco Sys
Al rights reserve: d.

Copyright
All rights

Clear Cookies and Site Data...

contains eryptographic features and is

subject to United States and local courtry laws governing import, eport, transfer and
port rypt orters, ors a

o g import, export, transfer and use. Delivery of Ci

Tssued to: cucm-pub.ajcolab.com

ompliance Product Report web site.

Tssued by: AICOLLAB-CA

System web site.

Valid from 25-Feb-21 to 25-Feb-23

Issuer Statement
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Cisco IP Phone Services

e

e Cisco IP Phones services are applications that use the web client, web server and XML capabilities
of Cisco IP Phone

¢ |P Phone firmware contains a micro web browser that enables limited web browsing capability

e For example, IP Phone can be used to turn ON and OFF the lights in a conference hall, IP Phones
can be used to order food from a hotel room, etc.

e These services are subscribed to the specific IP Phones so that those phones can get these
features. Enterprise subscription will make sure all the IP Phones will get that service

¢ Following list represents some of the configuration parameters related to IP Phone services and

XML operations
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e Totune the IP Phone service URLs, go to System >> Enterprise Parameters)

URL Authentication: http://ANY-CUCM-NODE-IP:8080/ccmcip/authenticate.jsp
This URL gets used to validate requests made directly to the phone. This URL is automatically configured

at install time. If the URL is removed, the push capabilities to the Cisco IP Phones will be disabled.

URL Directories: http://ANY-CUCM-NODE-IP:8080/ccmcip/xmldirectory.jsp

This parameter specifies the URL when the Directory button is pressed (missed calls, dialed calls, etc.).

URL Idle:

Points to a service that provides text orimage to be displayed on the phone screen when the phone s idle

URL Idle Time:

Parameter indicates the time in seconds that a phone wait before initiating URL idle service

URL Information: http://ANY-CUCM-NODE-IP:8080/ccmcip/GetTelecasterHelpText.jsp
It points GetTelecasterHelpText.jsp service in CUCM. It provides help or call statistics when user pushes

“?/ i’ button

URL Services: http://ANY-CUCM-NODE-IP:8080/ccmcip/getservicesmenu.jsp
It points to getservicesmenu.jsp services. It returns a CiscolPPhoneMenu object with a list of services that

are subscribed to the device when the user presses the service (Globe) button

Note: If your Phones doesn’t have proper DNS server to resolve these DNS host names, the services will

fail. Such scenarios, you can change these services to IP Address based instead of FQDN.
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http://any-cucm-node-ip:8080/ccmcip/authenticate.jsp
http://any-cucm-node-ip:8080/ccmcip/xmldirectory.jsp
http://any-cucm-node-ip:8080/ccmcip/GetTelecasterHelpText.jsp
http://any-cucm-node-ip:8080/ccmcip/getservicesmenu.jsp

4 Find and List IP Phone Services X
<« ¢ @

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

O & hit

‘cuem-pub ajcallab.com/cemadmin/phoneServicesFindList.do

al
cisco

System v CalRoutng ~ MediaResources v  Advanced Fealures v Device v  Application ¥  User Management =

Find and List IP Phone Services

o Addtew [T seectar [T cearan g Delete Selected

-

n @& =

[ENEEIGT Cisco Unified CM Administration

admin  About  Logout

Bulk Administration *  Help ~

‘ @ 7 records found

1P Phone Service  (1-7of7)

Rows per Page 50

Find IP Phone Service where [IP Phone Service | begins with | Find [ ClearFilter | <o =
a 1P Phone Service * Description Enterprise Subscription
[] Corporate Directory. Corporate Directory true
D Intercom Calls Intercom Calls false
D Missed Calls Missed Calls true
] Personal Directery Personal Directory true
O Placed Calls Placed Calls true
D Received Calls Received Calls true
(m} Voicemail Vaicemail true
Add New Select All Clear All Delete Selected

There are few default build in
services available
Device >> Device Settings >> P

Phone Services
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[Lab] Extension Mobility

e Allows roaming users to login to any device and get their personal settings such as Line number,
Speed dial, Forward settings, calling privileges, Music on Hold source etc.

e Device specific parameter remain the same

¢ Instead of configuring phones for users, we just create Device Profile. It is a virtual phone profile
that can move around to whatever phones the user logs into

e The configuration changes are triggered by a user login with a user ID & password, when the user
stops using the phone, he / she logs out and default configuration reapplied

e Itis implemented as a phone service and works on single cluster. From CUCM V8 onwards
Extension Mobility Cross Cluster (EMCC) can be implemented

e Line CSS Pulled from Device Profile Device CSS remains same

&« c @ © & httpsy//cucm-pub.ajcollab.com/ccmservice/MainServiet.class see w m o & =

5 e - == WEWGEGRELE Cisco Unified Serviceabilit
aliil  Cisco Unified Serviceability 2 2

€15€@  For Cisco Unified Communications Solutions

admin About Logout

pAlarm *  Trace * Toole *  Snmp ¥ CalHome *  Help =

Service Activation REECLIRLSE Control Center - Feature Services - I Go I

[, save Setto Default @ Refresh

’, Status:

@Update Operation Successful

Server” |cucm—pub.a]collab.com——CUCMVO|ceN|deo | ~|lGo
[ check All Services

"Select Server

CM Services
| Service Name Activation Status
| Cisco CallManager Deactivated
[l Cisco Unified Mobile Voice Access Service Deactivated
Cisco IP Voice Media Streaming App Activated
| Cisco CTIManager Deactivated
Cisco Extension Mobility Activated I
[l Cisco Extended Functions Deactivated
O Cisco DHCP Monitor Service Deactivated
[l Cisco Intercluster Lookup Service Deactivated
[l Cisco Location Bandwidth Manager Deactivated
O Cisco Directory Number Alias Sync Deactivated
O Cisco Directory Number Alias Lookup Deactivated
| Cisco Headset Service Deactivated
Cisco Dialed Number Analyzer Server Activated
Cisco Dialed Number Analyzer Activated
Cisco Tftp Activated
CTI Services
| Service Name Activation Status
O Cisco IP Manager Assistant Deactivated
O Cisco WebDialer Web Service Deactivated
[l Self Provisioning IVR Deactivated
CDR Services
| Service Name Activation Status
O Cisco SOAP - CDRonDemand Service Deactivated
(m Cisco CAR Web Service Deactivated

Database and Admin Services

| Service Name Activation Status

— Fimnn Dealls Prnsdninmine Condan Frmm b e
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ks Service Parameter Configuratic- X [a - o

< c o © & hitps;/fcucm-pub.ajcollab.com/ccmadmin/serviceParamEdit.do?server=e 4+ g n o ¢ =

allin  Cisco Unified CM Administration UEWPE Cisco Unificd CM Administration ~
€IS€0 £y Cisco Unified Communications Solutions admin  About  Logout

System v CallRoutng  Media Resources » Advanced Features v+ Device v Applicaton User Management Bulk Administration =  Help v

CEIEICH NN UCH Parameters for All Servers -

Service Parameter Configuration

o seve Setto Defaul Ek Condensed

rStatus
@ Status: Ready

rSelect Server and Service

Server® | cucm-pub.ajcollab.com--CUCM Veice/Video (Active, - |
Service™® [Cisco Extension Mobility (Active] -]

Al parameters apply only to the current server except parameters that are in the cluster-wide group(s).

[ Cisco Extension Mobility (Active) Parameters on server cucm-pub.ajcollab.com--CUCM Voice/Video (Active)

Parame! ter Name Parameter Value Suggested Value

r Clusterwide Parameters (Parameters that apply to all servers)

Enforce Intra-cluster Maximum Login Time *

|r5|55 | False

Intra-cluster Maximum Legin Time * |s:nn 8:00

Inter-cluster Maximum Login Time * [10:00 10:00

Maximum Concurrent Reguests * [1s 15

Intra-cluster Multiple Login Behavior * [Muttiple Logins Mot Allowed | Multiple Logins Not Allowed

Alphanumeric User 1D * [True | True

Remember the Last User Logged In * [False ~ False

Clear Call Logs on Intra-Cluster EM * [False | False

Headeet-based Extension Mobility * |Al\nw headset for Extension Mobility sign in and sign oL | Allow headset for Extension Mobility sign in
and sign out

Auto logout timer after headset disconnect (minutes) [5 5

Validate 1P Address * [ False | Falze

Trusted List of IPs [ 1

Allow Proxy * [True | True

EMCC Allow Proxy * [True | True

Extension Mability Cache Size * [10000 10000

Save Set to Default Condensed

Enforce Intra-cluster Maximum Login Time: This parameter determines whether a maximum login
time is enforced for local login.

Intra-cluster Maximum Login Time: This parameter specifies the maximum time that a useris
allowed to be locally logged in to a device. (Default 8 hours). After 8 hours the user automatically
logged out. The system ignores this parameter if the Enforce Maximum Login Time parameter is
set to False.

Inter-cluster Maximum Login Time: This parameter specifies the maximum time that a user is
allowed to be remotely logged in to a device in EMCC mode. EMCC always enforce auto logout
based on this value irrespective of the value of Enforce Maximum Login Time parameter (Default is
10 Hours)

Intra-cluster Multiple Login Behavior: This parameter specifies the behavior for multiple
attempted logins by the same user on different devices within the same cluster allowed or not. For
EMCC, multiple logins are always allowed

Alphanumeric User ID: This parameter specifies whether the user ID to be used is alphanumeric
or numeric.

Remember the Last User Logged In: This parameter specifies whether the user ID of the last user

logged in on a phone is remembered by the extension mobility application.
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Clear Call Logs on Intra-Cluster EM: This parameter determines whether the call information
stored on the phone directory (missed calls, placed calls, received calls) is cleared when a user
manually logs in or out of a phone in the same cluster. For Extension Mobility Cross-Cluster
(EMCC), the call log is always cleared when the user logs in or out of a phone)

Device >> Device Settings >> Phone Services >> Add New >>
http://cucm-pub.ajcollab.com:8080/emapp/EMAppServiet?device=#DEVICENAME#

Here CUCM-PUB runs Extension Mobility Service

If you enable Enterprise Subscription, then all the phones will get the service

LR ¢ N O & =

WEWTERGGE Cisco Unified CM Administration

admin About Logout

<« ¢ o © & hittps://cucm-pub.ajcollab.com/ccmadmin/phoneServicesEdit.do

alimli.  Cisco Unified CM Administration

CISCO  k4; Cisco Unified Communications Solutions

System + CallRouting + Media Resources +  Advanced Features * Device *  Application +  User M

istration + Help =

IP Phone Services Configuration

LB Save

rStatus

@ Status: Ready

G RCG R S Back To Find)/List ~

rService Information

Service Name* EXTENSION-MOBILITY

Service Description |EXTENSION-MOBILITY

Service URL* http://cucm-pub.ajcollab.com:8080/emapp/EMAppServiet?devic

Secure-Service URL \

Service Category® [l Sorviae ———— — CUCM node where Extension Mobility Service running
Service Type* Standard IP Phone Service ~

Service Vendor

Service Version

Enable $——
] Enterprise Subscription

Save <—

@ *_indicates required itemn.
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Device Profile Configuration X

. P - - -~ - - * —_

<« ¢ o © & https://cucm-pub.ajcollab.com/cemadmin/deviceProfileEdit.do?key=829- +»s g INn O @® =

ulinln  Cisco Unified CM Administration Navigation

€I15€0 g4, Cisco Unified Communications Solutions admin About Logouy
System ~ CallRouting ~ Media Resources ~ Advanced Features ~ Device ~  Application ~  User *  Bulk Admini ion * Help =
Device Profile Configuration Related \"&38 Back To Find/List
LB Save x Delete Copy EE: Add New
>iatus —I
@ Add successful
r Association rUser Device Profile Information

Modify Button Items Product Type: Cisco 8865
Device Protocol: SIP

1 wmzline [1] - Add a new DN €——— !
THE Device Profile Name* |11001 - Deepika Padukone €—— |

2 TR Ling [2] - Add a new DN Description |11001 - Deepika Padukone €—— |

3 Add a new D User Hold MOH Audio Source | = Naone = “'l

. i —— User Locale | < None » Vl
Phone Button Template® | Standard 8865 SIP é—— "’|

=
5 (&5 AddanewsD Softkey Template [ standard user &—— v]
3 Add a new SD Privacy ¥ | Default ”'l
- . N

= . e o) Always Use Prime Line | Default Vl
Always Use Prime Line for Voice | Default V|

8 Add 3 new SD Message*

O Ignore Presentation Indicators (internal calls only)

9 Add a new SD )
[J o Not Disturb

oy - - -
10 M DND Option* | Use Common Phone Profile Setting “l
---------- Unassigned Associated Items ---------- DND Incoming Call Alert [< None = v]
11 &5 Add a new SD Extension Mobility Cross Cluster | < None > v
Cs55
12 Alerting Calls
13 Al Calls rMLPP and Confidential Access Level Information
14 Answer Oldest MLPP Domain < None > -
15 ez Add a new BLF Directed Call Park MLPP Indication® | Default e
e - -
MLPP Preemption™® | Default w

16 Call Park
Call Pickup
CallBack

Login User Id | < None > v

"Logged 0Out (Default) Profile Information

Fum Rk Diictrirk

17

18

10
- il Directory Number Configurat = X ~+

e

- . o & -

c @ © & hitps:/fcucm-pub.ajcollab.com/ccmadmin/directoryMumberEdit.do?key= *** s In @ @ =

alml  Cisco Unified CM Administration NS Ge

CISC€O £ Cisco Unified Communications Solutions admin About Logol
System * CallRouting + Media Resources =  Advanced Features + Device +  Application +  User *  Bulk Admini: jion * Help =

GG RN R RN SS Configure Device (11001 - Deepika Padukong) -

LB Save x Delete % Reset 4% Apply Config ED: Add New

rStatus

® Update successful

r Directory Number Information

Directory Number® |11001 — | [urgent Priority
Route Partition [ BANGALORE-INTERNAL $—— v

Description |11E|E|1 - Deepika Padukone |

Alerting Name |11001 - Deepika Padukaone |

ASCII Alerting Name |11001 - Deepika Padukone |

External Call Control Pruﬂle| < None = >

[l Allow Contral of Device from CTI

Associated Devices SEPS01CEDDCT1DS
11001 - Deepika Padukone

Edit Device
Edit Line Appearance

Dissociate Devices
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i Directory Number Configuratic X

<« c o © & hiipsy

uem-pub gjcollab.com/ccmadmin/directoryNumberEdit.do ?key

Ty In @ & =

alal Cisco Uni
cisco

ied CM Administration

For Cisco Unified Communications Solutions

UEWLELLLY Cisco Unified CM Administration

admin About Logoy

System v CallRouting v Media Resources ~  Advanced Features v Device v  Application v  User Management ~  Bulk Adminisiration v  Help v

-ectory Number Config

[ s P veete Rpreset 2 Aolyconin  AddNew

LS Configure Device (11001 - Deepika Padukone) Go

Call Pickup Group Use System Default ~
Audio Alert

Setting(Phone Idle)

call Pickup Group Use System Default -
Audio Alert

Setting(Phone Active)

Recording Option* Call Recording Disabled ~
Recording Profile < None > -
Recording Media Gateway Preferred -
Monitering Calling < None > foad

Search Space

Log Missed Calls [m]

Submit
Propagate
Selected

rMultiple Call/Call Waiting Settings on Device 11001 - Deepika

Note:The range to select the Max Number of calls is: 1-200
Maximum Number of Calls*

Busy Trigger* (Less than or equal to Max. Calls)

[ Forwarded Call Information Display on Device 11001 - Deepika

Ocaller name

O caller number

[ Redirected Number
[ Dialed Number

[ Users Associated with Line

Full Name. User ID.

Padukane, Deepika deepika.padukone @

Associate End Users Select All Clear All |Delete Selected

Save | [ Delete | [ Reset | | Apply Config | | Add New

@ **%. Changes to Line or Directory Number settings require restart.

Device Profile Configuration X

<« c @ © & hitps://cucm-pub.ajcollab.cam/ccmadmin/deviceProfileEdit.doZkey =829 *+ & ¥ N @ &

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

(BWEEEEI Cisco Unified CM Administration

cisco

admin  About  Logouf

System > CallRouting > Media Resources v  Advanced Features v  Device ~  Application ~  User Management ~  Bulk Administration ~  Help ~

Device Profile Configuration Related Links:

G Save x Delete Copy |:|‘]= Add New

Subscribe/Unsubscribe Services
— —

@ Status: Ready

Assoc User Device Profile
Modify Button Tterns Product Type: Cisco 8865
Device Protocol: sIP
1 wmeline [1] - 11001 in BANGALORE-INTERNAL
e

Device Profile Name™* [11001 - Deepika Padukone ]
2 smeline[2]- Add a new DN
e

Description [11001 - Deepika Padukane ]
3 EmAddanewSD User Hold MOH Audie Source [ None > ~]
4  GgAddanewsp Eerl==lh [« None > -]
Phone Button Template* [Standard &8ss s1P v
5 &5 AddanewSD Softkey Template [Standard User vl
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& Subscribed Cisco IP Phone Services for 11001 - Deepika Padukone — Mozilla Firefox ] X
© & hitps://cucm-pub.ajcollab.com/ccmadmin/ipphoneServiceSubscribeEdit.do?device=8 *=»

Subscribed Cisco IP Phone Services for 11001 - Deepika Padukone
’ Next ‘? Help

rStatus

@ Status: Ready

rService Information

Service Subscription: New

Select a Service*

EXTENSION-MOBILITY €
Service Description

v
EXTENSION-MOBILITY

’—Suhlscrihed Services
|
C 72
Next Close

@ *_ indicates required item.

@ Subscribed Cisco IP Phone Services for 11001 - Deepika Padukone — Mozilla Firefox

© & hitps

] X
ucm-pub.ajcollab.com/ccrnadmin/ipphoneServiceSubscribeEdit.do?device=8 ***

Subscribed Cisco IP Phone Services for 11001 - Deepika Padukone
LB Save ? Help

rStatus

® Status: Ready

r Service Information

Service Subscription: EXTENSION-MOBILITY
Service Name®*

EXTENSION-MOBILITY $————
|—Su bscribed Services
|
|
i
Subscribe Back

7
@ *_ indicates required item.
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End User Configuration

& cacsad-o + @ ¥ n @ &

lisi e
cisco

WEWIEREEY Cisco Unified CM Administration

For Cisco Unified Communications Solutions. admin About Logou

System v  CallRouting ~ MWedia Resources >  Advanced Features v Device ~  Applcation =  User Management ~  Bulk Administration v  Help ~

Related

UUCH Back to Find List Users Go

[ sove 9 oot el s

Controlled Devices CIPC-ABDUL ~
SEPOBCCE8310664 Dev .
SEPOBCCEE31D463 L,""':’ = T
ine Appearance Association for Presence
SEPS01CBODCTIDS e
SEP503DES7D6C04 v
Available Profiles A
vA
CTI Controlled Device Profiles
v
-~
Mobility 1
Available Profiles
va
Controlled Profiles 11031+ Desniea Padukons €
v
~
Default Profile [ Not Selected ]
BLF Presence Group® | Standard Presence group <]
SUBSCRIBE Calling Search Space | < None > v|
Allow Control of Device from CTI
[[JEnable Extension Mobility Cross Cluster
- &l Phone Configuration * Mee = [m}

&« ( Q © ﬂh::p

n o & =

{feucm-pub.ajcollab.com/ccmadmin/phoneEdit.do?key

alm,  Cisco Unified CM Administration EPTEEEN Cisco Unified CM Administration

CISCO  ror cisco Unified Communications Solutions

admin  About  Logo

System = CallRouting ~ MediaResources Advanced Features » Device v  Applcation »  User Management ~  Bulk Administration v  Help =

Phone Configuration LEEIEN R RS Subscribe/Unsubscribe Services
— m—

LB Save xDeLete copy % Resst 7 Apply Config dl} Add New

Status:
@ Status: Ready

Association Phone Type

Modify Button Items Product Type:  Cisco IP Communicator

1 emmzline [1]- 11002 in BANGALORE-INTERNAL CaEalussh £8P
i

2 w2 Line [2] - Add & new DN ~Real-time Device Status
mrne [2] - Add s new DN
p Registration: Registered with Cisco Unified Communications Manager cucm-
3 Gguon sub1.ajcellab.com
5 Ggsopessonss 1Pv4 Address:  192.168.11.1
Active Load ID: CIPC-8-6-6-0
5 (G 98044260380 Download None
Status:
§  Conference
7 Do Not Disturb [ Device Information
8 Hunt Group Logout Device is Active
rrrrrrrrrr Unassigned Associated Items Eeies o]
9 &g AddanewsD Device Name* CIPC-ABDUL
10 @ Addanew SURL Description 11002 - Abdul Jaseem
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@& Subscribed Cisco IP Phone Services for CIPC-ABDUL — Mozilla Firefox

U & hip

cucm-pub.ajeollab.com/ccmadmin/ipphoneServiceSubscribeEdit.do?device

Subscribed Cisco IP Phone Services for CIPC-ABDUL

. Next ‘? Help
rStatus

@ Status: Ready

r Service Information

Service Subscription: New
Select a Service®

Service Description

EXTENSION-MOBILITY

|—Su bscribed Services

.
|
B3

Next Close

@ *_indicates required itemn.

& Subscribed Cisco IP Phone Services for CIPC-ABDUL — Mozilla Firefox — O X

© & hty cucm-pub.ajcollab.com/ccmadmin/ipphoneServiceSubscribebdit.do?device=

Subscribed Cisco IP Phone Services for CIPC-ABDUL
B Save ? Help

rStatus

® Status: Ready

r Service Information

Service Subscription: EXTENSION-MOBILITY
Service Name™® EXTENSION-MOBILITY

|—Su hscrlihed Services

Subscribe Back

- 0 L ey x

<« c o © & hitpsy/cucm-pub.ajcollab.com/ccmadmin/phoneEdit.do?key=faf18d63-+ === & T m o e =
Cisco Unified CM Administration (EWEERENY Cisco Unified CM Administration
For Cisco Unified Communications Solutions admin  About  Logoy

System v  CalRouting ¥ Media Resources ¥  Advanced Features v Device ¥  Application v User Management ¥  Bulk Administration ¥  Help v

Phone Config: n CEEICLNETIICH) Back To Find/List - Go

B Save x Delete Copy % Reset . Apply Config d']: Add New

UPEratien LompIstes oy 2021 |03 11 [12  (YYYY:MM:DD:HH)
Certificate Operation Status: None
Note: Security Profile Contains Addition CAPF Settings.

rExternal Data Locations Information (Leave blank to use default)

Information

Directory

Messages

Services

Authentication Server

Proxy Server

Idle

Idle Timer (seconds) 1

Secure Authentication URL

Secure Directory URL

Secure Idle URL

Secure Information URL

Secure Messages URL

Secure Services URL

Enable Extension Mobility|

Log Out Profile [ -- Use Current Device Settings -- -
Login Time < None =
Log out Time < None =
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ulvilie EM Logged in
cisco <L

| —
[£R 12:59p 01-03-21 8056311002 | 1:01p 01-03-%1
11001 - Deepika Padukone Zx

il EM Logged-out
cisco 99

1 05p 01-03-21 8056311002

& EXTENSION-MOBILITY 11002 - Abdul Jaseem Zx

|
| 3

lanril duk 2 & | =
Logout 2 € | S

P P

11001 - Deepika Padukone:
98044260389

: P
Do Not Disturb'®
Hunt Group (¢) .
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Troubleshooting Extension Mobility and Common Error Codes
While working in any enterprise UC infrastructure we usually face some common issues associated with
extension mobility. | have added most familiar issues that | have dealt with in the past.
Error: Host not found
e Make sure IP Phone can reach the service URL FQDN
e Make sure IP Phone can resolve the service URL FQDN
e Check Tomcat service is running on the Extension Mobility Enabled node

o If service URL is updated, please update the subscriptions in the phone

You can’t see the EM feature after hitting the services button
o Verify that you have configured the Extension Mobility service
o Verify the service URL is correct

e Start/Restart the EM services on the node

You can’t log in/out of the EM feature, but you can see it after pressing the services button
e This error comes when you haven’t enabled the extension mobility on the Phone

e Subscribed the service to the phones/device profiles but haven’t associated user to a device profile

Error: -After performing a login or logout, the user finds that the phone resets instead of restarting
e Locale change may provide the basis for reset.
o If the User Locale that is associated with the login user or profile is not the same as the locale or
device, after a successful login, the phone will perform a restart that is followed by a reset.

e This occurs because the phone configuration file is being rebuilt

Error [201] - Authentication error

e Theuser should check that the correct User ID and PIN were entered

Error [22] - Dev.logon disabled
e Make sure that you have chosen "Enable Extension Mobility" check box on the Phone

Configuration window.

Error [205] - User Profile Absent
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e Make sure that you have associated a Device Profile to the user
Error [208] - EMService Conn. error

o Verify that the Cisco Extension Mobility service is running on the node where service URL is

pointed to

Error [25] - User logged in elsewhere
e Check whether the useris logged in to another phone.
e If multiple logins need to be allowed, ensure the Multiple Login Behavior service parameter is set

to Multiple Logins Allowed or Auto logout

Error [503] - Http Error

e Check that the Cisco Extension Mobility Application service is running on the node where service
URL is pointed to

Error [202] - Blank user ID or Pin

o Make sure that you enter a valid user ID and Pin

Error [26] - Busy, please try again
e Check whether the number of concurrent login/logout requests is greater than the Maximum
Concurrent requests service parameter. If so, lower the number of concurrent requests
e To verify the number of concurrent login/logout requests, use Cisco Unified Communications
Manager Cisco Unified Real-Time Monitoring Tool to view the Requests in Progress counter in the

Extension Mobility object.

Error [6] - Database Error
e Check whether a large number of requests exists
o Iflarge number of requests exists, the Requests in Progress counter in the Extension Mobility
object counter specifies a high value.

o If the requests are rejected due to large number of concurrent requests, the Requests Throttled

counter also specifies a high value.

Error [207] - Device Name Empty or Error: - XML Error [4] Parse Error
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e Check that the URL that is configured for Cisco Extension Mobility is correct and there shouldn’t be

any space in between

Error - Cisco 8945 IP Phone does not show EM service

e Set service provisioning to default or internal. Refer Bug CSCtx70127

Error [http-8080-9]
EMX509TrustManager - checkServerTrusted: BSCUCMO0O01.blocksolutions.local Certificate not found in the
keystore : the certificate chain is not trusted, Could not validate path.

e This happens when we have HTTPS in the service URL

e TVS Service failed to verify the service URL certificate, usually happens when there was a

certificate related activity (regenerate, install new, etc.)

¢ You can try restarting TVS service of the node where phone is registered

e Make sure certificate activities are done in proper way

Error [213] - Login is unavailable
e This error comes when the device or phone load does not support EMCC (e.g. non-supported
phone models, supported phone models with older phone load)

e |t could also be the incorrect service URL and/or secure Service URL

Error - Untrusted IP Error

e This error comes when "Validate IP Address" service parameter is set to true and user tries to
login/logout from a machine whose IP address is not trusted i.e. not listed in Trusted List of Ips

service parameter

Error - 79XX phones cannot access certain SURLs when running firmware 9-0-3+

e Upgrade or Downgrade to the supported firmware

338


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCtx70127/?rfs=iqvred

DNS Based Redundancy in Extension Mobility
e As we know that we can configure only one service URL per service in Extension Mobility that is
http://cucm-pub.ajcollab.com:8080/emapp/EMAppServiet?device=#DEVICENAME#
e Here if EM service cucm-pub.ajcollab.com is down or the node itself down, then the future fails for the
users

e To provide redundancy on EM Future, we can enable Extension Mobility Service on other nodes, then

create a DNS A Record that points to IP Address of the nodes those are running EM Service

&
File Actien View Help
9| zmEBo=zHm §
2 QNS Mame Type - Data Timestamp
| WIN-SERVER-D1 :-:l_msdcs
w [ Fgrward Lookup Zones j sites
__ _msdcs.ajcollab.com j_tcp
v - ajcollab.com —a
s | _msdcs j_udp
= cites jDomainDn&Zones
7 tep jForestDnsZone5
| _udp E—I(same as parent folder) Host (A) 10.106.75.66 25-Feb-21 2:30:00 PM
“ DomainDnsZones E—l(same as parent folder) Host (4] 192.168.11.1 24-Feb-21 11:30:00 AM
: ForestDnsZones E-laus-cucm—pub Haost (A) 192.168.23.1 static
| Reverse Lookup Zones [—l cuc-pub Host (4) 192.168.21.4 static
| Trust Points E-lcuc—sub Haost (A) 192.168.21.5 static
~| Conditional Forwarders E—lcucm—pub Host (A) 192.168.21.1 static
E—lcucm—sub[)‘l Host (4] 192.168.21.2 static
E-lcucm—subDE Host (A) 192.168.21.3 static
E—limp-pub Host (A) 192.168.21.6 static
E-limp—sub Haost (A) 192.168.21.7 static
E—lsme-cucm-pub Haost (A) 192.168.22.1 static
E—lsme-cucm-subD‘l Host (4] 192.168.22.2 static
E—Iwin—ser\rer-[)‘l Host (A) 10.106.79.66 static
E—lwin—ser\rer-m Host (4) 192.168.11.1 static
E-l(same as parent folder) Mame Server (NS) win-server-01.ajcollab.com.  static
E—l (same as parent folder) Start of Authority (SOA) [80], win-server-01.ajcolla...  static
E-lem-service Host (4] 192.168.21.1
E—Iem-ser\rice Host (A) 192.168.21.2
E—lem-ser\rice Host (4] 192.168.21.3
£ >

339



e The FQDN resolves to each IP address alternatively, this is a kind of stateless load balancing and

uses default behavior of DNS Server

BX Administrator: Command Prompt s O b

[Versic
oft Corporation.

Server: UnKnown

.arpa
.6.0.0.0.0.0.0.0.0.0.0.0.08.1p6.arpa

-pa

. . . . . .darpa
name ser 1.9.9.9.8.0.0.0.0.0.9.9.9.9.96.06.0.0.0.0.0.0.0.0.96.0.0.0.0.0.0.0.ip6.arpa
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e Update the service URL with new FQDN
e Update the Subscriptions

=

c ﬁ]‘ © & https:/fcucm-pub.ajcollab.com/ccmadmin/phonese

aliali,. Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

Systemn - Call Routing - Media Resources - Adwvanced Features - Device - Application -

IP Phone Services Configuration
LB Save x Delete LB Update Subscriptions EDE Add News

— Status

@ Update succes=ful

—Service Information

Service Mame®* :E}:'.—I'ENSIDN—MDEI-ILITV

Service Description 'E;;..;;-|-Ep.‘|5,,1.;:;|-r'..|-|'-~.-1|;::u-E|.I|_IT'“rr

Service URL™ http:/derm-service.ajcollab.cormy: 3080/ emapp/EMAppServiet?dev
Secure-Service URL

Service Category™ | XML Service ~ |

Service Type® Standard IP Phone Service o

Service Vendor |

Service Version |

Enable
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Single sign-on (SSO)

¢ Single sign-on (SSO) is an authentication method that enables users to securely authenticate with
multiple applications and websites by using just one set of credentials

¢ One set of credentials to access multiple different services

e Authentication handled by IdP (Identity Provider) server, there are 2 types of SSO

¢ Intra-Organizational SSO: Access resources within the organization

¢ Inter-Organizational SSO: Also known as federated SSO, establish trust between multiple orgs to
authenticate users

¢ Identity information formatted using Security Assertion Markup Language (SAML) 2.0, XML based
open standard

o Service Provider (SP): Provides the service that being utilized (application or system that user
logs in to. e.g. CUCM, CUC, IMP, etc.)

o Identity Provider (IdP): System that challenges a user for their credentials and tells the SP if the
login was successful or not. Microsoft Azure and okta are cloud based |dPs Microsoft Windows
ADFDS, PingiD etc. are other IdPs

e Claim: An IdP configuration that determines what information is to send to SP. It's basically taking
some attributes (uid as SAM-AccountName)

e Inthe CUCM SSO, the SP is CUCM and the IdP can be a Windows Server with ADFDS installed
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[Lab] Configure Active Directory Federation Services (ADFS)
¢ | haveinstalled a Windows Server 2016 for the ADFS Service, again, installing Windows Server is
out of the scope of this article
e 192.168.11.1-AD DS, CA
e 192.168.11.2 - AD FDS
e Addyour ADFS Server to the Domain

[ mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2 -
File View Tools Help

Connect:

=@ Connections
windows-external-clent 192.168.11.3
in-server-02-30f 192.163.11.2

Computer Name/Domein Changes X
YYou can change the name and the membership of this
computer. Changes might afect access to network resources.

Computer name:
[winserver 022dks

Full computer name:
winserver-02:ads

< Member o
Tomain
B x [eotab.con]
7
41|15 @e O Workgroup:

~ Display ~ T
Name win-server-02-adfs_19;
Description
Icon mRemoteNG

| ponet General

| v connection
Hostrame/P 192168112
Username a@

Password
Domain

|~ protocol
Protocol RDP
Port 3389

Use Console Sessi No.
Server Authenticat Always connect, even
Minutes toldle 0
Load Balance Info

Use Credssp  Yes

| v Gateway
Use Gateway  Never
| Hostname/1P
Enter the hostname or ip you want to connect 208PM

D,

n mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2 =
File View Tools Help
Connect:
Connections
B o @ 2
@ connections

3 system

4 B> Control Panel > System and Security > System

Control Panel Home . . .
View basic information about your computer

© Device Manager Windows edition
& Remote settings Windows Server 2016 Stendard
© Advanced system settings © 2016 Microsoft Corporation. Al ights reserved. . Windows Server 2016
System
Processon Intel(R) Xeon(R) CPU ES-26432 @ 3.50GHz 3.50 GHz (@ processors)
<
s Installed memory (RAM): 400 GB
e e System type: 64-bit Operating System, x64-based processor
= De Pen and Touch: No Pen or Touch Input is available for this Display
~ Display ~ Computer name, domain, and workgroup settings
. -server02-adfs_19;
o win-server ! Computer name: win-server-02-adfs @ Change settings
Description
icon mRemoteNG Full comp A
| panet General Computer description:
| Cons ectie; Domain: ajcollab.com
Hostrame/p 192168112

Username Administrator Windows activation

Password .
s Windows is not activated. - Read the Microsoft Software License Terms

| v Protocol Product ID: 00377-60000-00000-AA934 @Activate Windows
Protocol ROP e o
Port 3389

Security and Maintenance
Use Console Sessi No

Server Authenticat Always connect, even
Minutes toldle 0
Load Balance Info
UseCredssp  Yes

|~ Gateway
Use Gatevay  Never

| Hostnamep

Enter the hostname or ip you want o connect a21oM

|te N e g B

a21em
N D) gy
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] Active Directary Users and Computers This is ADDS (192.168.11.1)

File Action View Help

o rE B Bz BE PeETE

=

L

TEa

: Active Directory Users and Com
| Saved Queries

v 3

Mame

1% WIN-SERVER-02-4

Type

ajcollab.com
| Builtin
Computers

I

Domain Controllers
ForeignSecurityPrincipal:
Managed Service Accour
Service Accounts

Site & Users

Site B Users

Users

| ), (w lur_ | g L Lol

up ADFS

Computer

Description

We are going to install ADFDS On this server

On your CA Server Create a Certificate Template that will be used by ADFS machine after setting

i; certsry - [Certification Autherity (LocalNAJCOLLAB-CANCertificate Templates]

File Action View Help

&= #|6=H

j_:é] Certification Authority (Local)
v g AJCOLLAB-CA
| Revoked Certificates
" lssued Certificates
| Pending Requests
| Failed Requests
~| Certificate Temr!-+~r

Mame

Huc Certificate Ternplate

& Directory Email Replication

E Domain Controller Authentication
5 Kerberos Authentication

& EFs Recovery Agent

Manage
itroller
MNew
View *
Refresh Certification Authority
Export List... ar
Help

Intended Purpose

Client Authentication, Server Authentic...
Directory Service Email Replication
Client Authentication, Server Authentic...
Client Authentication, Server Authentic...
File Recovery

Encrypting File System

Client Authentication, Server Authentic...
Server Authentication

Client Authentication, Server Authentic...
Encrypting File System, Secure Email, CL...
<All>

Microseft Trust List Signing, Encrypting...

& Certificate Templates Console

File Action View Help

| E= HE

] Certificate Templates (win-serve Template Display NamAe

5] Administrator

-@ Authenticated Session
4] Basic EFS

& ca Exchange

| CEp Encryption

5 Code Signing

&
£ Cross Certification Authority D= e
& Directory Email Replication All Tasks ¥
{5 Domain Controller
/3| Domain Cantroller Authentica Lropetics
& EFs Recovery Agent Help
-@ Enrollment Agent 1
-@ Enrellment Agent (Computer) 1
g P

-@ Exchange Enrollment Agent (Offline requ... 1

9 g q
&l Exchange Signature Only 1
B I A | 1

Schema Version Actions

1 Certificate Templates (win-server-01.ajcollab.com)
1 Maore Actions

1

2 Computer

1 More Actions

1
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Properties of New Template x

Subject HName Server lssuance Requirements
Superseded Templates Extensions Security
Compatibility Request Handling  Cryptography ~ Key Attestation

Template display name:

ADFS Certficate Template €—— |
Template name:

| ADF5Certiicate Template ¢——

Validity period:

Renewal period:

EI weeks ~

Publish certfficate in Active Directory é&——

[] Do not automatically reenrall if a duplicate certificate exists in Active
Directary

ox oy | [

Properties of New Template x
Subject Name Server lssuance Requirements
Superseded Templates Extensions Security

Compatibility General | Request Handling | Cryptography ~ Key Attestation
Purpose: Signature and encryption ~

Delete revoked or expired certificates (do not archive)
[ Include symmetric algorithms allowed by the subject
] Archive subject’s encryption private key

Authorize additional service accounts to access the private key (7)

Key Pemissions...

[+] Allow private key to be exported é——

Renew with the same key (7)
For automatic renewal of smart card cetfficates, use the existing key if a
new key cannot be created (7)
Do the following when the subject is enrolled and when the private key
associated with this certfficate is used:
Enroll subject without requiring any user input
Prompt the user during enroliment

Prompt the user during enroliment and require user input when the
private key is used

* Control is disabled due to compatibility settings.

ox o[

Properties of New Template *

Subject HName Server lssuance Requirements
Compatibility General

Request Handing  Cryptograp ey Attestation
Superseded Templates Extensions

I::'il'(!l.”:) or user Nnames:

S8 Autherticated Users

a Administrator

SR Domain Admins (AJCOLLABDomain Admins)

SR Domain Computers (AJCOLLABDomain Computers)
SR Enterprise Admins (AJCOLLAB Enterprise Admins)

—— [ ra ]

Remove

Permizsions for Authenticated Users Allow Deny
Full Contral | |
Read |
Write 1 1
Enroll O O
Autoenroll | |

For special permissions or advanced settings, click

Advanced. Advanced

QK Cancel Apply Help

el properties of New Template b4
yE
1Co | Select Users, Computers, Service Accounts, or Groups X
1Ce
Select this object type:

0ovE

|Users. Groups, or Buit-in securty principals

_P (Object Types...

1ent

ient | From this location:

Jek |ajco||ab.com | Locations...
Jet

5l Enterthe object names to select [examples):

Check Names

il

15 A

“ovt Advanced... oK Cancel
esp

Object Types X

Select the types of objects you want to find.

Object types:

. ABuitin security principals
g @;Ser\rice Accourts
i,,JComerters(—
%Gmups

8; Users

| 0K | Cancel
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Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Users. Computers, Groups, or Builtin security principals

| Object Types...

From this location:

|ajcollab com | Locations...

Enter the object names to select (examples):
WIN-SERVER-02-A| ¢——
This is going to be ADFDS Server

Check Mames

Advanced... Cancel

Properties of New Template

Subject Name Server lssuance Reguirements
Compatibility General Request Handling Cryptography  Key Attestation
Superseded Templates Extensions Security

GI‘OLID Qr User names:

SR Atherticated Users

a Administrator

E2 Domain Admins (AJCOLLABDomain Admins)

£2 Domain Computers {AJCOLLAB Domain Computers)

£2 Enterprise Admins (AJCOLLAB Enterprize Admins)
!WIN-SEHVEH-HZ—A (AJCOLLABWIN-SERVER-02-AS) &——

Add.. Remove

Permissions for WIN-SERVER-02-A Allow Deny

Full Control 1 |

Read [A¢— []

Wite

Enrall

Autoenroll «— [
For special permissions or advanced settings, click e
Advanced.

ox el

Properties of New Template *

Compatibility General Request Handiing Cryptography  Key Attestation
Superseded Templates Extensions Securty
| Subject Mame Issuance Reguirements

Server

() Supply in the request

Use subject information from existing certficates for autoenrollment
renewal requests (7)

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cerificate administration.

Subject name format:
Commen name  $———

[ include e-mail name in subject name

Include this information in attemate subject name:
[ E-mail name

DMS name

[] User principal name {UPM)

[ Service principal name {SPN)

* Control is disabled due to compatibility settings.

QK Apply Help

fé] certsry - [Certification Authority (LocalVAJCOLLAB-CA\Certificate Templates]

File Action View Help

€= | #z|lc=H

I3 Certification Authority (Local)

Mame Intel
A 0_21 {‘_JCOLLAB_CA = Huc Certificate Template Clier
J, Revoked Cér‘.tlflcates E Directory Email Replication Dire
| Issued Certificates . N ;
- ) E Domain Controller Authentication Cligi
| Pending Requests - .
e —_ ] Kerberos Authentication Clie
| Failed Requests T )
| Certificate Templates H| EFS Recovery Agent File
Manage Enci
cnllar lia
New ¥ Certificate Template to |ss
View N Clier
Encr
Refresh ertification Authority <Al
Export List... Mici
Help
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B ' Enable Certificate Templates X

Select one Cedificate Template to enable on this Cedification Authority.

Mote: If a certificate template that was recently created does not appear on this list, you may need to wait until
information about this template has been replicated to all domain controllers.

All of the cerificate templates in the organization may not be available to your CA.

For more information, see Certificate Template Concepts.

Mame Imtended Purpose

E ADFS Certificate Template Server Authentication, Client Authentication

E Authenticated Session Client Authentication

& CA Exchange Private Key Archival

E CEP Encryption Cerificate Fequest Agent

E Code Signing Code Signing

& Cross Certffication Autharity il

E Enrollment Agent Certfficate Fequest Agent

& Enroliment Agent (Computer) Cerificate Request Agent

E Exchange Enrollment Agent (Offline request) Cerificate Request Agent

E Exchange Signature Onby Secure Email o

—1

QK Cancel

() mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2
File View Tools Help

Connect: ~ " ROP - @~
Connections # X | @ win-server-02-adfs_192.168.11.2
=N =

=@ Connections -
‘ﬂwmaaw;,m.ma\,d.muqzmn3 @ File Action View Favorites Window Help

| 8lwin-server-02-adfs i52.163.11.2] e @ e B

Console Root ik pore
There are no items to show in this view. Console Root
More Actions

< >
Config ax
g2l |3 De
[~ pisplay ~
Name win-server 02-adfs_19;
Descriptio
icon mRemoteNG
Panel General
' Connection
Hostrame/P 192168112
Usemame
Password  essssessse == -
Domain
| Protocot
Protocol RoP =5 Type the name of program, folder, documen, orItemet
SE Fes =) tesource, and Windows will open it for you.
Use Console Sessi No.
Semer Athenticat Always connect,even gpen: [ -
Muulesfo lole; (19 & This task will be created with administrative privileges.
Load alance Info
UseCredssp Yes
| Cancel Browse..
UseGatewsy  Never L

Hostname/IP

Erter the hostrame or p youvart to comect | (TS
= @ P 0 € mE " =
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{3 mRemoteNG - confConsaxm - win-server-02-adfs_192.168.11.2 - X
File View Tools Help

Connect: - WROP - @
Gonnections o 2% | @ win-server-02-adfs_192.168.11.2 |
2 -} =
8 < & Consolel - [Console Root] I
= comecons &
r»nwmdowx—mema\—dl:m_!92lss113 @ File Action View Favorites Window Help N
B Glwin-senvero2adts 192.165.11.2] & New CtrleN
Open.. [SUR T —" ==
Save Ctrl+S
e There are no items to show in this view. e s
More Actions

<

Config 2 x

24 B Be

<

Hostname/IP
Enter the hostname or ip you want to connect

to,

Options...
Recent File

Edit

>

Display ~
Name win-server-02-adfs_19;
Description

Icon mRemoteNG

Panel General

Connection

Hostrame/lP  192.168.11.2

Username i

Password
Domain
Protocol
Protocol ROP

Port 3389

Use Console Sessi No

Server Authenticat Always connect, even
Minutes toldle 0

Load Balance Info

Use Credssp  Yes

Gateway

Use Gateway  Never v

Add/Remove Snap-in... é—Ctrl+M

Add or Remowve Snap-ins

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. Far
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ins:

Snap-n

-1 ActiveX Control

L Certificates oy

Component Services
(A Computer Managem. ..
E..lDevice Manager
o Disk Management
E Event Viewer

| Folder
_: Group Policy Object ...
8 1P security Monitor
& 1p security Policy M....
|Z] Link to Web Address

il . .

Authorization Manager

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and...
Microsoft Car...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

v

Description:

Add =

Selected snap-ns:

[ console Root

Edit Extensions...

Remove

Mowe Up

Move Down

Advanced...

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Cancel
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Certificates snap-in x Select Computer X

This snap-in will always manage certificates for: Select the computer you want this snap-in to manage.
(O My user accourt This snap-in will always manage:
(O Service accourt (®)Local computer:_fthe computer this console is unning

() Another computer: B

3.

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Cancel < Back Cancel
{3 mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2 = x
File View Tools Help
Connect: - WROP - @~
Copnectios 2% | @ win-server-02-adfs_192.168.11.2 |
Bow & Consolel - [ tificates (Local Comp = D

=€ Connections P
T windows eterna-lent 192169113 [ Fle Action View Favorites Window _Help =

| e s 20 6 B
 Console Root Object Type |[[Actions
v (5] Certificates (Local Computer)

3 Persor-- There are no items to show in this view. | iBemans
Tuste  Find Certficates... More Actions
‘5"‘*’? Al Tasks > Find Certificates.
interm
Truste  View > Request New Certificate...

1 Untrus New Window from Here Import...

) Third-

S Truste  NewTaskpad View. Advanced Operations >

3 Clientl  pefresh

1 Previe

S Remo EwortList.

Ismat e

| Trusteu vevices
| Windows Live ID Token Issuer

< >
Config X
e @e
~ Display ~
Name win-server 02-adfs_19;
Description
con mRemoteNG
Panel General

<
o
H

<
g
g

Use Console Sessi No.
Server Authenticat Always connect, even
Minutes toldle 0

Load Balance Info

Use Credssp  Yes

v Gateway
UseGateway  Never vl < >
Hostname/IP Request a new certificate from a certification authority (CA) in your domain

Enter the hostname or ip you want to connect
to,

— O X - O X
[ Certificate Enrollment 5] Certificate Enroliment
Before You Begin Select Certificate Enrollment Policy
The following steps will help you install certificates, which are digital credentials used to connect to wireless Certificate enrollment palicy enables enrollment for certificates based on predefined certificate templates.
networks, protect content, establish identity, and do other security-related tasks. Certificate enrollment policy may already be configured for you.
Before requesting a certificate, verify the following: Configured by your administrator

Your computer is connected to the network Active Directory Enrollment Policy

You have credentials that can be used to verify your right to obtain the certificate N S
Configured by you Add New
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5] Certificate Enroliment 54l Certificate Enrollment
Request Certificates Certificate Installation Results
You can request the following types of certificates, Select the certificates you want to request, and then The following certificates have been enrolled and installed on this computer.
click Enroll.

Active Directory Enrollment Policy

Active Directory Enrollment Policy

ADFS Certificate Template o STATUS: Succeeded Details!

A STATUS: Available Details »

[ Computer ) STATUS: Available Details v

[ Show all templates

Cancel
{0 mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2
File View Tools Help
Connect: ~ "ROP + @~
iGonnectiog= 2% | @ win-server-02-adfs 192.168.12
B o @ B
=9 Connections
windows-external-client_192.165.11.3 [i@ File Action View Favorites Window Help
R Bluinserver.02-adfs 152.163.11.2) oo | & B | O [ =
| 8lwinsserver-02-a0fs 192.163.11 e 2 4L XEE BE
7 Console Root Issued To = Issued By Actions
v GGl Certificates (Local Computer) Plwin-server-02-adfs.ajcollab.com AJCOLLAB-CA Certificates
v [ Personal
More Actions

| Certificates
1 Trusted Root Certification Authoriti

win-server-02-adfs.zjcollab.com
| Enterprise Trust

| Intermediate Certfication Authoriti More Actions
" Trusted Publishers
| Untrusted Certificates
1 Third-Party Root Certification Auth
Trusted People
Client Authentication lssuers # Certificate X
Preview Build Roots
Remote Desktop General Detais_ Certfication Path
| Smart Card Trusted Roots
| Trusted Devices
71 Windows Live ID Token lssuer W IestincatE Tiformation
This certificate is intended for the following purpose(s):
< > « Ensures the identity of a remote computer
e «Proves your identty o a remote compu
Config ax
4! O Be
~ Display ~
Name win-server-02-adfs_19;
Description Issued to: vin-server-02-adfs.jcolsb.com
con mRemoteNG
parel Seacal Issued by: AXOLLAB-CA
¥ Connection
Hosthame/P 192168112
e P Valid from 3/16/2021 to 3/16/2022
Password ¥ You have a private key that corresponds to this certificate.
Domain
| Protocol
Protocol RoP
Port 3389
Use Console Sessi No
Server Authenticat Always connect, even
Mindestoldle 0 o]
Load Balance Info
UseCredssp Yes
|V Gateway
UseGateway  Never oll< >« 5|
Fr— Personal store contains 1 certfcate.

Enter the hostname or ip you want to connect
to,

Add a Service Accountin AD

] Active Directory Users and Computers - O X
File Action View Help
e @ /0 XEBc=HEBaETEa%

: Active Directory Users and Com || Name Type Description

| Saved Queries &
~ 3 ajcollab.com
| Builtin
Computers

%Idap admin User

Daormain Controllers
ForeignSecurityPrincipal{| [ have added a Service Account, that will be used while setting up ADFS
Managed Service Accour
Service Accounts

Site & Users

Site B Users

Users
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Add ADFS Feature

n win-server-02-adfs_192.168.11.2 |

[ Server Manager — O >
LE DaShbDard - {E}} | r Manage Tools View
Tl esret WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
- _ o Configure this local server
BE File and Storage Services b ~
QUICK START
2 Add roles and features ¢———
3 Add other servers to manage
WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services
Hide
LEARMN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups: 1 | Servers total: 1
== File and Storage =
[} . 9 1 fl Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
3/16/2021 4:29 PM
@ Manageability
Events “
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Fﬁ Add Roles and Features Wizard — O
DESTINATION SERVER
Se | ect SE' I’ Ve r I’O | ES win-server-02-adfz.ajcollab.com

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
SEIREREE Sy ] Active Directory Certificate Services - Active Dlrectpr}r ngera_tmn Services
Server Roles [] Active Directory Domain Services (AD FS) provides simplified, secured
. Active Directory Federation Services identity federation and Web single
Featres [] Active Directory Lightweight Directory Services sign-an (550) cap._ab|l|t|es..AD Fs
AD FS [] Active Directory Rights Management Services includes a Federation Service that
. [] Device Health Attestation enables browser-based Web S50.
Confirmation
[] DHCP Server
[] DNS Server
] Fax Server
| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
1 Hyper-V
[] MultiPoint Services
] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
] Remote Desktop Services
[] Volume Activation Services
] Web Senver (1IS)
[] Windows Deployment Services w
< Previous | | Next > Install
= Add Roles and Features Wizard — O x
- DESTINATION SERVER
Installation progress win-server-02-2dfs acollab.com

View installation progress

o Feature installation
—

Installaticn started on win-server-02-adfs.ajcollab.com

Active Directory Federation Services

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext » Cancel
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Configure ADFS

[ Add Roles and Features Wizard — O X

DESTINATIOM SERVER

Installation progress win-server.02-adsscollab.com

View installation progress

o Feature installation

Configuration required. Installation succeeded on win-server-02-adfs.ajcollab.com.

Active Directory Federation Services
Additional steps are required to configure Active Directory Federation Services on this machine.

Configure the federation service on this server.,

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous MNext = Close Cancel

e Active Directory Federation Services Configuration Wizard - O *
W | TARGET SERVER
glicome win-server-02-adfs.ajcollab.com

Welcome to the Active Directory Federation Services Configuration Wizard,

Connact to AD DS
Specify Service Properties Before you begin configuration, you must have the following:
Spedify Service Account * An Active Directory domain administrator account.

Specify Database * A publicly trusted certificate for S5L server authentication.

AD F5 prerequisites

Select an option below:
(® Create the first federation server in a federation server farm €————

) Add a federation server to a federation server farm

Configuring sign-in to Office 3657 Exit this wizard and use Azure Active Directory Connect.
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= Active Directory Federation Services Configuration Wizard — O X

. 5 - = TARGET SERVER
Connect to Active Directory Domain Services win-server-02-adfs.ajcollab.com
Welcome . , S ' y .
Specify an account with Active Directory domain administrator permissions to perform the

Connect to AD DS federation service configuration.

Specify Service Properties |AJCOLLAB\Administrator (Current user) |

Specify Service Account

Spacify Database

< Previous | | MNext = Configure

& Active Directory Federation Services Configuration Wizard — | X
S . ]( 5 . P . TARGET SERVER
DEG }’ grvice ropertles win-server-02-adfs.ajcollab.com
Welcome
S5L Certificate: win-server-02-adfs.ajcollab.com | | Import...

Connect to AD DS

wvice Properties View
Specify Service Account Federation Service Name: win-server-02-adfs.ajcollab.com
Specfy Database Example: fs.contoso.com
Federation Service Display Name: AJCOLLAE - ADFﬂ

Users will see the display name at sign in.

Example: Contoso Corporation

< Previous | | Mext » Configure
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[ Active Directory Federation Services Cenfiguration Wizard - O X

. - TARGET SERVER
S p ec |fy S ervice ACCO unt win-server-02-adfs.ajeollab.com

| A, Group Managed Service Accounts are not available because the KDS Root Key has not been set. Use the foll... Show mare b4

Welcome . . )
Specify a domain user account or group Managed Service Account.

Connect to AD D5 )
Create a Group Managed Service Account

Specify Service Properties

Specify Service Account Account Name: AJCOLLABA

SRS (®) Use an existing domain user account or group Managed Service Account
Account Name: AJCOLLAB\afs.ad... Clear || Select.
Account Password: TITTYTYT T |

< Previous | | MNext = Configure

= Active Directory Federation Services Configuration Wizard — O >
. . . TARGET SERVER
Specify Configuration Database win-server-02-adfs.ajcollab.com

Welcome
Connect to AD DS

Specify a database to store the Active Directory Federation Service configuration data.

®) Create a database on this server using Windows Internal Database, é—
Specify Service Properties

Snecify Service Account ) Specify the location of a SOL Server database.

Specify Database

Database Host Name:

Review Options

Fre-requisite Checks Database Instance:

To use the default instance, leave this field blank.

< Previous | | Next = Configure
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= Active Directory Federation Services Configuration Wizard

— O *
Revi Opti TARGET SERVER
SVIEW ptl Ll win-server-02-adfs.ajcollab.com
Welcome Review your selecticns:
Connect 10 AD DS This server will be configured as the primary server in a new AD FS farm 'win-server-02-

adfs.ajcollab.com’.
Specify Service Properties

Specify Service Account AD F5 configuration will be stored in Windows Internal Database.

Spacify Database

Windows Internal Database feature will be installed on this server if it is not already installed.

Federation service will be configured to run as AJCOLLAB\adfs.admin.

These settings can be exported to a Windows PowerShell script to automate
additional installations

< Previous | | Next = Configure

[ Active Directory Federation Services Configuration Wizard — O x

) TARGET SERVER
Pre-requisite Checks

win-server-02-adfs.ajcollab.com

| & Al prerequisite checks passed successfully. Click ‘Configure’ to begin installation, Show more x

Welcome

Prerequisites must be validated before Active Directory Federation Services is configured on this

Connect to AD D5 computer.

Specify Service Properties Rerun prereguisites check

Specify Service Account

Specify Database @ LED0=L 2

Review Options o Prerequisites Check Completed

Pre-requisite Checks Q All prerequisite checks passed successfully. Click "Configure” to begin installation.

< Previous MNext = Configure | | Cancel
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= Active Directory Federation Services Cenfiguration Wizard - O >

R | TARGET SERVER
esults win-server-02-adfs.ajcollab.com
‘ & This server was successfully configured Show mare ®

@ View detailed operation results

1. A machine restart is required to complete ADFS service configuration. For more
informaticn, see: httpy//go.microsoft.com/fwlink/?Linkld=798725

1. The 55L certificate subject alternative names do not support host name 'certauth.win-
server-02-adfs.ajcollab.com’. Configuring certificate authentication binding on port ‘49443
and hostname 'win-server-02-adfs.ajcollab.com’.

! An error occurred during an attempt to set the SPN for the specified service account, Set
the SPN for the service account manually. Far more information about setting the 5PN of
the service account manually, see the AD FS Deployment Guide. Error message: The SPN
required for this Federation Service is already set on another Active Directory account.
Choose a different Federation Service name and try again.

I The 5351 certificate does not contain all UPN suffix values that exist in the enterprise. Users

with UPN suffix values not represented in the certificate will not be able to Workplace-loin
their devices. For more information, see http://go.microsoft.com/fwlink/7Linkld=311954,

MNext steps required for completing your federation service deployment

Need to monitor AD F5 service? Use Azure Active Directory Connect Health,

< Previous Mext = Close Cancel

[ Active Directory Federation Services Configuration Wizard - O
| | | - TARGET SERVER
nSta atlom win-server-02-adfs.ajcollab.com
Pragress

Initializing the SQL database...
# | View detailed operation results
I, A machine restart is required to complete ADFS service configuration. For more
information, see: hitpy//go.microsoft.com/fwlink/7Linkld=798725

I, The S5L certificate subject alternative names do not support host name ‘certauth.win-
server-02-adfs.ajcollab.com’. Configuring certificate authentication binding on port '49443°
and hostname ‘win-server-02-adfs.ajcollab.com’.

Installation

< Previous MNext > Configure Cance
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n win-server-02-adfs_192.168.11.2

Run below commands,

(@ mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2

File View Tools Help

Connect: ~ WROP - @~
Connections 2 X | @ win-server-02-adfs 192.168.11.2 |
@ o - 4

=@ Connedtions

‘ {3 windows-external.client_192.168.11.3

| 8win-server-02-adfs 192.165.11.2

§n ADFS

Action View Window

Administrator ice
Administrat ] Attribute Stores
| Authentication Methods
| Certificates
| Claim Descriptions
| Device Registration
| Endpoints
1 Scope Descriptions
| Web Application Proxy
1 Access Control Policies
1 Relying Party Trusts
Claims Provider Trusts
Application Groups

< >
YYou can use options ‘multifactor
2 x Adhentication Methods ot corfgured
e

win-server-02-adfs_19;

Desription
Icon mRemoteNG
Panel General

v Connection
Hostiame/lP  192.168.11.2
Username Administrator
Password seessessen
Domain

| v protocol
Protocol ROP
Port 3389

Use Console Sessi No.
Server Authenticat Always connect, even
Minutes toldle 0

Load Balance Info

Help

Set-AdfsProperties -EnableIdPInitiatedSignonPage $true

Authentication Methods

Authentication Methods Overview

Youcan
Leam more
ADFS Help

Primary Authentication Methods
¥ that use AD FS for authentication. You can
prmary
Forms Authentication.
Microsoft Passport Authertication

—>Edt

Foms Authentication.
Windows Authentication,
Microsoft Passport Authentication

Multi-factor Authentication Methods

Use CredSsp Yes
v Gateway
UseGateway  Never v

Hostname/IP
Enter the hostname or ip you want to connect
to,

Enable-AdfsEndpoint -TargetAddressPath "/adfs/services/trust/13/windowstransport"

Actions
Authentication Methods
Edit Primary Authentication Methods..
Edit Multi-factor Authentication Methods...
View
New Window from Here

Refresh

608PM

[}

3/16/2021
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Edit Authentication Methods *

Primary  Muttifactor

Select authentication methods. By selecting more than one authentication methed., you enable
users to have a choice of what method to authenticate with at sign in.

I Integrated Windows authentication method is specified, it appears as the default (
authentication method on browsers that support Integrated Windows authentication.

Learn more about Azure MFA (Multi-Factor Authentication).

T

Extranet

Foms Authertication

[] Certfficate Authentication

[] Device Authentication

Microsoft Passport Authentication

Intranet

Forms Authertication

I Vindows Adhericaion
[ Certificate Authentication

[] Device Authentication

Microsoft Passport Authentication

i ] Azure MFA authentication methods will not be available until an Azure Active
Directory tenant is configured. Learn More

To use device authertication as a primary authentication method, you need to corfigure
device registration.

QK Cancel Apply

e Access the sample SSO login page

e https://win-server-02-adfs.ajcollab.com/adfs/ls/idpinitiatedsignon.aspx

{3 mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2

- X
File View Tools Help
Connect: ~ WROP - @~
Conoections X [ win-server-02-adfs 192168112 b x
B w2
=@ Connections

P ndous st cion 1527168112

Jwin-server.02-adfs 192.168.11.2)

dfs.a. O~ @C | @signin

AJCOLLAB - ADFS

Sign in with your organizational account

Administrator@ajcollab.com

< >
s / Svgn in
Config B X 5
g2l B De /
v Display ~
Name win-server02-ads_19;
Description
Icon mRemoteNG
Panel General
v Connection
Hostrame/lp  192.168.112
Username ‘Administrator Y
Passuord > RN
Domain
~ Protocol
Protocol ROP
port 3389

Use Console Sessi No.
Server Authenticat Always connect, even
Minutes toldle 0

Load Balance Info

UseCredssp Yes

v Gateway
Use Gateviay  Never &
Hostname/IP.
Enter the hostname or ip you want to connect 5
o )
= =
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https://win-server-02-adfs.ajcollab.com/adfs/ls/idpinitiatedsignon.aspx

() mRemoteNG - confCons.xml - win-server-02-adfs_192.168.11.2 —~

¥
File View Tools Help
Connect: T
Connections X | @ win-server-02-adfs_192.168.11.2 abx
B o @ 4

@ Connections
‘ windows-external-client_192.168.11.3

dfs 192.168.11.2)

@ hitps,//win-server-02-adfs.a.. O ~ @ C || @ signin
AJCOLLAB - ADFS

You are signed in.

Sign Out

‘win-server-02-adfs_19;

mRemoteNG
General

Hostrame/lP  192.168.112

Usermame Administrator
Password Would you ke to store your password for jcollab.com? ~ More info Not for this site
Domain

v Protocol
Protocol ROP
Port 3389
Use Console Sessi No
Server Authenticat Always connect, even
Minutes to ldle 0
Load Balance Info
UseCredssp Vs

v Gateway
UseGateway  Never

Hostname/IP

Enter the hostname or ip you want to connect
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[Lab] Configure SSO in CUCM
e Provide Standard CCM Super Users role to any LDAP synced userin CUCM, this account will be
used to test SSO

- ls End User Configuration *
&« c @ © & 25 hitp
| Cisco Unified CM Administration Navigation

cisco

/fcucm-pub.ajcollab.com:8443/ccmadmin/userEdit.dotkey=dde === & i In o @0 =

For Cisco Unified Communications Solutions abdul.jaseem Search Documentation About Logout

System + CallHouting + Media Resourcez = Advanced Features +» Device »  Application = User Management =  Bulk Administration -+ Help «

End User Configuration CEIBICRET UGS Back to Find List Users -
B Save x Delete EII]: Add New

[Jenable Mobile vaice Access
Maximum Wait Time for Desk Pickup™* |1DDDD |

Remote Destination Limit* |4 |

Remote Destination Profiles

View Details

—Mutilevel Precedence and Preemption Authorization

MLPF User Identification Number | |

MLPP Password | |

Confirm MLPP Password | |

MLFPP Precedence Authorization Level | Default V

r CAPF Information

Associated CAPF Profiles

View Details

r Permissions Information

Groups | standard CCM End Users

Standard

Standard CTI Allow Control of Phones supporting C
Standard CTI Allow Control of Phones supporting R
Standard CTI Enabled View Details

Add to Access Control Group

Remove from Access Control Group

Roles | standard AXL API Access ~
Standard Admin Rep Tool Admin
Standard CCM Admin Users
Standard CCM End Users

Standard CCMADMIN Administration

<

View Details

r Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number
Attendees Access Code

Save Delete Add New

@ *_ indicates required item.
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e System >> SAML Single Sign-On

SAML Single Sign-On x

&« C @ O &£ 192.168.21.1/ccmadmin T mn o @® =

amlSingleSignOn.do

alim.  Cisco Unified CM Administration
cisco

WEWTGEGLY Cisco Unified CM Administration o

admin Search Documentation About Logout

For Cisco Unified Communications Solutions

User Management +  Bulk Administration * Help =

Systemm +  CallRouting =  Media Resources »  Advanced Features « Device +  Application +

SAML Single Si
S50 Mode

® Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

O Per node (One metadata file per node)

p\,}) Enable SAML SS0 - Export All Metadata Update IdP Metadata File Fix All Disabled Servers

Status
@ RTMT is enabled for S50. You can change 550 for RTMT here.

@ SAML 550 disabled

SAML Single Sign-On (1-50f5) Rows perPage| 50
Sarver Name S50 Status Re-Import Matadata Last Metadata Import Export Matadata Last Metadata Export 550 Test
cucm-pub.ajcollab.com Dizabled NfA Newver File Newver Newver

Run S50 Test...

cucm-sub01.ajcollab.com Disabled 1dP Newver File Newver Never
Run S50 Test...

cucm-sub02.ajcollab.com Dizabled 1dP Newer File Newver Newver
Run 550 Test...

imp-pub.ajcollab.com Disabled 1dpP Newver File Newver Newver
Run S50 Test...

imp-sub.ajcollab.com Dizabled 1dP Newer File Newver Newver
Run 550 Test...

Enable SAML 550 Export All Metadata Update IdF Metadata File Fix &ll Disabled Servers

@ *_ indicates required item.

8 SAML Single Sign-On & c Downloads\cucm-pub.zjcollab. e - Notepads++ - o X
_ | File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7 X
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n mRemoteMG - confCons.xml - win-server-02-adfs_192.168.11.2

File  View Tools Help
Connect:

Connections

EB o = 2l
E)—@Connections

windows-external-client_192.168.11.3
-adfs 192.168.11.2]
£ >
4 Search
Config I x
4! B De
“ Display ~
Mame win-server-02-adfs_19:
Description
lcon mRemoteNG
Fanel General
¥ Connection
Hostname/IP 192.168.11.2
Username Administrator
Password LITTITTTITT]
Domain
¥ Protocol
Protocal RDP
Port 3389
Use Console Sessi No

Server Authenticat Always connect, even
Minutes to Idle 0@
Load Balance Info

Use CredSsP Yes
v Gateway
Use Gateway Never

MName

This is the name that will be displayed in the
connections tree.

» up RDP ~ €9~

X n win-server-02-adfs_192.168.11.2

g ADFS

G File Action View Window Help
I AN] il 7
9 ADFS
| Service

| Access Control Policies

" Relying Party Trusts €——
| Claims Provider Trusts

_ Application Groups

Display Name

Actions
Relying Party Trusts

» Add Relying Party Trust...
View

MNew Window from Here

7, Refresh

L]

Help
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& Add Relying Party Trust Wizard x
Welcome
s Welcome to the Add Relying Party Trust Wizard
@ Welcome

Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Sounce authorization decisions. Non-claims-aware applications are web-based and use Windows

Integrated Authentication in the internal network and can be publizhed through Web Application
@ Ch'?":'se Access Control Prouy for extranet access. Learn mare

Palicy
@ Readyto Add Trust ®) Claims aware
@ Firish () Non claime aware
< Previous Cancel

i Add Relying Party Trust Wizard x

Select Data Source

Steps
@ Welcome
@ Select Data Source

@ Choose Access Control
Palicy

@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

|Use this option to import the necessary data and cerificates from a relying party organization that publishes
its federation metadata online or on a local networlk.

Federation metadata address (host name or URL):

Example: fz contoso com or hitps://www contoso com./app

(® Import data about the relying party from a file

|Uze this option to import the necessary data and certificates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
|::"-.Users"-Administmtor.AJCO LLAB Desktopcucm-pub ajcollab com-single-agreemert Browse.

(") Ertter data about the relying party manually
|Use this option to manually input the necessary data about this relying party organization.

< Previous Mead = Cancel

364




& Add Relying Party Trust Wizard *

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Display name:
@ Select Data Source CUCM-CLUSTER-S50
@ Specify Display Name Notes:
@ Choose Access Corttrol CUCMCLUSTER-550]

Palicy
@ Readyto Add Trust
@ Finish

< Previous Meadt > Cancel
G Add Relying Party Trust Wizard *®

Choose Access Control Policy

e Choose an access control policy:
@ Welcome
! MName Description G
@ Select Data Source » ~
Pemit everyone Grant access to everyone.
@ Specify Display Name Pemit everyone and require MFA Grant access to everyone and requir
@ Choose Access Cortrol Pemit everyone and require MFA for specific group Grant access to everyone and requir
Palicy Pemit everyone and require MFA from extranet access Grant access to the intranet users ar
@ Readyto Add Trust Pemit everyone and require MFA from unauthenticated devices Grant access to everyone and requir
Pemit everyone and require MFA, allow automatic device registr...  Grant access to everyone and requir
@ Finish Pemit everyone for intranet access Grant access to the intranet users.
Parmit enanifin A Rrart s~rase tn 1ieare AF Ane Ar mans
< >
Palicy

Pemit everyone

[] ! do not want to configure access control policies at this time. No user will be pemmitted access for this
application.

< Previous Mext > Cancel
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& Add Relying Party Trust Wizard *®
Ready to Add Trust
Steps The relying party trust has been corfigured. Review the following settings, and then click Next to add the
@ Welcome relying party trust to the AD FS configuration database.
@ Select Data Source Encryption  Signature  Accepted Claims  Organization Endpoints  Motes  Adwanced a9
@ Specify Display Name Specify the encryption certificate for this relying party trust.
@ Chqofe Access Control Encryption certficate:
Palicy

@ Readyto Add Trust lssuer: CM=AJCOLLAB-CA, DC=ajcollab, DC=com
@ Finish Subject: CM=cucm-pub ajcollab .com, OU=Collab, O=Aj Collab, L=Bangalore, 5=Kamataka, {

Effective date:  3/11/2021 1:09:45 PM

Expiration date: 3/11/2023 1:05:45 PM

View...
< Previous Mext > Cancel

G Add Relying Party Trust Wizard *®

Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added.

Corfigure claims issuance policy for this application
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n mRemoteMG - confCons.xml - win-server-02-adfs_192.168.11.2
File View Tools Help

Connect: - up RDP ~ &~
Connections B X | B win-server-02-adfs_192.168.11.2
& 2l
o @ % -
9—9 Connections )
windows-extemal-client_152.168.11.3 |4 File Action View Window Help _ &
win-server-02-adfs 192.168.11.2] fa = | e | E
| ADFS Relying Party Ti Actions
| Service )
- i Relying Party Trusts -
| Access Control Policies Display Name fyino ity
= Relvina Partv Trusts CUCM-CLUSTER-S50 Add Relying Party Trust...
Edit Claim Issuance Policy for CUCM-CLUSTER-550 X View »
lssuance Transform Rules MNew Window from Here
The following transform rules specify the claims that will be sent to the relying party. G] Refresh
E Help
Order  Rule Name lssued Claims
CUCM-CLUSTER-550 -
Update from Federation Metadata...
Edit Access Control Policy..
% Edit Claim Issuance Policy...
Disable
ﬁ Properties
< > K Delete
4 Search 4} E Help
Config I x
B e
~
win-server-02-adfs_19:
Description
lcon mRemoteNG
Pans| General
~ Connection
Hostname/IP 192.168.11.2 :
Username Administrator Add Rule... Edit Rule.. Remowve Rule...
Password LRI Il l]]]
Domain
0K Cancel Apply
Protocol RDP
Port 3389
Use Console Sessi No
Server Authenticat Always connect, even
Minutes to ldle 0
Load Balance Info
Use Cred5sP Yes
v Gateway
Use Gateway Never W < >
MName File Explorer

This is the name that will be displayed in the
connections tree.
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% Add Transform Claim Rule Wizard >

Select Rule Template

S Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:
Send LDAP Aftributes as Claims w
Claim rule template description:
Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneMNumber
Active Directory attributes and then send those values as two different outgeing claims. This rule may also
be used to send all of the user's group memberships.  you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.
< Prewvious Mext = I | Cancel
ﬁ Add Transform Claim Rule Wizard d
Configure Rule
Steps *You can corfigure this nule to send the values of LDAP attributes as claims. Select an attribute store from which
@ Choose Rule Type };ﬁhmedmll_EAP attributes. Specify how the attributes will map to the outgoing claim types that will be issued
@ Configure Claim Rule Claim rule name-
|NameID —
Fule template: Send LDAP Attributes as Claims
Attribute store:
ctive Directory $—— P |
Mapping of LDAF attributes to outgoing claim types:
;E?Ex?bme (Select or type to COutgoing Claim Type (Select or type to add more)
SAM-Accourt-Name €&—— ~|luid  Type this ~
(2] R b

< Previous | I Finish I | Cancel
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Edit Claim Issuance Policy for CUCM-CLUSTER-550 X
lssuance Transform Rules
The following transform rules specify the claims that will be sent to the refying party.
Order  Rule Name lssued Claims
1 NamelD uid
Add Rule... Edit Rule... Femove Rule...
0K Cancel Apply

'ﬁ Add Transform Claim Rule Wizard

Select Rule Template

. Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Corfigure Claim Rule Claim rule template:

Send Claims Using a Custom Rule €—— e

Claim nule template description:

IUsing a custom rule, you can create rules that can't be created with a rule template. Custom rules are
written in the AD FS claim rule language. Capabilties that require custom rules include:

+ Sending claims from a SQL attribute store

+ Sending claims from an LOAP attribute store using a custom LOAF fitker

+ Sending claims from a custom attribute store

+ Sending claims onby when 2 or more incoming claims are present

+ Sending claims onby when an incoming claim value matches a complex pattem
+ Sending claims with complex changes to an incoming claim value

* Creating claims for use only in later rules

< Previous Mext = Cancel
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Edit Rule - CUCM-CLUSTER-550-RULE =

You can configure a custom claim rule, such as a nule that requires multiple incoming claims or that extracts
claims from a SCGL attribute store. To configure a custom nule, type one or mare optional conditions and an
issuance statement using the AD FS claim rule language.

Claim rule name:

[EUCM-CLUSTER-SSO-RULE
Rule template: Send Claims Lsing a Custom Rule
Custom rule:
nams"] ~
=» jgsue(Iype =
"http://schemas.xmlscap.ory/wa/2005/05/identity/claims/nameidentifier™,
Issuer = c.Issuer, Originallssuer = c.0riginallssuer, Value = c.Value,
Valuelype = c.ValueIype, Properties
["http://schemas.xmlscap.org/wa/2005/05/identity/claimpropertiea/format
"] = "arn:casis:names:tc:SAML: 2. 0rnameid-format:transient™, Properties
["http://3chemas.xmlscap.ocrg/ w3/ 2005/05/identity/claimproperties,/ namequ
alifier™] = "win-server-02-
adfs.ajecollab.comn/adfa/com/adfs/service/truat™, Properties
["http://schemas.xmlscap.org/ws/2005/05/identity//claimproperties,/ spname
qualifier™] = "cucm-pub.ajcocllab.com™)

W

Cancel

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname”]

=> issue(Type =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer =
c.Issuer, Originallssuer = c.Originallssuer, Value = c.Value, ValueType
c.ValueType,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/forma
t"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:transient”,
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/nameq
ualifier"] = "https://ADFS-SERVER-FQDN/adfs/com/adfs/service/trust"”,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnam
equalifier"] = "CUCM-PUB-FQDN");

e Download ADFS Metadata by following this link from Mozilla or Google Chrome browser

e https://ADFS-SERVER-FQDN/FederationMetadata/2007-06/FederationMetadata.xml
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cisco

2l SAML Single Sign-On X

©  # httpsy/192.168.21.1/ccrmadmin/

Service Unavailable

ahaln  Cisco Unified CM Administration

For Cisco Unified Communications Solutions

samlSingleSignOn.do

. @0

Yn @O @ =

WEWLENTL S Cisco Unified CM Administration v

admin Search Documentation About Logout

System =  Call Routing =

SAML Single Sign-On

Media Resources

Advanced Features * Device «

Application

User Management =

Bulk Administration

Help =

S50 Mode

O Per node (One metadata file per node)

® Cluster wide (One metadata file per cluster. Regquires multi-server Tomcat certificate)

Qﬁ") Enable SAML 550 ~ :: Export All Metadata

Ts Update ldP Metadata File

Fix All Disabled Servers

Status

@ SAML 550 disabled

@ RTMT iz enabled for S50. You can change S50 for RTMT here.

IST

SAML Single Sign-On (1-50f5) Rows per P
550 Re-Impaort Last Matadata Export
Server Name Status Metadata e Metadata Last Metadata Export 550 Test

cucm-pub.ajcollab.com Disabled N/A Newver File March 22, 2021 5:30:09 PM Never
IST Run SSO Test...

cucm- Dizabled IdP Never File March 22, 2021 5:30:10 PM MNever
sub01l.ajcollab.com IST Run S50 Test...

cucm- Dizabled IdP Newver File March 22, 2021 5:30:10 PM Newver
sub02.ajcollab.com IST Run S50 Test...

imp-pub.ajcollab.com Disabled 1drP Never File March 22, 2021 5:30:10 PM Never
IST Run S50 Test...

imp-sub.ajcollab.com Disabled 1dP Newver File March 22, 2021 5:30:10 PM Never

Run 550 Test...

Enable SAML 550

Export All Metadata

@ *_ indicates required item.

Update IdP Metadata File

Fix All Disabled Servers

into again.

@ FReset Warning — Mozilla Firefox

© &£ https://192.168.21.1 /ccmadmin/genericDialogWindo
P 4 g

@ Click "Export All Metadata" button

f !"_\ Web server connections will be restarted

'Y
W,

do?windowtitlekey=genericdi *=*

Enabling S50 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentarily and need to be logged

| >

If the server metadata has not already been uploaded to the IdF, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main
page. Then go to the IdP and upload the file.

If IDP i= provisioned with cluster-wide SF meatdata, you need to enable cluster-wide SAML 550, If
IDP i= provisioned with per-node SP metadata, you need to enable per-node SAML S50.

Continue Cancel
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K 192.168.21.1/ccmadmin/samis X service Unavailable
<« X @ © & hitpsyy
alil,  Cisco Unified CM Administration Navigation

€ISCO 4 Cisco Unified Communications Solutions admin Search Documentation About Logout

192,168.21.1/ccmadmin/samlSingleSignOnMultiServerCert =+ & ¥ ¥y IND ® =

System + CallRouting * Media Resources *  Advanced Features *+ Device »  Application =  User Management +  Bulk Administration * Help +

SAML Single Sign-On Configuration
s
rStatus

@ Status: Ready

r Test for Multi-Server tomcat certificate

The criteria for enabling clusterwide 550 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already pleasze follow
the below steps:

1) Login to Cisco Unified OS5 Administration Page and Navigate to Certificate Management under Security Menu

2) Click on Generate CSR

3) Select Certificate Purpose as Tomcat

4) Select Distribution as "Multi-Server”

5) Click Generate

6) Download the CSR and get it signed from the CA of your choice

7) Once the certificate is issued by the CA, upload it via the "Upload Certificate/ Certificate chain” option on the Certificate Management page
8) Restart Tomcat service on all the nodes in the cluster

9) Restart TFTP service on all the TFTP nodes in the cluster

If the above steps have been completed, click Test below ertificate is deployed before proceeding to the next stage

[ Test for Multi-Server tomcat certificate | Loading, please wait.

K,

Next Cancel

- als SAML Single Sign-On Configur X ; e Unavailable

&« ¢ @ 92.168.21.1/ccmadmin/samiSingleSignOnMultiServerCert. +=» & ¥ ¥ InD ® =

alimln  Cisco Unified CM Administration Novigation

€ISCQ  £4r Cisco Unified Communications Solutions admin Search Documentation About Logout

System =  CallRouting =  Media Resources =  Advanced Features = Device = Application ~  User Management ~  Bulk Administration + Help +

SAML Single Sign-On Configuration
)
rStatus

® Status: Ready

| v? All nodes have Multi Server Certificate

r Test for Multi-Server tomcat certificate

The criteria for enabling clusterwide S50 is that you must have a multiserver tomcat certificate already deployed. If you have not done this already please follow
the below steps:

1] Login to Cisco Unified OS5 Administration Page and Mavigate to Certificate Management under Security Menu

2) Click on Generate CSR

3) Select Certificate Purpose as Tomcat

4) Select Distribution as "Multi-Server”

5) Click Generate

6) Download the CSR and get it signed from the CA of yvour choice

7) Once the certificate is issued by the CA, upload it via the "Upload Certificate/ Certificate chain” option on the Certificate Management page
8) Restart Tomcat service on all the nodes in the cluster

9) Restart TFTF service on all the TFTF nodes in the cluster

If the above steps have been completed, click Test below which will confirm if the multi-server tomcat certificate is deployed before proceeding to the next stage

Test for Multi-Server tomcat certificate

Next Cancel
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atls SAML Single Sign-On Confige service Unavailable

< ¢ @ © B httpsy//192.168.21.1/ccmadmin/samiSingleSignOnConfigurationVy. === & i Yin @ @® =
aluln  Cisco Unified CM Administration Mavigation
CISCO L, Cisco Unified Communications Solutions admin Search Documentation About Logout

System * CallRouting * MWedia Resources *  Advanced Features = Device =  Application +  User Management *  Bulk Administration * Help «

SAML Single Sign-On Configuration
B e
rStatus

@ Status: Ready

r Download Identity provider(IdP) Metadata Trust File

To configure the trust relationship between the IdP and your devices, you must first obtain trust metadata from your IdP and import it to your servers. You will
need to manually obtain the file from the IdP before you can upload it to your Collaboration servers.

:-":- Y This is a manual step!

1)Log in to your IdP and download the metadata trust file to yvour local server

2)Click Next once you hawve this file available locally.

Next Cancel

- ali SAML Single Sign-On Configu: X RSN EOETEI1

<« a @ © £ hitps;/192.168.21.1/cemadmin/samliSingleSignOnConfigurationVy e« & ¥ v IN D @
aha.  Cisco Unified CM Administration Navigation

CISCO  E4r Cisco Unified Communications Solutions admin Search Documentation About Logout

System =  CallRouting + Media Resources »  Advanced Features = Device = Application ~  User Management =  Bulk Administration ~ Help =

SAML Single Sign-On Configuration
o s
rStatus

@ Status: Ready

@ Ready to import Identity Provider metadata trust file to cluster servers

r Import the IdP Metadata Trust File
This step uploads the file acquired from the IdP in the previocus manual step to the Collaboration servers.

1)Select the IdP Metadata Trust File

Browse... | FederationMetadata.xm| €=

2)Import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

Import IdP Metadata |¢———

Next Cancel
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SAML Single Sign-0On Configur X service Unavailable
« e ‘@' O £ https://
alialh,  Cisco Unified CM Administration Navigation

cisco

192.168.21.1/ccmadmin/samiSingleSignOnConfiguration/. s+ & g Y in @ ® =

For Cisco Unified Communications Solutions admin Search Documentation Abaout Logout

System +  CallRouting + Media Resources ~  Advanced Features + Device =  Application *  User Management +  Bulk Administration + Help «

SAML Single Sign-On Configuration
i e
rStatus

@ Status: Ready

Q//"? Import succeeded for all servers

rImport the IdP Metadata Trust File
This step uploads the file acquired from the IdF in the previous manual step to the Collaboration servers.

1)Select the IdP Metadata Trust File

Browse... | Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

Import IdP Metadata v Import succeeded for all servers

Next Cancel

- atls SAML Single Sign-On Configu: X RSN INENETEIY

&« c o © £ hitps;//192.168.21.1/ccmadmin/samiSingleSignOnConfigurationV === & ¥y ¥ INBD ® =
alalin  Cisco Unified CM Administration Mavigation
CISCO L Cisco Unified Communications Solutions admin Search Documentation About Logout

System *  CallRouting * Media Resources *  Advanced Features = Device =  Application +  User Management *  Bulk Administration * Help «

SAML Single Sign-On Configuration
‘ Back . Next

rStatus

@ Status: Ready

If Admin has already uploaded the server metadata to IdP then skip the steps below and click Next. Otherwise follow the steps below to upload the server
metadata to 1dP

Q//"? 1dP Metadata has been imported to servers in this cluster

r Download Server Metadata and install on the IdP

Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

Download Trust Metadata File | We have done this already!

(s Y This is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
3)Click Next once you have installed the server metadata on the IdR

Back Next Cancel
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il SAML Single Sign-On Configur X

&« c ‘Q‘ O & https://192.168.21.1/ccmadmin/samlSingleSignOnConfiguration' *=* © 1:? * In @O ® =
alml  Cisco Unified CM Administration evE=ia
CISCO  Eur Cisco Unified Communications Solutions admin Search Documentation About Logout

System v  CallRouting Media Resources v  Advanced Features ~ Device v  Application ~  User ¥  Bulk Admi ion ¥ Help ~

SAML Single Sign-On Configuration
‘ Back

rStatus

: 3 The server metadata file must be installed on the IdP before this test is run.

r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run on any server for
troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the [dR.

¢ 5 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Walid administrator Usernames

2)Launch S50 test page

Run SSO Test... €——

Back Cancel
- #l5 SAML Single Sign-On Configu: X
&« & o © & 25 =0 https;//192.168.21.1/ccmadmin/samiSingleSignOnConfigur- ++» & ¥ v IN D ® =
alwli.  Cisco Unified CM Administration e Go
CISCO  kyr Cisco Unified Communications Solutions admin Search Documentation About Legout
System =  CallRouting * Media Resources *  Advanced Features » Device =  Application *  User *  Bulk Admini jon * Help =

SAML Single Sign-On Configuration
. Back . Finigh
Status

Q/f 550 Metadats Test Successful €————

r Ready to Enable SS0

Clicking "Finish" will complete enabling S50 on all the servers in this cluster. There will be a short delay while the applications are being updated.

To werify the S50 status of each server, check the main S50 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back Finish Cancel
@ Test SAML — Mozilla Firefox - ] *
© & https://cucm-pub.ajcollab.com:844 3 /ssosp/pages/TestSS0.jsp wes =

SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close
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SAML Single Sign-Cn

« (& ‘Q‘ U &% https:/foucm-pub.ajeollab.com:8443 /ccmadming/sam E| 80% e (W) ﬂ' i GO @’ =
aliilin - Cisco Unified CM Administration Navigation | Go |

CI5CO  For Cisco Unified Communications Solutions abdul.jaseem Search Decumentation About Logout
System = Call Routing = Medis Resources =  Advanced Festures = Device - ion * Usar *  Bulk Admini ion = Help =
SAML Single Sign-On
S50 Mode

@ Cluster wide [One metadata file per cluster. Requires multi-server Temcat certificate)

Per node [One metadata file per node)

x Disable SAML 850 (s Export All Metadats @ Update IdF Metadata File Fix Al Disabled Sarvers

r Status:
@ RTMT is enabled for S50, You can change S5O far RTMT here.
@ SAML 550 enzbled

SAML Single Sign-On  (1-50f5) Rows per Page 50 .|
==0 Ra-Import Expert
Server Nam= Sh e Lazt Mztadats Impart <SPS La=t M=tadats Scpart 250 Tet
cucm-pub.ajcollab.com SAML M/A March 22, 2021 6:46:46 fg] File March 22, 2021 6:40:23 Passed - March 22, 2021 Run 550 Test..
PM IST PM IST 7:11:24 PM IST
cucm- SAML dn 1dp March 22, 2021 6:46:46 &] File March 22, 2021 6:40:23 Passed - March 22, 2021 Run S50 Test...
sub01.gjcollab.com : PM IST PM IST 7:44:06 PM IST
cucm- SAML dr 1dP March 22, 2021 6:46:46 & File March 22, 2021 6:40:23 Passed - March 22, 2021 Run S50 Testa.
sub02.gjcollab.cam : PM IST PM IST 7:44:24 PM IST
imp-pub.ajcollab.com SAML A 1dp March 22, 2021 6:46:46 Ak File March 22, 2021 6:40:25 Passed - March 22, 2021
. (=] Run S50 Test..
PM IST PM IST 7:26:27 PM IST
imp-sub.ajeallab.cam SAML & 1dP March 22, 2021 6:46:46 &] File March 22, 2021 6:40:24 Passed - March 22, 2021 Run S50 Test...
) PM IST PM IST 7:38:26 PM IST

Disable SAML S50 Export All Metadata Update [dP Metadata File Fix All Disabled Servers

@ *- indicates required item.

View IdP Trust Metadata File
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CUCM DB Replication

e When DB Replication failed between nodes, so many weird issues will happen like Phone
Registration Issues, Call Routing Issues, and other service-related issues

Step 1: Verify the Database Replication

21_cucm-pub_192.168.21.1 - SecureCRT - o x
File Edit View Options Transfer Script Tools Window Help

5 £ D Emernoncan> hWeletav? 2@

+ 21_cucm-pub_192.168.21.1 E1 4 b

Command Line Interface is starting up, please wait ...
Welcome to the Platform Command Line Interface
VMware Installation:

tel(R) Xeon(R) CPU E5-2643 v
Partitions aligned

3:Softphone Offline
? MultiLab

3/7i2021 3:29:05 AM
Registration failed:

admin:utils
admin:utils replication run
adminiutils dbreplication runtimestate

Server Time: Sun Mar 7 14:44:49 IST 2021

eplication State: BROADCAST SYNC ended at: 2021-03-87-02-15
Sync Result: SYNC COMPLETED on 706 tables out of 706
Sync St All Tables are sync
Use CLI to see detail: 'file view activelog cm/trace/dbl/20210307_021304 dbl_repl_output_Broadcast]

. Regisiering as SEPAAAAAAAAAABT...

DB Version: ccmll_5_
Repltimeout set t
PROCESS option se
Cluster Detailed View from cucm-pub (3 Servers):
DB/RPC/ REPL. Replication REPLICATION SETUP

SERVER-NAME IP ADDRESS sec) DbMon? Group ID (RTMT) & Details

cucm-sub@l 2. . FIYIY 0 Out Of Sync
cucm-sub82 92.168.21.3 0.089 FIYIY 276623 ) DB Active-Failed

Ready ssh2: AES-256-CTR 39, 7 47Rows, 103 Cols Xterm CAP NUM

e Below table shows the meaning of Replication states

Value Meaning Description

0 Initialization State Replication is in the process of setting up. A setup failure might
have occurred if replication is in this state for more than an hour.

1 The Number of Set up is still in progress. This state is rarely seen

replicates is incorrect

2 Replication is good Logical connections are established, and the tables are matched
with the other servers on the cluster.

3 Mismatched tables Logical connections are established but there is an unsurety
whether the tables match

4 Setup Failed/Dropped  Server no longer has an active logical connection in order to receive
any database table across the network. No replication occurs in this
state
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Step 2: Generate Unified CM Database Status Report

- il System Reports

&« (& ‘Q O & https://192.168.21.1/cucreports/generateReport.do?isStar E' b ﬁ i iIn O ® =
alil,  Cisco Unified Reporting (P EE R Cisco Unified Reporting
CISCO  rur Cisco Unified Communications Solutions admin Search Documentation About Logout

System Reports  Help +

System Reports
~

Report Descriptions E Ok: Report generated successfully.
Unified CM Cluster .
Overview Unified CM Database Status
Unified CM Data
[l . - . N I
Unified CM Datab, Frovides a snapshot of the Unified CM database health. This report can be useful to monitor periodically, and should be used

b= i EraEse to ensure the database is healthy before an upgrade.
Replication Debug
Unified CM Databace | Created on Sun Mar 07 15:05:52 IST 2021
Status —Unified CM Cluster Name
Unified CM Dewvice
Counts Summary Cluster Name Publisher Name/IP
Unified CM Dewice
Distribution Summary StandAloneCluster  cucm-pub
Unified CM Directory
URI and GDPR
Duplicates —Unified CM Database Access
Unified CM Extension . .
Mobility Local and publisher databases accessible.
Unified CM HView Details
Geolocation Policy
Unified €M .
G:ec-Location Palicy with —Unified CM Database Status
ilkey RTMT Counter Information
Unified CM Lines o
Without Phones All servers have a replication count of 706.
gnifi_ed CM Multi-Line @ Mot all servers have a good replication status. See the details.

EVices Hiiew Details
Unified CM Phone & .
Category See also Database Summary Screen in RTMT.
Unified CM Phone /A Run €L command (show tech dbstateinfo) for more detail.
Feat List L. . . .

EE_I .ure = Replication Server List (cdr list serv) from every server for debugging purposes only.
Unified CM Phone EView Details
Locale Installers o L . .

— Replication Server Template {(cdr list template) from every server for debugging purposes only.

Unified CM Phones EView Details
With Mismatched Load -
Ty T Database Prefs File

nifie ones ) .
Without Lines Eliew el
Unified CM Shared
= —Unified CM Hosts
Unified CM Table Count
Summary All servers have equivalent host files
Unified CM User Device HView Details
Count
Unified CM Users
Sharing Primary —Unified CM Rhosts
Extensions
Unified CM VGE2xX All servers have equivalent rhosts files.
Gateway i )
Unified CM Vaice Mail A”_ servers.have equivalent rhosts files.

— - - Hiisw Detsils
Unified Cenfidential
Access Level Matrix
—Unified CM Salhosts
https://192.168.21.1/cucreports/showReport.defisStandard=true8iname=Unified Confidential Access Level Matrix v

e Download the report for future reference
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Step 3: Review the Unified CM Database Report any component flagged as an error

- ali System Reports

<« c ‘@‘ O & https://192.168.21.1/cucreports/generateReport.do?isStar E see T} i in 0 ® =
alialn  Cisco Unified Reporting EVI-ELt0Y Cisco Unified Reporting
CISCO g4 Cisco Unified Communications Solutions admin Search Documentation

System Reports  Help =

System Reports

d full 2
Report Descriptions E CK: Report generated successtully.
Unified CM Cluster L
Querview Unified CM Database Status
Unified CM Data %
Summary i o i . o % m
Unified CM Database Provides a snapshot of the Unified CM database health. This report can be useful to monitor periodically, and should be used
i to ensure the database is healthy before an upgrade.
Replication Debug
Unified CM Database Created on Sun Mar 07 15:05:52 IST 2021
Status —Unified CM Cluster Name
Unified CM Device
oSS nmman Cluster Name Publisher Name/IP
Unified CM Dewvice
Distribution Summary StandAloneCluster  cucm-pub
Unified CM Directory
URI and GDPR
Duplicates — Unified CM Database Access
Unified CM Extension i .
Mobility Local and publisher databases accessible.
Unified CM . Eview Details
Geolocation Policy E Publisher DB Reachable 47 Local DB Reachable 47
Unified CM
Geolocation Policy with cucm-pub Iz Iz
Filtar cucm-sub01 true true
Unified CM Lines cucm-sub02 true true
Withaut Phones
Unified CM Multi-Line
Devices
Unified CM Phone — Unified CM Database Status
Categary RTMT Counter Information
Unified CM Phone 3 o
Feature List .AII =ervers have a replication count of 706.
Unified CM Phone » @ Not all servers have a good replication status. See the details.
Locale Installers Sview Detaile
Unified CM Phones
With Mismatched Load Servar AT Number of Replicates Created 47 Replicate_State 47
Unified CM Phones cucm-pub 708 3 - bad
W'ic'Ut Lines cucm-sub01 706 3 - bad
Unified CM Shared cucm-sub02 706 3 - bad
Lines
gﬂﬂ.? Table Count & See alzo Database Summary Screen in RTMT.
Unified CM User Device ﬁl Run CLI command (show tech dbstateinfa) for more detail.
Count Replication Server List (cdr list serv) from every server for debugging purposes only.
Unified CM Users [Eview Details
E)T;#;?Oigmaw Replication Server Template (cdr list template) from every server for debugging purposes only.
— Hiiew Details
ggﬂfﬁcm VGEZXX Database Prefs File
— i - - [Hiiew Detsils

Unified CM Voice Mail
Unified Confidential
Access Level Matrix Unified CM Hosts

https://192.168.21.1/cucreports/showReport.dotisStandard=trueftname=Unified CM Shared Lines v

e Ensurethe Local and the Publisher databases are accessible
e Verify Unified CM Database Status
¢ Incase of an error, check for the network connectivity between the nodes. Verify if the A Cisco DB

service is running from the CLI of the node using the utils service list command
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Step 4: Check Network Connectivity to other nodes from Publisher

21_cucm-pub_192.168.21.1 - SecureCRT - O X

File Edit View Options Transfer Script Tools Window Help

i § 0 o Enterhos <Atr> hetaf? ? D ,

" 21_cucm-pub_192.168.21.1 E +" 22_cucm-sub01_192.168.21.2 " 23_cucm-sub02_192.168.21.3 4 b

Network connectivity te
admin:
admin:

admin:utils network connectivity cucm-sub82

This command can take up to 3 minutes to complete.
Continue ( E

work connectivity test with cucm-sub®2 completed successftully.
admin:
admin:
admin:

21_cuem-pub_192.168.21.1 - SecureCRT \g

File Edit View Options Transfer Script Tools Window Help
RA=T R

+ 21_cucm-pub_192.168.21.1 ] " 22_cucm-sub01_192.168.21.2 & 23_cuem-sub02_192.168.21.3

imp-pub
imp-sub
admin:show network cluster

.6 imp-pub.ajcollab.com imp-pub Subscriber cups DBPub not authenticated - INITIATOR since Sun Mar

.ajcollab.com cucm-sub@1 Sub i callman DBSub authenticated using TCP si

192.168.21. ajcollab.com cuecm-sub®2 Subscriber callmanager DBSub authenticated using TCP since Sun Mar 7 15
1 168 7 collab.com imp-sub Subscriber cups DBSub not authenticated - INITIATOR since Sun Mar 7 13:15:47 2021
192.168.21.1

Ser Table
cucm-pub
cucm-sub@l
cucm-sub@2
imp-pub
imp-sub
admin:
admin:

Unified CM SERVICE:
’7 #\iew Details

’7I_Ir|ified CM show tech notify

Eyiew Detsils

— Unifi

dbl rpchello "nodename’ ar

DBL RECHELLO

cucm-pub

ion 1.1 [18773]

cucm-sub0L
cucm-sub01 DSL ®ML-REC Server Version 1.1 [18337]
[0K]

cu
cucm-sub02 o ion 1.1 [13036]1
&

—Unified CM Connectivity

=2 Connectivity Success for cucm-pub.

=2 Connectivity Success for cucm-sub01

=2 Connectivity Success for cucm-sub02
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Step 5: Verify DB Services are Started in the Problematic Nodes

21_cucm-pub_192.168.21.1 - SecureCRT - O x
File Edit View Options Transfer Script Tools Window Help
DS Oile #af?? B -

" 21_cucm-pub_192.168.21.1 I 4k 22 cucm-sub01_192.168.21.2 4k 23 cucm-sub02_192.168.21.3 4 b

admin:

admin:show mys

Machine Mame : cucm-pub
account name : admin
privilege level : 4
command count : disabled
logging setting sabled
admin

admin:utils

m SSH [STARTED]
[STARTED]
e e [STARTED]
ropy Monitoring Daemon [STARTED]
o SCSI Watchdog [STARTED]
Service Mana, [STARTED]
HTTPS Configuration Download [STARTED]
Service Mana is running
Getting list of all services
Return code = @
A Cisco DB[STARTED]
A Cisco DB Replicator[STARTED]
Cisco AMC Service[STARTED]
Cisco AXL Web Service[STARTED]
Cisco Audit Event Service[STARTED]

CAR DB[STARTED]

CAR Scheduler[STARTED]

CDP[STARTED]

CDP Agent[STARTED]

gent[STARTED]

CDR Repository Manager[STARTED]
Admin[STARTED]
Serviceability[STARTED]
Serviceability RTMT[STARTED]
Change Notification[STARTED]

dential Application[STARTED]
DRF Local [STARTED]
DRF Master[STARTED]
Database Layer Monitor[STARTED]
Dialed Number Analyzer[STARTED]
Dialed Numbe Server[STARTED]
DirSync[STARTED]
911[STARTED]
ELM Client Service[STARTED]

Ready sshd: AES-256-CTR 47, 7 47Rows, 103 Cols _ Xterm CAP NUM
22_cucm-sub1_192.168.21.2 - SecureCRT - o x

File Edit View Options Transfer Script Tools Window Help
EFDR Bloafl?2 @ -

¥ 21_cucm-pub 192168211+ 22_cucm-sub01_192.168.21.2 EJ 423 cucm-sub02 192.162.21.3 a0

admin:show myself

Machine Mame : cucm-sub®1
account name : admin
privilege level : 4

command count disabled
loggi setti : disabled

admin:utils s

g sice status, please wait...
System SSH [STARTED]
c1 ager [STARTED]

vice Cache [STARTED]

i ng Daemon [STARTED]

Cisco SCSI Watchdog [STARTED]
Service Manager [STARTED]
HTTPS Configuration Download [STARTED]

A Cisco DB[STARTED]
co DB Replicator[STARTED]
IC Service[STARTED]
AXL Web Service[STARTED]
Audit Event Service[STARTED]
CAR DB[STOPPED] Commanded Out of Service
CAR Scheduler[STOPPED] Commanded Out of S
CDP[STARTED]
CDP Agent[STARTED]
CDR Agent[STARTED]
CDR Repository Manager[STOPPED] Commanded Out of Service
CTIManager[STARTED]
CallMan [STARTED]
CallManager Admin[STARTED]
CallMan Serviceability[STARTED]
Serviceability RTMT[STARTED]
Notification[STARTED]
Certificate Expiry Monitor[STARTED]
Change dential Application[STARTED]
DRF Local [STARTED]
[STOPPED] Commanded Out of S
lonitor[STARTED]
Analyzer[STARTED]
Dialed Mumber Analyzer Server[STARTED]
)11 [STARTED]
ELM Client Service[STARTED]

Ready ssh2; AES-236-CTR 47, 7 47Rows, 103 Cols  Xterm CAP NUM
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e If ACisco DB and A Cisco DB Replicator are in stopped state, try to restart from CLI
e utils service restart A Cisco DB
e utils service restart A Cisco DB Replicator

23_cucm-sub02_192.168.21.3 - SecureCRT - O x
File Edit View Options Transfer Script Teols Window Help

§ F T ¢ Enterhost <A-R> he 2a? 2@ :

& 21_cucm-pub_192.168.21.1 & 22_cucm-sub01_192.168.21.2  + 23_cucm-sub02_192.168.21.3 E 4 b

admin:show myself

Machine Name : cucm-subB®2
account name : admin
privilege lewvel : 4

command count : disabled
logging setting : disabled
admi

admin:utils service list

Requesting service status, please wait...
System SSH [STARTED]
r Manager [STARTED]
Name Service Cache [STARTED]
Entropy Monitoring Daemon [STARTED]
isco SCSI Watchdog [STARTED]
Service Manager [STARTED]
HTTPS Confi ation Download [STARTED]
Service Manager is running
Getting list of all services
>> Return code = @
A Cisco DB[STARTED]
A Cisco DB Replicator[STARTED]
Cisco AMC Service|5IARITED |
Cisco AXL Web Service[STARTED]
Cisco Audit Event Service[STARTED]
Cisco CAR DB[STOPPED] Commanded Out of Service
Cisco CAR Scheduler[STOPPED] Commanded Out of Service
Cisco CDP[STARTED]
Cisco CDP Agent[STARTED]
Cisco CDR Agent[STARTED]
Cisco CDR Repository Manager[STOPPED] Commanded Out of Service
Cisco CallManager[STARTED]
Cisco CallMans: * Admin[STARTED]
Cisco CallMans: * Serviceability[STARTED]
Cisco CallMan: » Serviceability RTMT[STARTED]
Cisco Certificate Change Notification[STARTED]
Cisco Certificate Expiry Monitor[STARTED]
Cisco Change Credential Application[STARTED]
Cisco DRF Local[STARTED]
Cisco DRF Master[STOPPED] Commanded Out of Service
Cisco Database Layer Monitor[STARTED]
Cisco ES11[STARTED]
Cisco ELM Client Service[STARTED]
Cisco Extension Mobility Application[STARTED]
Cisco License Manager[STOPPED] Commanded Out of Service
Cisco Log Partition Monitoring Tool[STARTED]

Ready sch2: AES-2536-CTR A7, T 47 Rows, 103 Cols  Xterm CAP NUM
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Step 6: Ensure Replication Server List (cdr list serv) is populated for all the nodes

% System Reports X
&« (! ‘@' (O https://192.168.21.1 /cucreports/showReport.da?isStandar E| b ﬂ’ i In @O @ =
alali.  Cisco Unified Reporting
€ISCO  gy; Cisco Unified Communications Solutions admin Search Documentation About
System Reports  Help
System Reports
Unified CM Phone &7 o i
Feature List . All servers have a replication count of 706.
U”ififd M F;FUHE @ Not all servers have a good replication status. See the details.
LUFE_' 2 IsEIE Elview Details
Unified CM Phones
With Mismatched Load - Number of Replicates Creatad ¥ plicate_Stata 47
Unified CM Phones cucm-pub 708 3 - bad
W'FhWt Lines cucm-sub0l 706 3 - bad
PatiedietiShaced cucm-sub02 706 3 - bad
Lines
Unified CM Table Count & See also Database Summary Screen in RTMT.
Summary
Unified ©M User Device & Run CLI command (show tech dbstateinfo) for more detail.
Count Replication Server List {cdr list =erv) from every server for debugging purposes only.
Unified CM Users Eiew Details
Sharing Primary
Extensions u cdr list serv AT
Unified CM WVGE2¥X SERVER ID STATE STATUS QUEUE COMNECTION CHARMNGED
Eod 9.2 comil 5_1_139018 2 Active Local o
- A B _ g 2_co _9_1_. _ ctive ooa,
Unified CM Vaice Mail cucm-pub o)1 71330178 3 Active  Comnacted 148 Mar 7 13:17:42
Unified Confidential g 4 cemll 5 1 13501 3 4 Rctive Failed #——291367 Mar 7 15:05:51
Access Level Matrix
SERVER ID STATE STATUS QUEUE COMNNECTION CHRNEED
_ g_Z2_cemll 5 1 13501_3 2 Rctive Connected 0 Mar 7 13:17:42
cucm-sub0l -5-_ )0 =c=17133017% 3 Active  Local 0
g 4 cemll 5 1 13301 3 4 Retive  Failed€== 13957 Mar 7 15:04:40
SZAVER ID STATE STATUS QUEUE CONNECTION CHANGCED
—sub0? g 2 cemll 5 1 13501 3 2 Rotive Failed$=—— 15147 Mar 7 17:15:27
EIREIIE g 3 cemll 5 1 13301 3 3 Betive Failed€= 15147 Mar 7 17:15:27
g 4 cemll 5 1 13501 2 4 Retive Local L]
Replication Server Template (cdr list template) from every server for debugging purposes only.
HView Details
Database Prefs File
HView Details
— Unified CM Hosts
All servers have equivalent host files
HView Details
— Unified CM Rhosts
All zervers have equivalent rhosts files.
All zervers have equivalent rhosts files.
Hiiew Details
r— Unified CM Sqlhosts i
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Step 7: Verify CM Hosts, CM Rhosts and CM Sqglhosts are in Sync
- dls System Reports X
&« (C @ & nps

almlin  Cisco Unified Reporting Navigation -

cisco

92.168.21.1/cucreports/showReport.do?isStandar g -9 % Y In @D @® =

For Cisco Unified Communications Solutions admin Search Documentation About Logo

System Reports Help «

System Reports

~
-|Url' ied CM HDSI‘SI

L
4 All zervers have equivalent host files
EView Details

182.1€3.21.1 cucm-pub.ajcollab.com cucm-pub

§This file was generated by the /Jetc/hosts ecluster manager.
£It i3 autocmatically updated as nodes are added, changed, remowved from the cluster.

127.0.0.1 localhost
::1 localhost

cucm-sub01 1%2.163.21.2 cucm-sub0l.ajccllab.com cucm-subil
192.1€38.21.3 cucm—subl2.ajcocllak.com cucm-subl2
1%2.1€3.21.6 imp-pub.ajcellab.com imp-pub
192.1€38.21.7 imp-sub.ajcollakb.com imp-sub
182.1€3.21.1 cucm-pub.ajcollab.com cucm-pub

#This file was generated by the /etc/hosts cluster manager.
#It is autcmatically updated as ncdes are added, changed, removed from the cluster.

127.0.0.1 localhost
::1 localhost

cucm-sub02 152 1£2.21.2 cucm-subl2.zjecllab.com cucm-sub02
132.1€38.21.2 cucm—subll ajcollab.com cucm—subll
182.1€38.21 .6 imp—pub.ajcollab.com imp-pub
152.1€3.21.7 imp—sub.ajcollak.com imp-sub
182.1€38.21.1 cucm-pub.ajcollab.com cucm-pub

—|Un ed CM Rhog

} All zervers have equivalent rhosts files.

All servers have equivalent rhosts files.
Elview Details
g§§g IDS END - DO NOT REMOVE

### IDS BEGIN - DO NOT REMOVE
localhost
cucm-sub02
cucm-s3uki2 . ajcellab. com
cucm-sub0l

cucm-sub0l cucm-subkil.zajecllab.com
cucm-pub
cucm-pub.ajcollab. com

#§¢# IDS END - DO NOT BEMOVE

##& IDS BECIN - DO NOT REMOVE
localhost
cucm-sub02
cucm-sukl2 . ajcollab. com
cucm-pub

cucm-sub02 cucm-pub. zjccllzk com
cucm-sub0l
cucm-sukll.ajcellak. com

##¢ IDS END - DO NOT REMOVE
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ils System Reports X
&« c ﬁ‘ 0 & https:y//192.168.2 1.1 fcucreports/showReport.do?isStandar E| see ﬁ i N DO @& =

il Cisco Unified Reporting

cisco For Cisco Unified Communications Solutions

System Reports  Help «

System Reports

§¢¢ IDS END - DO NOT REMOVE ~
*lUnified CM Sqlhostsi
5
’ All servers have equivalent sglhosts files.
All servers have equivalent sglhosts files.
Eiiew Details
Sarver 4T sqlhosts File
g_hdr group = = i=1
LOCAL onsoctcp 127.0.0.1 cucm pub cemll 5 1 13301 3 E=32Z7€7, rto=300
g 2 cemll 5 1 13501 3 group = = i=z
cucm pub comll 5 1 133501 3 onsocctop 152.1e58.21.1 cucm pub comll 5 1 1330
g 3 _cemll 5 1 13501 3 group = = i=3
cucm—pub cucm sub0l cemll 5 1 135013 onsocctop 152 1e8.21.2 cucm sub0l comll 5 1 13
g 4 cemll 5 1 133501 3 group = = i=4
cucm sub02 cemll 5 1 13301 32 ocnsocctop 152.1e8.21.3 cucm sub0Z comll 5 1 13
§#8N0TE: Meed to use ipvd address in host column of aglhosts file and not hostname
cucm pub carll &5 1 13301 2 ocnsocctop 152.1e8.21.1 cucm pub carll 5 1 13350
g_hdr group = = i=1
LOCAL onsoctcp 127.0.0.1 cucm _sub0l_cemll 5_1_13501_3 E=32Z7€7, rco=300
g 2 _cemll 5 1 13301 3 group = = i=Z
cucm- cucm pub_comll 5 1 13301 3 onsocctoep 152.1e58.21.1 cucm pub_ccomll 5 1 1330
g 3 _cemll 5 1 13301 3 group = = i=3
subo1 cucm sub0l_cemll 5 1 1335013 onsocctoep 152.1e8.21.2 cucm sub0l_comll 5 1 13
g 4 cemll 5 1 13301 3 group = = i=4
cucm sub02_cemll 5 1 13301 3 cnsocctop 152.1e8.21.3 cucm sub0Z_comll 5 1 13
o hdr arnur = = i=1
<
— Unified CM ODBC.INI
Hiiew Details
— Unified CM ODBCINST.INI
Hiiew Details
— Unified CM ONCONFIG.CCM
Hiiew Details
— Unified CM SERVICES
Hiiew Details
— Unified CM show tech notify
Hiiew Details
~Unified CM DBL RPC Service w
< >

e If you find any mismatch, there is a possibility of an incorrect activity when an IP address changes
or updates to the Hostname on the server

o Restart the following services from the CLI of the publisher server and check if the mismatch is
cleared Generate a new report every time you make a change on the GUI/CLI to check if the
changes are included
o utils service restart Cluster Manager

o utils service restart A Cisco DB
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Step 8: Ensure that the Database Layer Remote Procedural Call (DBL RPC) hello is successful
- als System Reports X
<« c o © £ hitps;//192.168.21.1/cucreports/showReport.dotisStandard- [E] | == w L IN D ®

aliiln  Cisco Unified Reporting Navigation

cisco

For Cisco Unified Communications Solutions admin Search Documentation About Logout

System Reports  Help =

System Reports

~
T hAdr e hadaibls = = =1

—Unified CM ODBC.INI

Hiew Details

— Unified CM ODBCINST.INI
HView Details

—Unified CM ONCONFIG.CCM

Hiew Detsils

— Unified CM SERVICES
HView Details

—Unified CM show tech notify
Hiew Details

‘lUnified CM DBL RPC Servic-:l
ElView Details

Server 4F¥ dbl rpchello 'nodename’ AT

DEL RPCHELLO
cucm—

Cucm—pub DEL XML-RPC Server Version 1.1 [183773]
[CK]

DBL RPCHELLO
cucm-sukdl

Cucm—sub[]]_ DBL ¥ML-RPC Server Version 1.1 [183587]
[OK]

DBL RPCHELLO
cucm-subl2

cucm-sub02 DEL XML-RPC Server Versicn 1.1 [130%&]
[CK]

—Unified CM Connectivity

Connectivity Success for cucm-pub
Connectivity Success for cucm-sub01

Connectivity Success for cucm-sub02
HView Details
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Step 9: Diagnose Test and NTP Status
B

File Edit Options  Transfer

i %

admin:utils diagnose test
Log file: platform/log/diagl.log

Starting diagnostic test(s)

test - disk_space : Passed (available: 996 MB, used: 12685 MB)

skip disk _files : This module must be run directly and off hours

test service_manager : Passed

test tomcat : Passed

test tomcat_deadlocks : Passed

test tomcat_keystore : Passed

test tomcat_connectors : Passed

test tomcat_threads : Passed

test tomcat_memory : Passed

test tomcat_sessions : Passed

skip tomcat_heapdump : This module must be run directly and off hours

test validate_network : Error, intra-cluster communication is broken, unable to connect to [192.168.21.6]
communication is broken, unable to connect to [192.168.21.7]

test - raid : Passed

test - system_info : Passed (Collected system information in diagnostic log)
test - ntp_reachability : Warning

The NTP service is restarting, it can take about 5 minutes.

test - ntp_clock drift : Warning
The local clock is not synchronised.
None of the designated NTP servers are reachable/functioning or legitimate.
test - ntp_stratum : Warning
The local clock is not synchronised.

None of the designated NTP servers are reachable/functioning or legitimate.

skip - sdl_fragmentation : This module must be run directly and off hours
skip - sdi_fragmentation : This module must be run directly and off hours

Diagnostics Completed

The final output will be in Log file: platform/log/diagl.log

Please use 'file view activelog platform/log/diagl.log"' command to see the

admin:

@ 21_cucm-pub
File Edit Options  Transfer  Script  Tools Help
§ 5O e Errnonan® helte? ?

+ 21_cucm-pub_192.168.21.1 [ " 22_cucm-sub01_192.168.21.2  +* 23_cucm-sub02_192

admin:utils ntp status
ntpd (pid 6475) is running...

remote refid st t when poll reach delay offset jitter

192.168.31.1 JINIT. 16 u - le24 (5] ©.000 ©.000 ©.000

unsynchronised
polling server every 8 s

Current time in UTC is : Sun Mar 7 18:39:55 UTC 2821
Current time in Asia/Kolkata is : Sun Mar 7 16:89:55 IST 2821
admin:l




Step 10: DB Repair Node
e Ifthe utils dbreplication runtimestate command shows thatthere are error/mismatched
tables, run the command

o utils dbreplication repair NODE

21_cucm-pub_192.168.21.1 - SecureCRT - O X
File Edit View Options Transfer Script Tools Window Help

D e Emerhos <AL NEEE K i
" 21_cucm-pub_192.168.21.1 H A 22_cucm-sub01_192.168.21.2 4k 23_cucm-sub02_192.168.21.3 4 bk

chmod: changing permissions of ~/var/log/active/cm/trace/dbl/sdi/replication_scripts output.log': Opera
tion not permitted

chmod: changing permissions of ~/tmp/dbldefault.log': Operation not permitted

sh: fusr/local/cm/db/REPL_STATE_RPC: Permission denied

Replication Repair is now running in the background.
Use command 'utils dbreplication runtimestate' to check its progress

Output will be in file em/trace/dbl/sdi/ReplicationRepair.2821 63

se "file view activelog cm/trace/dbl/sdi/ReplicationRepair.2621_0

e Run the utils dbreplication runtimestate command to check the status again

21_cucm-pub_192,168.21.1 - SecureCRT - O x
File Edit View Options Transfer Script Tools Window Help

§F D e ann AEECE: i
+ 21_cucm-pub_192.168.21.1 H A 22 _cucm-sub01_192.168.21.2 4k 23 cucm-sub02_192.168.21.3 4 b

admin:utils dbreplication runtimestate
Server Time: Sun Mar 7 18:55:49 IST 20821

Cluster Replication State: BATCHING SYNC Requests from nodes at: 2821-83
Sync Request Prog s: Received 1 node requests for DB sync

Sync Request Errors: No errors
DB Version: ccmll_5_1 13981 _3
Repltimeout

PROCESS opti

Cluster Detailed View from cucm-pub (

DEB/RPC/ REPL. Replication REPLICATION SETUP
SERVER-NAME ‘msec) DbMon? QUEUE Group ID (RTM & Details

cucm-pub 192.168.21." B.0: Y/Y/Y
cucm-sub®1 : 168.21. 5 Y/Y/Y
cucm-sub@2 192.168.21. p.0RO Y/Y/Y
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Step 11: Reset Database using Rebuild Command
e This will re-initiate the DB Replication on CUCM-SUBO1 from scratch
e Thisis a time-consuming process
e DB of SUBO1 will re-sync with CUCM PUB

21_cucm-pub_192,168.21.1 - SecureCRT — O X
File Edit View Options Transfer Script  Tools Window Help
§ F P Enterhost <AleR> NEE: LK .

+ 21_cucm-pub_192.168.21.1 E1 +" 22_cucm-sub01_192.168.21.2 4k 23 cucm-sub02_192.168.21.3 1 F

admin:
admin utils dbreplication rebuild cucm-sub@1

sk ot o s sk ook oo ok ok ok ok okl ol oot oot ok ok ok ok ook ook ok s skt ok ot o o ok ok ol skt ol s skt ook ok ok ok ok ok ok skt stk okt okl ok kol ol skt kot sk sk okl ok ok kol sk kol sk kol ok ol ok ok
WARNING !!!

This command can only be run from the publisher.

This command will run a combination of the following CLI commands on specified nodes:
utils dbreplication stop
utils dbreplication dropadmindb or dropadmindbforce
and utils dbreplication reset

This command may also affect other nodes including the publisher.

This command can take a considerable amount of time.

S 3% S SRR SR 5K SR S R 0SS S KK 5K SR S o K K SR S K KSR 3K SR 5K SR S SRR 0SS S K 5K K o o K K SR S K KSR SRR 5K SR S SRR S S S SR 5K R R KK K SR R R K KK KK K
Do you want to continue? (y/n):y

Start rebuilding replication...

The process can be terminated by "delete process 19 on a separate cli session

The detail status can be checked by "file view activelog cm/trace/dbl/sdi/rebuild 2621 ©

ut”

Starting rebuild command...

Number of nodes to be rebuilt: 1

Stopping replication setup...

Removing server(s) from replication network...

Signaling subscriber for replication setup...
Rebuild command completed successfully...
--»cucm-sub81

Rebuild Completed: 1
Duration: 1.66 minute

admin:
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@ 21_cucm-pub_ A RT

File Edit / Options  Transfer Script Tools  Win

e taf?l?

admin:utils dbreplication runtimestate
Server Time: Sun Mar 7 18:55:49 IST 2821

Cluster Replication State: BATCHING SYNC Requests from nodes at: 2021-83-087-18-51
Sync Reguest Progress: Received 1 node requests for DB sync
Sync Regquest Errors: No errors

DB Version: ccmll_5_1_13981_3

Repltimeout set to: 388s
PROCESS option set to: 1

Cluster Detailed View from cucm-pub (3 Servers}):

PING DB/RPC/ REPL. Replication REPLICATION SETUP
SERVER-NAME IP ADDRESS DbMon? QUEUE (RTMT) & Details

192.168.21.1 - (2) Setup Completed
cucm-sub8l 192.168.21.2 = (8) Defined
cucm-sub82 192.168.21.3 = (2) Setup Completed

Help

admin utils dbreplication runtimestate
Server Time: Sun Mar 7 19:01:36 IST 2021

Cluster Replication State: BROADCAST SYNC ended at: 2821-83-87-18-58
Sync Result: SYNC COMPLETED on 786 tables out of 786
Sync Status: All Tables are in sync
Use CLI to see detail: "file view activelog cm/trace/dbl/20218387_ 185738 dbl repl output Broadcast

'

log
DB Version: ccmll 5 1 13981 3

Repltimeout set to: 388s

PROCESS option set to: 1

Cluster Detailed View from cucm-pub (3 Servers):

PING DB/RPC/ REPL. Replication REPLICATION SETUP
SERVER-NAME IP ADDRESS DbMon? QUEUE (RTMT) & Details

cucm-pub 192.168.21.1 (2) Setup Completed
cucm-sub81 192.168.21.2 (2) Setup Completed
cucm-sub@?2 192.168.21.3 (2) Setup Completed




Step 12: DBreplication Setprocess
e If CUCM Nodes are Spread Across WAN, ensure that the nodes have network connectivity well
under 80 ms (Round Trip Time)
e Changing this parameter improves the replication setup performance, but consumes additional
system resources
o utils dbreplication setprocess <1-40>
Step 13: Replication Timeout
e Thereplication timeout (Default: 300 Seconds) is the time that the publisher waits for all the
subscribers in order to send their defined messages
e C(Calculate the replication timeout based on the number of nodes in the cluster
o Server 1-5=1 Minute Per Server Servers
o Server 6-10 =2 Minutes Per Server
o Servers >10 =3 Minutes Per Server
Example:
Example: 12 Servers in Cluster:
Server 1-5x 1 min = 5x1=5 min
Server 6-10 x 2 min = 5x2 = 10 min
Server 11-12 x 3 min = 2x3 =6 min
Repltimeout should be set to 21 Minutes
e show tech repltimeout (To checkthe currentreplication timeoutvalue)

e utils dbreplication setrepltimeout (To set the replication timeout)

21_cucm-pub_192,168.21.1 - SecureCRT — [m] *
File Edit View Options Transfer Script Tools Window Help
£ F D ¢P Enterhost <Ali-R> Mo taf?|? B -

' 21_cucm-pub_192.168.21.1 [ 4k 22_cucm-sub01_192,168.21.2 4k 23_cucm-sub02_192.168.21.3 4 b

admin:
admin{utils dbreplication runtime

Server Time: Sun Mar 7 19:01:36 IST 2021

Cluster Replication State: BROADCAST SYNC ended at: 2021-83-07-18-58

Sync Result: SYNC COMPLETED on 706 tables out of 706

Sync Status: All Tables are in sync

Use CLI to see detail: 'file view activelog cm/trace/dbl/262103087_185730_dbl_repl_output_Broadcast]
.log’

DB Version: ccmll 5 1 138
Repltimeout set to B<
PROCESS option set to:
Cluster Detailed View from cucm-pub (3 Servers):
PING DB/RPC/ . Replication REPLICATION SETUP

SERVER-NAME IP ADDRESS (msec) Mon? ] Group ID (RTMT) details

9. ) (2) Setup Completed
cucm-sub@1 192.168.21.2 E] (IY/Y e (2) Setup Completed
cucm-sub@2 192.168.21.3 0.095 Iy e (2) Setup Completed

cucm-pub 192.168.21.1
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Step 14: Contact Cisco TAC
e If none of the above steps are not helping to fix the DB replication, please contact Cisco TAC

¢ While contacting TAC, make sure you collect the below details

You may also interested to refer Support Forum Document
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https://community.cisco.com/t5/collaboration-voice-and-video/troubleshooting-cucm-database-replication-in-linux-appliance/ta-p/3111185

Chapter 1 Module 3 - CUC
Cisco On-Premise Collaboration Solution
Cisco Unity Connection (CUC)

‘;
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Cisco Unity Connection - CUC

¢ Unified Voice Messaging and basic IVR solution system integrated to CUCM

e CUCM can’t offer any voice mail solution natively, hence we integrate CUC with CUCM

e CUC can also be used for basic IVR auto attend functionality called Call Handlers. It provides
greetings for external callers “Thank you for calling AJ Labs, Please Press 1 for enquiries, 2 for
upcoming courses, 3 for other helps, etc.”

e Cisco Unity Connection is deployed as one Publisher and one Subscriber Active-Active nodes. Only

2 nodes will be in the cluster
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[Lab] Installation PUB and SUB
e Theinstallation of Cisco Unity Connection is exactly like CUCM, in fact we use same IS0 file to
install CUCM and CUC
e Theonly difference is the virtual hardware requirement, the OVA of CUC is different, you can
download the CUC 11.5 OVA from Cisco

21_cuc-pub_192.168.21.4
isco Unified Communications 11.5.1.13981-3 =x86_64

| Disc Found |

To begin testing the media before
installation press OK.

Choose 3kip to skip the media test
and start the installationm.

<Tah>-<5hift,Tab> between elements | <Space> selectis

21_cuc-pub_192.168.21.4
isco Unified Communications

Product Deployment Selection

Select the product or product suite to be installed:
( ) Cisco Unified Communications Manager

(=#) Cisco Unity Connection

<Tab>-<Alt-Tab> to mowve between elements. <3Space> to select. <{Enter> to
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21_cuc-pub_192.168.21.4
igsco Unity Conmection 11.5.1.13981-3

Uersions on the hard drive: NONE

The version on this DUD is: 11.5.1.13981-3
Do you want to proceed with the Install?

<KTab><<Alt-Tab> to move between elements. <{Space> to select. <Enter> to

21_cuc-pub_192.168.21.4
isco Unity Conmection 11.5.1.13981-3

Platform Installation Wizard

This Wizard sets up the initial configuration of the
platform.

Before proceeding, complete the pre-installation tasks
outlined in the installation guide.

Choose <FProceed> to continue with the wizard.
Choose <Skip> to skip the configuration until later.
Choose <Cancel> to end the installation.

21_cuc-pub_192.168.21.4
isco Unity Conmection 11.5.1.13981-3

fAipply Patch

Would you like to apply an upgrade patch as part of this
installation?

This option will install the software from the DUD and
then prompt you for the location of the additional patch
to apply after the system reboots.

KTab>~<Alt-Tab> to move between elements. <Space> to select. <{Enter> to proceed:d

21_cuc-pub_192.168.21.4 Actions
isco Unity Connection 11.5.1.13981-3

This is the "Basic" installation option. This option
installs the software version from the DUD and does not
use any imported data. It asks for configuration
information and then completes the install.

<Tab>/<Alt-Tab> to move between elements. <Space> to select. <{Enter> to proceed:d
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21_cuc-pub_192.168.21.4 s Actions
isco Unity Connection 11.5.1.13981-3

1 Timezone Configuraton |

Choose the correct timezone from the following list:

AsiarsJerusalem
AsiasKabul
AsiasKamchatka
Asia/KRarachi
AsiasKathmandu
Asia-Khandyga
fisiasKolkata

Auto Negotiation Configuration

NIC speed and duplex in a virtual machine are determined
by the Host.

They do not need to be configured in the Guest.

Flease select "Continue" to proceed with the
installation.

21_cuc-pub_192.168.21.4 Actions
isco Unity Commection 11.5.1.13981-3

MTU Configuration

Do you want to change the MTU size from the 05 default?

<Tab><<Alt-Tab> to move between elements. <{Space> to select. <{Enter> to proceed:

21_cuc-pub_192.168.21.4 Actions
isco Unity Connection 11.5.1.13981-3

DHCP Conf iguration

Do you want to use Dymamic Host Configuration Protocol
(DHCP) on this machine?

KTab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceedd
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21_cuc-pub_192.168.21.4 Actions

Host Name

IP Address [EFgulT s U SN
IP Mask 255 .255.126.8___|

GW Address [EFJECENINE

<KTab>s<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:d

21_cuc-pub_192.168.21.4 ctions
isco Unity Connection 11.5.1.13981-3

DNS Client Configuration

Do you want to enable Domain Name System (DHS) Client on
this machine?

<KTab>~<Alt-Tab> to move between elements. <Space> to select. <{Enter> to proceeds

21_cuc-pub_192.168.21.4 clions
isco Unity Connection 11.5.1.13981-3

DN3 Client Configuration

Primary DHS

Domain

<Tab>-<Alt-Tab> to move between elements. <Space> to select. <Enter> to

21_cuc-pub_192.168.21.4 . Actions
isco Unity Connection 11.5.1.13981-3

Administrator Login Configuration

Enter the Platform administration username and password.
Choose Help for username and password guidelines.

Administrator ID

Password

Cont irm Passuord

<Tab>-<Alt-Tab> to move between elements. <(Space> to select. <Enter> to
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21_cuc-pub_192.163.21.4 . Actions

isco Unity Connection 11.5.1.13961-3
Certificate Information |

Enter information about your organization. This iz used to
generate security certificates for this node.

Organization
Unit

Location

State

Country 1

Indonesia
Iran

<Tab>-/<flt-Tab> to move between elements. <{Space> to select. <Enter> to proceedd

21_cuc-pub_192.168.21.4 Actions
isco Unity Conmection 11.5.1.13981-3

First Node Configuration

Is this server the First Node in the cluster?

<Tab>/<Alt-Tab> to move between elements. <Space> to select. <Enter> to proceed:d

21_cuc-pub_192.168.21.4 s Actions
isco Unity Connection 11.5.1.13981-3

Network Time Protocol Client Configuration

NTF Server 192.168.31.1

NTP Serwver

NTP Server —
E—
—

<KTab>~<Alt-Tab> to move between elements. <{Space> to select. <Enter> to proceed:d

NTP Serwv